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Traffic Analysis

●Lots of Noise

●Filtering and Analysis

●Same fundamental principles as some Tor attacks



SUID Attack Group7

●Can escalate to the moderator group
●Then can read the moderator log file

●Sadly there are no other interesting files that are 
writable as the moderator group



Command	Line	Injection

• Many	systems	take	input	and	do	not	sanitize	it,	causing	the	host	
system	to	run	commands	inadvertently	with	it’s	own	permissions
• We	see	how	easy	this	is	in	Group8’s	game	of	werewolves,	as	any	
command	or	file	of	commands	can	be	run	with	a	simple	line	of	
input.
• Learned	that	this	can	open	up	the	entire	system
• Further,	the	best	way	to	prevent	these	attacks	is	to	preprocess	
or	sanitize	input	for	delimiter	characters	to	prevent	unintended	
commands	making	it	through	parsers.

• For	many	systems	and	languages,	you	can	just	escape	special	
characters	to	do	basic	sanitation.



Server race condition Group 6

Owner Attacker

At creation the log file for each game, is created and the privilege is changed. The attacker who opens the file before the c



We tried to Reproduce the vulnerability after class



Moderating Games (TCP Exploit)

• Even with filtering, our SSH exploit was still very 
noisy.

• Multiple groups used the exploit, which drastically 
changed gameplay.

• The exploit was successful in helping townspeople 
correctly identify a werewolf only about half of the 
time.


