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Abstract

Minosis amicroarchitectur¢hatimplementBiba's low-
watermarkintegrity policy onindividual wordsof data.
Months of testing have revealed a robust systemthat
stopsattackswhich corrupt control datato hijack pro-
gramcontrol o w. Thelow-watermarkpolicy is orthog-
onal to the memorymodelso that it works with exist-
ing software and middlevare. The key is that Minos
tracksthe integrity of all data,but protectscontrol o w
by checkingthis integrity whena programusesthe data
for control transfer Existing policies,in contrast,need
to differentiatebetweencontrol and non-controldataa
priori.

Our implementatiorof Minos for RedHat Linux 6.2
on a Pentium-base@mulatoris a usableLinux system
on the network. We have demonstratethat Minos pro-
tectsagainsta menageri®f realcontroldataattacksnot
just buffer over ows. This paperwill detail our security
assessmentf Minos and otherhardware and software
mechanismslesignedo stopthe sameclassof attacks.
We concludethat while Minos is substantiallymore se-
cure than other approachesexisting C programslack
thesemantianformationnecessaryo totally secureheir
control ow. More detailsaboutthe implementatiorof
Minos areavailablein [1].

1 Intr oduction

Control dataattacksform the overwhelmingmajority of

remoteattacksonthelnternet,especiallyinternetworms,
andare a major constituentof local attacksdesignedo

raiseprivileges. The costof theseattacksto commodity
softwareusersveryyearnow totalswell into thebillions

of dollars.

with a singleintegrity bit at the physicalmemorylevel,

andthe samefor the generalpurposeregisters. This in-

tegrity bit is setby thekernelwhenthekernelwritesdata
into a userprocess'memoryspace with zeromeaning
low andonemeaninghigh. Thekernelcanmake this de-
cision basedon the trustit hasfor the databeing used
ascontroldata. Contmwol datais any functionpointer or

jumptargetssud asreturnpointes onthe stad, library

pointess in the Global Offset Table or virtual function
pointess in C++ objects. Minos is very similar to the
architecturgproposedn [2] but wasdevelopedindepen-
dently usesa differentpolicy, andthe focusis moreon

thesystemlevel.

In Minos Biba's low-watermarkintegrity policy [3] is
appliedby the hardware asthe procesamovesdataand
usesit for operations.If two datawordsare added for
example,an AND gateis appliedto theintegrity bits of
the operanddo determinethe integrity of theresult. A
dataword's integrity is loadedwith it into generalpur-
poseregisters.A hardware exceptiontrapsto the kernel
wheneer low integrity datais usedfor control o w pur
posesby aninstructionsuchasa jump, call, or return.
Intuitively, ary controltransferinvolving untrusteddata
is a systemvulnerability Minos detectsexactly these
vulnerabilities,and consequenthavoids false positves
underextensve testing.Biba's low-watermarkpolicy is
notoriousfor its monotonidoehaior sowe choseto eval-
uateafull implementatiorfor falsepositvesratherthana
handfulof staticallycompiledbenchmarksuchasSPEC
2000.

This paperis organizedasfollows. Section2 is meant
to justify the designdecisionsin termsof Biba's low-
watermark integrity policy. The architecturalsupport
requiredfor Minos is describedn section3. Sections4
and5 discussour methodologyfor evaluatingMinos and
the securityissuesthat mustbe addresseat the system

In Minos, every 32-bitword of memoryis augmented level. We developedan exploit to shav the insecurity



of the currentbestpracticeswhich is explainedin sec-
tion 6. A securityassessmerf Minos comparedo sev-
eral otherarchitecturesn section? is followed by con-
clusions.

2 Biba's Low-Water-Mark
Policy

Integrity

Thissectiorwill explainBiba's low-watermarkintegrity
policy, why it's an importantabstractiorfor the Minos
system,and what exceptionsto this policy at the archi-
tecturallevel in Minos mayraisesecurityconcerns.

Biba's low-watermark integrity policy [3] speci es
that any subjectmay modify ary objectif the objects
integrity is not greaterthanthat of the subject,but ary
subjecthatreadsanobjecthasits integrity loweredto the
minimum of the objects integrity andits own. Theonly
otherimplementatiorof Biba's low-watermarkintegrity
policy that we know of is LOMAC [4] which applied
this policy to le operationsandraninto self-revocation
problems.This monotonicbehaior is the classicsort of
problemwith the low-watermark policy, which Minos
amelioratesvith a carefulde nition of trust.

An integrity policy waschoserbecausehe con den-
tiality andavailability component®f a full securitypol-
icy arenot critical for control dataprotection.We chose
Biba's low-watermark policy over otherintegrity poli-
ciesbecauset hasthe propertythat accessontrolsare
basedon accesses subjecthasmadein the pastand
thereforeneednot be speci ed. For amorethoroughex-
planationof this propertywe referthereaderto [4].

Themostohvioustenetof this policy visiblein Minos
isthe AND gatebetweertheintegritiesof bothoperands
to an operationto determinethe integrity of the result.
Policy 1 from[2] assumetheresultis highintegrity even
if both operandsarelow integrity, a necessityif the in-
tegrity of addressessedin 32-bitloadsandstoresis to
be checled (this will be explainedin section?7). We im-
plementeda similar policy on our Bochsemulatorand
foundthatit doesnot catchthis vulnerability:

typedef
function
scanf("%d",

f0;

function();
*f;

(int ¥ &f);

Thescanf()functionin this casewill convertthestring
readinto aninteger usingan internalversionof strtol(),
which usescomputatiorto do the corversionratherthan

lookuptablessothatit cansupportarangeof basesrom
210 36.

Basically this allows arbitraryhigh integrity valuesto
be placedin memory Thesevaluesdont necessarily
have to be in a specialplaceto exploit this. For exam-
ple,if anattacler cangetanarbitraryhighintegrity value
arywhereon the stackbeforeexploiting a format string
vulnerability they caneatthe stackup to this placeand
write anarbitraryvalueto anarbitrarylocation(this arbi-
traryvaluewill bethesumof sizespeci ersin theformat
stringwhich arealsoconvertedfrom a stringto aninte-

er).
? Ir)1 Minos there are also information ow problems

which may allow an attacler to bypassthe low-water
markpolicy. Statementtike

if  (LowlntegrityData
HighlntegrityData

5)
= 5;

HighlIntegrityData =
HighintegrityLookupTable[LowIntegrityData]

HighlntegrityData = 0;
while  (LowlIntegrityData--)
HighlntegrityData++;

give an attacler control over the value of high integrity
datavia information o w.

Thesewere supposedo be pathologicalcases,but
they arenot in the caseof 8- and16-bit databecausef
the way functionslike scanf()and sprintf() handlecon-
trol characterandalsobecausef translationdetween
stringsandinteger valuesor somethingdike the corver-
sionfrom ASCII to UNICODE exploited by CodeRed
andCodeRedIl.

This is why Minos treats8- and 16-bit dataand op-
erationsdifferently from thoseof 32-bit values. Thein-
tegrity of theaddressisedin an8- or 16-bitloador store
is checled and the destinationword is forced low in-
tegrity if theaddresss low integrity. Withoutthis Minos
doesnotstopCodeRedll. Also, 8- and16-bitimmediate
valuesarealwaysassumedo below integrity. Thesere-
strictionspreventattaclersfrom building arbitrary32-bit
valuesout of smallerdata.

Minos also assumeghat all misaligned32-bit reads
and writes are low integrity. This way arbitrary 32-bit
valuescannotbe createdhrough*“striping” methods.

The Sun Java Justin Time (JIT) compiler produces
falsepositveswhen8- and16-bitimmediatesarelow in-
tegrity, but run withoutary problemswvhen8- and16-bit
immediatesarehighintegrity. We addeda compatibility
modefor the JIT, but feel it would be betterin termsof



Figure1: Minos in an out-of-order executionmicro-
processorcore. *Basedon sizeand compatibility set-
tings. **Ignor ed for 32-bit loadsand stores.

securityif JIT compilerssimply used32-bit immediate
valuesor staticvariablesin placeof these8- and 16-bit
immediateghatcausethe problem.

3 Architecture

The goal of the Minos architecturds to provide system
security with negligible performancedegradation. To

achieve this goal,we describea microarchitecturavhich

makes smallinvestmentsn hardwarewherethe tag bits

in Minos arein the critical path. Our software Minos

emulatoronly achiezesabout10 million instructionsper
secondna 2.8 GHz Pentiumd4.

At a basiclevel, every 32-bit word of datamust be
augmentedvith anintegrity bit. This resultsin a maxi-
mummemoryoverheadf 3.125%(neglectingcompres-
siontechniques)whichcanbepaidfor with Moore's law
in 26 days. The real cost, which we will try to address
in this section,is the addedcompleity in the processor
core. We arguethat this compleity is well justi ed by
thesecuritybene tsgainedandthe high compatibility of
Minos with commoditysoftware. Givenincreasingran-
sistordensitiesanddecreasingerformancegains,invest-
mentsin reliability andsecuritymale sense.

Figure 1 shavs the basicdata o w of the core of a
Minos-enabledgrocessor Onebit is addedto the com-
mon databus. Whendataor addresseare transmitted,
their integrity bit is alsotransmittedn parallel. There-

orderbuffer andthe load buffer have an extra bit pertag

to storethe integrity bit. The reseration stationshave

two integrity bits, onefor eachoperand.Theintegrity of

theresultis determinedy applyingan AND gateto the

integrity bits of the operandsAll of theintegrity bit op-

erationscanbe donein parallelwith normaloperations
andarenever in thecritical path,andthereis no needfor

new speculatiormechanisms.

The L1 cachein a modernmicroprocessorthe Pen-
tium 4 for example,is typically about8KB andis opti-
mizedfor accessime. To maintainthis low accesgime,
we storetheintegrity bit with every 32-bitwordasa33rd
bit. Thetotal storageoverheadn anL1 cacheof thissize
is 256 bytes. The on-chipL2 cache,on the otherhand,
canbeaslargeas1MB andis optimizedfor hit rateand
bandwidth.To keeptheareaoverheadow andthelayout
simple,we usethe sametechniqueoften usedfor parity
bits: have one byte of integrity for every 256 bit cache
line.

All of the oating point, MMX, BCD, andsimilar ex-
tensionscan ignore the integrity bits and always write
backto memorywith low integrity. Thisis becauseon-
trol data,suchasjump pointersandfunctionpointersare
never calculatedwith BCD or oating point. Onepos-
sible exceptionis that MMX is sometimesusedfor fast
memorycopies sothesdnstructionsshouldjustpresere
theintegrity bits. Theinstructioncachetracecacheand
branchtamet buffer must checkthe integrity bits with
theirinputs,but do not needto storetheintegrity bits af-
ter the check. If datais low integrity, it is simply not
allowedinto theinstructioncacheor branchtargetbuffer.
Overall,theL1 cacheandprocessocores areaincreases
will be nggligible comparedo the L2 cache,sowe can
produceanestimateof theincreasean die areafor Minos
by looking atthe L2 cachealone.

Intel's 90 processanstore52 Mbits, or 6.5 MB,
in 109.8 with 330 million transistorg5]. A 1 MB
L2 cachewithout the extra integrity bits in this process
wouldbeabouts1million transistorand16.9 . Mi-
noswould addto thisanotherl.59million transistorand
0.53 for anadditional32 KB. ThePrescottiearea
isreportedo be112 , sothecontritution of the ex-
trastorageequirecby Minosin theL2 cacheotheentire
die areais lessthanone half of one percent. Using the
die costmodelfrom [6] andassumindg300  wafers,
=4.0,and1 defectper thisis lessthana penry on
thedollar.

A 32-bit microprocessomwithout specialaddressing



modescan addresst GB of DRAM off chip. This re-
quires128MB to storethe integrity bits outsidethe mi-
croprocessoWe proposea separat®®RAM chip which
we will call the Integrity Bit Stuffer (IBS). TheIBS can
coexist with the bus controllerandstorethe integrity in-
formationfor datain the DRAM. Whenthe DRAM lIs
requestdor data,the IBS stuffs the storedintegrity bits
with this dataon the bus.

By using a bankingstratgy that mirrors that of the
corventional DRAM chip it canbe guaranteedhat the
integrity bit will alwaysbereadyatthe sametime asthe
corventionaldata. The bus mustbe widenedfrom 64 to
66 bits. Whenthedatabusis driven by otherdevicesfor
DMA or portl/O, thelBS assumesigh integrity.

The hardware supportneededfor Minos is almost
identicalto whatis neededor the soft error ratereduc-
tion mechanisnmproposedn [7]. The samepaperdis-
cusse®therusesof tagbits. The PoverPCAS hasatag
bit per 64-bitsandis usedfor runningthe microcodeof
iSeriesprograms. A 64-bit Linux implementationwith
Minos supporton theiSeriesmaybe possibleby usinga
similar microcodeapproach.

4 Methodology

We emulatedViinos on a PentiumemulatorcalledBochs
[8]. Bochsemulatesthe full systemincluding booting
from the BIOS and loading the kernel from the hard
drive. DMA, portl/O, andextensiondike oating point,
MMX, BCD andSSEaresupported.The oating point
andBCD instructionsignoretheintegrity of their inputs
andtheir outputsare alwayslow integrity. A singlein-
tegrity bit wasaddedo every 32-bitword in the physical
memoryspace.All portl/O andDMA is assumedo be
high integrity sothatall existing devicesanddriversare
compatiblewith Minos.

mark integrity policy to its inputsto determinethe in-

tegrity of theresult. All 8-bitand16-bitimmediatdoads
arelow integrity unlessthe processors runningin aspe-
cial compatibility mode, and all memoryreferencego

load8-bitand16-bitvaluesalsohave thelow-watermark
integrity policy appliedto theaddressegsedfor theload,

somethinghatis neededor our Windows implementa-
tion of Minos to catchCodeRed |l [1] as hasalready
beenstated.

String operationson the Pentium,suchasa memory
copy, gofrom onesegmentto another To give thekernel
theability to markdatalow integrity asit copiesit into a
processmemoryspacdheresered53rdbitin aPentium
segmentdescriptorentryis interpretedo meanthatdata
written into this segmentshouldbe forcedlow integrity.
If the 53rd bit of the sgmentdescriptoris not setthen
theintegrity bit is simply copied.

Performanceesultsof Minos' implementatiorof vir-
tual memory swapping, a discussionof false positves,
andtestsof Minos with existing exploits areavailablein

1.

5 Operating SystemChanges

Detailsaboutthe Minos-speci cchangesve madeto the
Linux kernelare availablein [1]. This sectionwill ad-
dresssomesystem-lgel securityconcerns.

At a systemlevel Minos basicallyde nes trustbased
onhow longdatahasheenpartof thesystem.Onaread()
systemcall thectimeandmtimeof theinodearechecled
andary datacreatedor modi ed afteran establishment
timeis forcedlow integrity asit is writteninto aprocess'
addresspace An exceptionwasmadefor pipesbetween
lightweight processethat sharethe sameaddresspace
for compatibility with pthreads.lt is not productve to-
ward an attackfor onethreadto hijack the control o w

The Pentiumis alsobyte and16-bit word addressable of anotherthreadif they sharethe sameaddressspace

but it sufces to only storeoneintegrity bit for every 32-
bit word. Compilersalign all control dataalong 32-bit
wordboundariesor performanceeason$9]. If alow in-
tegrity byteis writteninto ahighintegrity 32-bitword, or
a high integrity byteis writteninto alow integrity word,
the entireresultingword is thenlow integrity. The same
appliesto 16-bit manipulationof data. More restrictions
on the manipulationof 8- and 16-bit datawasexplained
in section2.

Every instruction operation applies the low-water

andkerneldatastructures.

Minos securesprogramsagainstattacksthat hijack
their low-level control o w by overwriting control data.
Thede nition of trustin our Linux implementatiorstops
all remoteintrusionsbasedon control datacorruption.
We protectagainsiocal control dataattacksdesignedo
raiseprivilegesbut only becausehe line betweenthese
andremotevulnerabilitiesis not clear

Virtually all remoteintrusionsarecontroldataattacks.
The exceptionsare directorytraversalin URLSs (for ex-



ample, “http://mww.x.com/../../system/cmdke?/cmd”),
control charactersn inputsto scriptsthat causethe in-

mentdescriptoronly changesighintegrity marksto low
integrity, but never vice-versa. This preseres the low-

putsto beinterpretedasscriptsthemseles,or unchanged watermarkpolicy anddoesnot createary falsepositves

default passwords. Thesekinds of softwareindiscretions
areoutsidethe scopeof whatthe architecturas respon-
siblefor protecting.

Codeinjection attacksare a subsetof control dataat-
tackswherearbitrarymachinecodeis executed.Hijack-
ing thecontrol o w of aprogramwith or withoutinject-
ing arbitrary machinecode,is a very powerful tool for
an attacler. Minos was not designedo protectimpor
tant dataotherthancontrol datasuchas le descriptors
or pointersto lenames.

For compatibility with existing hardware without the
needfor new device driversall DMA andportl/O is con-
sideredhigh integrity until thekernelforcesthe datalow
integrity duringaread()systemcall. Theread()system
callis usedfor readingfrom les, network soclets,pipes,
andjust abouteverythingelsein Linux. The only other
way for datato entera processaddresspacds through
other systemcalls but typically a remoteattacler's in-
putswill be introducedthrougha network soclet. This
network socletreadwill forcethe datalow integrity and
if Biba's low-watermark policy is enforcedproperly it
will nevergoupin integrity. Any objectin thevirtual le
systemthatit is written to will have its ctimechangedo
the currenttime andwon't passthe establishmentime
requirementso datacant be lifted to high integrity by
goingoutto thedisk andcomingback,for example.

The alternatve to assumingall DMA andport I/O is
high integrity would beto forceit low integrity andhave
asgmentdescriptotthatlifts dataup to highintegrity on
certainconditions.This would be a violation of the low-
watermark policy. Naturally the next issueto address
is therestoratiorof high andlow integrity marksduring
virtual memoryswapping.

Thereis anotherspecialsegmentdescriptorin Minos
which, whenusedin stringoperationsgauseshe source
or destinatiorto have a strideof 32 wordsandthe value
copiedin or out of this sgmentis the 32 bits of integrity
informationfor this 32 word block. This way the kernel
cancopy theintegrity informationfrom anentire4 KB
pageinto a 128 byte buffer, or copy the integrity infor-
mationof a 128 byte buffer into the integrity bits of an
entirepageto enablevirtual memoryswapping.

An obvious securityconcernis that this may violate
thelow-watermark policy if anoperationis availableto
male databe lifted to high integrity, sothis specialsey-

becauseftera pageis readbackfrom a swap device it
will be all high integrity until the kerneltries to mapit
atwhich pointtheappropriatdow integrity marksarere-
stored.

Minos alsochecksthe integrity of all mmap()edles
suchasdynamicallylinked libraries. However, the orig-
inally mountedbinary is not checled for the establish-
ment time requirementso that programscan be com-
piled statically and run without changingthe establish-
menttime. If a compiledstaticbinaryis ushed to disk
with sync()it canbe run without causinga Minos alert.
To exploit this an attacler would needto alreadyhave a
shellor the equivalent,andMinosis designedo stopre-
mote attaclersbeforethey canobtaina shell. We male
no claimto securityagainsiocal privilege escalation.

Anotherconcernis thatMinos placesa lot of trustin
the operatingsystembut systemcodesometimesasthe
samebugsasapplicationcode. For example,the Linux
kernelversionwe usedis vulnerableto aninteger over
ow in the do_brk() function [10]. It requiresthat the
attacler alreadyhasa shell becausghey needto mount
anELF binarywith no stack.lIt basicallyallows the ker-
nel's pagesabove the 0xc000000Gddresto be mapped
into the process'pagetable. Thesepagesareat level O
(system)andthe processs in level 3 (userspacesothe
pagesarestill protectedoy the absenc®f readandwrite
permissiorbits for level 3.

Theseprotectionsare meaninglessn Linux once a
proces$asapagein its addresspaceahough,soin prac-
tical termstheprocessanarbitrarily readfrom andwrite
to kernelspace Writesareperformedoy writing thedata
to a le andthenreadingthe le usinga pointerto a
buffer thatis in the kernelspace. Readsare performed
by doingtheinverse.We believe thatexecutepermission
bits on pageswill prove to be equallyasmeaningles$or
pagesn aprocessaddresspace.

We know of no remotelyexploitablecontrol datavul-
nerabilitiesin the Linux kernelwherethe attacler would
notalreadyneedto have ashell. Memorycorruptionvul-
nerabilitiesn thekernelarenotlimited to controldataat-
tacksbecausehekernelstoresalot of importantsystem
information. ThusMinos checksthe integrity of control

o w transfersin systemmodebut no claim is madeof
protectingthe kernelfrom userswith ashell.



6 The Hannibal Exploit

We developedthe hannibalexploit to illustaratethe in-
securityof currentbestpractices. This sectionwill de-
scribeour estimationof currentbestpracticesjncluding
non-eecutablepagesyeturnpointerprotection,random
library placementand somespeci cs of Windows XP
ServicePack2, andthenwill describeanexploit notad-
dressedy ary of thesetechniquedor anold vulnerabil-
ity in thewu-ftpdserviceof Linux.
Non-executablepagesare alreadyavailable on 64-bit
Pentium-basedrchitectureendbothWindowvs XP Ser

vice Pack 2 andLinux kernel 2.6 supporttheir useeven {

in 32-bitmode. Attacksarewell known to sulvertthese
protections[11] but require that multiple functionsbe
linked togetherusingreturnaddresseasfunction point-
ersandbuilding a chainof stackframes. This is easily

Hat Linux 6.2 Bochsemulatorwith Minos disabledand
wereeasilyableto still obtaina remoteroot shell. With
Minos enablecdthis attackis stoppedat the rst illegiti-
matecontrol o w transfer

The hannibal exploit takes advantageof the useof a
Procedurd.inkage Table(PLT) andGlobal Offset Table
(GOQT) to facilitatecallsto dynamicallylinked functions
from staticallycompiledcode.Thefollowing C program
is complex enoughto requiretheuseof a PLT andGOT:

#include <stdio.h>

int  main()

printf("Hello
return  0;

World!\n");

The main program is compiled with the value

avertedby returnpointerprotectionsuchas StackGuard 0x08048268statically boundto printf(). This threein-

[12] or thatavailablewith Windows compilers.lt is also
commonto placelibrariesat randomlocationsasis pos-
siblewith GentooLinux, or placethemin partsof mem-
ory with zeroesin the addresswhich is the default for
FedoraCore?2.

In addition to Hardware Data Execution Prevention
(DEP) (the namefor non-eecutablepagessupportin
Windows XP ServicePack 2), Software DEP protects
Windows-critical processesy default. For programs
compiled with Secure StructuredException Handling
(SEH)pointersto exceptionhandlersareonly followedif
they matchthe pointerof a properlyregisteredexception
handlerfunction. For programswithout SecureSEHthe

structionsequencas the PLT entry for printf() andre-
sidesin read-only executablanemory:

0x8048268 <printf>:

jmp *0x80494b8
0x0804826e  <printf+6>:
push $0x8
jmp 0x8048248 <_dI_runtime_resolve>

TheGOT entryfor printf() is loadedfrom 0x080494b8
(readableand writable memory) and an unconditional
jump eitherreadsthe value0x0804826eavhich will con-
tinueto pushanidenti er for printf() andjumpto afunc-
tion to resole the symbolandupdateprintf()'s GOT en-
try, or will jump directly to printf() if thesymbolhasal-

functionpointeris only checledto malke sureit addresses readybeenresohed.

aportionof memorymarkedasexecutablgregardlesof
hardware support). CodeRedIl overwroteoneof these
SEH function pointerswith a pointerto codein an exe-
cutableportion of memorycontaining“CALL EBX” to
jump backto the stack, and thereforewould not have
beenstoppedby software DERP Furthermore gven with
SecureSEH critical aws were pointedout in [13] and

it's not clearif Windows XP ServicePack 2 addressed

theseconcernr not. All of this castsdoubton whether
ServicePack 2 can stopthe control dataattacksof the
pastlet alonethoseof thefuture.

To stop control dataattackswe must protectthe in-
tegrity of all controldataandstopthe attackbeforecon-
trol ow is hijacked. To further illustrate this point we
assumeaon-eecutablgpagesreturnpointerprotection,
and randomplacemenf library functionson our Red

Figure 2 outlinesthe stepsof the hannibal exploit.
The wu-ftpd 2.6.0 FTP sener daemonfor Red Hat 6.2
containsa format string vulnerability which allows us
to write an arbitrary value into a nearly arbitrary lo-
cationin memorywithout touchingthe stackor crash-
ing the process[14]. In short, the hannibal exploit
uploadsa statically compiled binary executablecalled
“jailbreak” via anorymousFTP ontothevictim machine
andreplacesename(bar *, char *)'s GOT entry with
a pointerto execv(tar *, char **)'s PLT entry Sub-
sequentlya requestto renamethe le “jailbreak” to
“ xb8 x6b x08 x08” will causethe sener to run ex-
ecv(“jailbreak”, “jailbr eak”, NULL ).

As a practicalmatterthe string“ xb8 x6b x08 x08’
mustlandonthe heapin a chunkinitially with all zeroes
in it becausexecv()expectsa NULL-terminatedlist of



arguments.Thisis achieredby changingsysla(int, char
*, int)'s GOT entry to point to the PLT entry for mal-
loc(int) andtrying to login sixty timeswhich will gen-
eratesystemlog eventsbecauseve're alreadyloggedin.
This memoryleakwill “squeezaheheap’theway Han-
nibal squeezedhe Romaninfantry at the Battle of Can-
naeandcauseour stringto landin thewildernesschunk.
The “jailbreak” executablewill inherit the network
soclet descriptorsof the wu-ftpd daemon breakout of
the chroot() jail keepingit in “/home/ftp” using well-
known techniguesand executea root shell. A couple
of interestingpointscanbe madeaboutthis exploit. The
rst is thatthe execv()symbolis not even resohed un-
til the attackhijackscontrol o w andjumpsto execv()s
PLT entrywhichwill locatethis functionandresole the
symbolfor us. Also, mostformat string vulnerabilities,
includingtheoneusedhere maleit trivial to produceei-
theranarbitrarywrite primitive or anarbitraryreadprim-
itive [15]. Randomizingthe locationsof the PLT, GOT,
or eventhestaticbinarywon't helpatall becausé¢he at-
tacker can easily usearbitrary readprimitives to locate
them. Sandborsdont help eitherbecausen arbitrary
write primitive allows the attacler to simply bypassthe
sandboxandjump to codedirectly afterthe pointwhere
thechecksarepassed.

7 Security Assessment

We have demonstratedhat Minos stopsall sortsof ex-
isting control dataattacks[1], but we mustaddresghe
securityof Minos againstfuture kinds of attacksdevel-
opedwith subversionof Minosin mind. A usefulwayto
think of how attacksmore advancedthan simple buffer
over ows aredevelopeds to considethatvulnerabilities
leadto corruption,corruptiondeadto primitives(suchas
anarbitrarywrite), andprimitivescanbe usedfor higher
level attacktechnique$16].

We will comparethe securityof Minos speci cally to
the AS/400[17], the Elbrus E2K [18], a similar archi-
tecturewith a differentpolicy [2], andthe currentbest
practices.Our estimationof the currentbestpracticess
executepermissionon pages,randomplacementf li-
brary routinesin memory andreturn pointer protection
suchasStackGuard12].

The following three classesof control data attacks
mustbe consideredl1) Cananattacler overwrite control
datawith untrusteddataundetected?2) Canan attacler

. Log into the FTP server as anonymous
2. Upload the jailbreak executable binary via

anonymous FTP

. Use format string arbitrary write primitive to

overwrite rename(char * char *)'s GOT entry with
a pointer to the PLT entry of execv(char *, char **)

. Use format string arbitrary write primitive to

overwrite syslog(int, char *, int)'s GOT entry with a
pointer to the PLT entry of malloc(int)

. Try to log in sixty more times generating sixty

syslog() events which in actuality become sixty
small malloc()s to “squeeze the heap”

. Use “RNFR jailbreak” and “RNTO

\xb8\x6b\x80\x08” to request that the server
execute rename( “jailbreak”, “\xb8\x6H\x8OM08”)
which if “\xb8\x6b\x80\x08” lands in the
wilderness chunk is actually execv( “jailbreak”,

{ “jailbreak”, NULL})

. The _dI_runtime_resolve() function will resolve the

symbol for the execv() function, locate it, put the
appropriate pointer in execv()'s GOT entry and
continue the call

. jailbreak inherits the network socket descriptors on

stdin and stdout and does the following:

seteuid(0);

setegid(0);

mkdir(“/tmp”, 777);

chroot(“/tmp”);

chdir(“./.”);

chroot(“.”);

execv( “/bin/bash”, {“/bin/bash”, NULL));
This is necessary because the ftp daemon is kept in
a chroot(“/home/ftp”) jail so that *“/” is “/home/ftp”

until we break out of it.

Figure2: Stepsin the Hannibal Exploit



causethe programto load/storecontrol datato/from the
wrong place?and3) Canan attacler causethe program
to load controldatafrom theright placebut atthewrong
time?

The AS/400tagsall pointersand thesepointerscan
only bemaodi ed througha controlledsetof instructions,
so an attacler cannotoverwrite control dataor pointers
to control datasecuringit againstthe rst two classes
of attacks. This architecturealso hasa very large ad-
dressspaceg(64-bits)so memoryneednot bereusedse-
curing it againstthe third classof attackswhich have a
temporalelement. The AS/400is secureagainstcon-
trol dataattackswhenthis pointerprotectionis enabled,
but theseprotectionsare disabledfor Linux on the iS-
eries[19] simply becauseC programswritten for Linux
dont have thesemantignformationto distinguishpoint-
ersfrom otherdata.

TheElbrusE2K usesstrongruntimetype-checkingo
protecttheintegrity of all pointers,andpointersmaynot
be coercedwith other datatypessuchasintegers. To
protectitself againstemporareferencgroblemsC/C++
programsamay not have uncheclked referencegrom data
structureswith a longerlifetime to thosewith a shorter
lifetime (suchas from the stackto the heap)and C++
programsmay notrede nethenew operator Thesecon-
straintsarevery draconiarbut would be necessaryo to-
tally secureC/C++ programsagainstall threeclasseof
controldataattacks.

Section6 alreadydiscussedaurrentbestpracticesand
how easilythey aresulverted. It is necessaryo protect
theintegrity of all controldataandwithouthardwaresup-
portit is really only feasibleto protecttheintegrity of re-
turn pointerson the stackanddo a few simple checks.
But arny control dataleft arywherein memoryunpro-
tectedcanbethevictim of anarbitrarywrite primitive.

Minos stopsthiskind of attackbecaus#linos protects
theintegrity of all controldata,notjustreturnpointerson
the stack.The possiblesecurityproblemswe foresedor
Minos are copying valid control dataover othercontrol
data(which falls in the secondclass),danglingpointers
to control data(which falls in the third class),andgen-
eratingarbitraryhigh integrity valuesthroughlegitimate
control o w (whichfallsin the rst class).

Minos preventsall attacksthat overwrite control data
with untrusteddata. To stop attacksthat copy other
high integrity dataover control dataMinos would need
to checktheintegrity of addressessedfor 32-bit loads
andstores,asis donein the both policiesof [2]. To see

why thisis infeasibleconsidetthis exampleof how Doug
Lea'smalloc(whichis usedin glibc) storesmanagement
informationon the heapandusesit to calculatepointers:

chunk->  4-tetettototodod ot bttt ot ob bbbt
| prev_size of previous chunk (if
B o L s oo T T S S S e
| size of chunk, in bytes

mem-> +-+-+-+-+-+-t-t-t-+-+-t-t-t-+-+-+-+-+-+-+-+-+
| User data starts here...

p=1) | |

pl
(malloc_usable_space() bytes)
B e L L S e

| size of chunk |
B S S e S S

nextchunk->

Thesize eld is alwaysdivisible by eightsothelastbit
(p) is free to storewhetheror not the previous chunkis
in use. Theaddressesf all chunksare calculatedusing
thesizeandpre_sizeintegers(notethatthis is a violation
of the Elbrus E2K's constraintthat pointersmay not be
coercedwith integers). Thesesizesmay be readdirectly
from userinput soyou would expectthemto be low in-
tegrity. That meansthat all heappointerswill be low
integrity if theintegrity of thesesizess checled,andif it
is notchecledthenanattacler canusethisfactto modify
heappointersundetectedThesesizesarenever bounds-
checledbecausehey aresupposedo be consistentvith
thesizeof thechunk.

If all heappointersarelow integrity thenall control
dataor pointersto control dataon the heapwill alsobe-
comelow integrity whenthey areloadedor storedusing
thesepointers.An exampleof controldataor pointersto
control dataon the heapmight be C++ virtual function
pointersor plug-in hooks. This will createa lot of false
positves. Thatis why both the integrity of addresses
usedfor loadsandstoresof controldataandtheintegrity
of all operandgo an operationcannotbe checled with-
out producingfalsepositves. Thusthe rst policy of [2]
is ableto do theformerandMinosis ableto dothelatter
but neitheris ableto do both.

Thesecondolicy in [2] attemptgo dobothby assum-
ing thatall low-integrity valuesthatareusedn acompare
operationor alogical AND/OR areboundschecled and
thereforesafeto belifted to highintegrity. Thebit p from
themallocheadembore is extractedwith alogical AND
fromthesize eld butthisis notaboundschecksoanat-
tacker could write an arbitraryevenintegerinto the size
eld andit would becomehigh integrity.

Attackers often usethesesizeand prev_size elds for
heapcorruptionattacks. If these elds remainhigh in-
tegrity (becauseof the logical AND) to keepall heap
pointershigh integrity andavoid falsepositvesthenthe



following macromay be run during a doublefree() or
heapbuffer over ow exploit with P, P- fd, andP- bk
all highintegrity andP- fd andP- bk maybearbitrary
(BK andFD aretemporaryalues):

#define  unlink(P,
FD = P->fd;
BK = P->bk;
FD->bk BK;
BK->fd FD;

BK, FD) {

This actslike an arbitrary write primitive but really
whatit is doingis makingtwo pointersin memorypoint
to the locationsof oneanother Thusyou cant change
a pointerto point to codein non-writablememoryand
it's not clearif this is exploitable with [2], especially
with non-eecutablepages.From our experience how-
ever, it is never safeto assumethat a vulnerability is
notexploitablewithoutsomethingexplicit in thesecurity
mechanisnio stopit.

Arbitrary copy primitivesappearo be muchharderto
achieve than arbitrarywrite primitives. One possibility
would be to overwrite both the sourceand destination
pointersof amemcpy(void, void *, sizet), but bothar
gumentswould have to be in writablememory The str-
cpy(dar *, char*) functionmanipulatesiataat the byte
level sotheintegrity of theaddressets checled.

We dont believe arbitrarycopy attackswill beaprob-
lem, but if they arewe proposea SandbordPLT (SPLT),
which splitspointersto critical library functions(lik e ex-
ecv() system()or chroot()) thatarent performancecrit-
ical in the GOT into two pieceswith an XOR using a
32-bit hashvalue of the library's symbol. Thenthe at-
tacker would neednot just an arbitrary copy primitive
but an arbitrarycopy and XOR at the sametime. Calls
to the SPLT would run specialsandboxingodeto check
theirvalidity, aswouldthelibrary functionsto checkthat
the call camefrom the SPLT. Thesesandbogscannotbe
sulvertedwith anarbitrarywrite primitive in Minos, and
arbitrarycopy attackswould needto belucky enoughto

nd somavherein memorythe exacthigh-integrity value
neededo bypasghesandbogs.

We don't believe that danglingpointersare practical
to exploit in Minos either becauséhe attacler cant put
arbitrary datainto the location wherethe valid control
datais expected,t would have to be high-integrity data,
soin practicaltermsthey would needan arbitrary copy
primitive.

Note that an arbitrary readprimitive andan arbitrary
write primitive (both of which aretrivial with, for exam-
ple, aformatstringvulnerability) don't give the attacler
an arbitrary copy primitive in Minos becauseanything
which goesthroughthe lesystem andcomesbackwill
below integrity.

Onemethodof generatindhigh integrity arbitraryval-
uesmight be to exploit a format string vulnerability but
use“%s” formatspeci ersinsteadof “%9999u”, where
“0%s” is supplieda pointerto a stringthatis 9999charac-
terslong (a controlledincrement) Fortunately this arbi-
trary valuewill below integrity in our Minos implemen-
tation becausehe countof characterss kept by adding
8-bitimmediatedo aninitially zerointegerandour pol-
icy treatsall 8-bitand16-bitimmediatesaslow integrity.
The rst policy in [2] will stopsuchan attackbecause
theintegrity of all 32-bitloadsandstoress checled,un-
lessanarbitraryhighintegrity valuecanbeplacedonthe
stackusingthe methoddescribedn section2.

8 RelatedWorks

We have cited several relatedarchitectureandrelevant
referenceshroughouthis papeybut for amorecomplete
list of relatedworkswe referthereaderto [1].

9 Conclusions

We cant say peremptorilythat Minos is totally secure
againstcontrol dataattacksfor every possibleprogram
but we will asserthatit is very “securablé. As ananal-
ogy, considerthatthe AS/400is possiblythe most“se-
curable”architecturen the world againstunauthorized
remoteaccesdo les but without specialprocedureso
properlysecureit remoteattackscanbetrivial. For ex-
ample,anattacler mightobtainaccesto anaccounte-
causeof an unchangediefault password [20] andthen
dueto avulnerability suchas[21] be ableto executear
bitrary commands.

Slight modi cations to the library mechanismsand
sandbogrsin key areassuchasthe SPLT, couldsecurea
Minos systemagainstremotecontrol dataattackswith a
high degreeof assurancéy taking away primitiveslike
arbitrarycopiesor controlledincrementsandwould con-
stitute code changesin centralizedlocationshbut not a
changeo the memorymodelexpectedby applications.
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