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Abstract

Minosis amicroarchitecturethatimplementsBiba'slow-
water-mark integrity policy on individual wordsof data.
Months of testing have revealeda robust systemthat
stopsattackswhich corrupt control datato hijack pro-
gramcontrol�o w. Thelow-water-markpolicy is orthog-
onal to the memorymodel so that it works with exist-
ing software and middleware. The key is that Minos
tracksthe integrity of all data,but protectscontrol �o w
by checkingthis integrity whena programusesthedata
for control transfer. Existing policies, in contrast,need
to differentiatebetweencontrol and non-controldataa
priori.

Our implementationof Minos for RedHat Linux 6.2
on a Pentium-basedemulatoris a usableLinux system
on thenetwork. We have demonstratedthat Minos pro-
tectsagainstamenagerieof realcontroldataattacks,not
just buffer over�ows. This paperwill detailour security
assessmentsof Minos andotherhardwareandsoftware
mechanismsdesignedto stopthe sameclassof attacks.
We concludethat while Minos is substantiallymorese-
cure than other approaches,existing C programslack
thesemanticinformationnecessaryto totally securetheir
control �o w. More detailsaboutthe implementationof
Minosareavailablein [1].

1 Intr oduction

Controldataattacksform theoverwhelmingmajority of
remoteattacksontheInternet,especiallyInternetworms,
andarea major constituentof local attacksdesignedto
raiseprivileges.Thecostof theseattacksto commodity
softwareuserseveryyearnow totalswell into thebillions
of dollars.

In Minos,every 32-bit word of memoryis augmented

with a singleintegrity bit at the physicalmemorylevel,
andthesamefor thegeneralpurposeregisters.This in-
tegrity bit is setby thekernelwhenthekernelwritesdata
into a userprocess'memoryspace,with zeromeaning
low andonemeaninghigh. Thekernelcanmake thisde-
cision basedon the trust it hasfor the databeingused
ascontrol data. Control data is any functionpointeror
jumptargetssuch asreturnpointers on thestack, library
pointers in the Global Offset Table, or virtual function
pointers in C++ objects. Minos is very similar to the
architectureproposedin [2] but wasdevelopedindepen-
dently, usesa differentpolicy, andthe focusis moreon
thesystemlevel.

In MinosBiba's low-water-markintegrity policy [3] is
appliedby the hardwareasthe processmovesdataand
usesit for operations.If two datawordsareadded,for
example,anAND gateis appliedto the integrity bits of
the operandsto determinethe integrity of the result. A
dataword's integrity is loadedwith it into generalpur-
poseregisters.A hardwareexceptiontrapsto thekernel
whenever low integrity datais usedfor control �o w pur-
posesby an instructionsuchasa jump, call, or return.
Intuitively, any control transferinvolving untrusteddata
is a systemvulnerability. Minos detectsexactly these
vulnerabilities,and consequentlyavoids falsepositives
underextensive testing.Biba's low-water-markpolicy is
notoriousfor its monotonicbehavior sowechoseto eval-
uateafull implementationfor falsepositivesratherthana
handfulof staticallycompiledbenchmarkssuchasSPEC
2000.

This paperis organizedasfollows. Section2 is meant
to justify the designdecisionsin termsof Biba's low-
water-mark integrity policy. The architecturalsupport
requiredfor Minos is describedin section3. Sections4
and5 discussourmethodologyfor evaluatingMinosand
thesecurityissuesthat mustbe addressedat thesystem
level. We developedan exploit to show the insecurity



of the currentbestpracticeswhich is explainedin sec-
tion 6. A securityassessmentof Minoscomparedto sev-
eral otherarchitecturesin section7 is followed by con-
clusions.

2 Biba's Low-Water-Mark Integrity
Policy

Thissectionwill explainBiba's low-water-markintegrity
policy, why it' s an importantabstractionfor the Minos
system,andwhat exceptionsto this policy at the archi-
tecturallevel in Minosmayraisesecurityconcerns.

Biba's low-water-mark integrity policy [3] speci�es
that any subjectmay modify any object if the object's
integrity is not greaterthanthat of the subject,but any
subjectthatreadsanobjecthasits integrity loweredto the
minimumof theobject's integrity andits own. Theonly
otherimplementationof Biba's low-water-markintegrity
policy that we know of is LOMAC [4] which applied
this policy to �le operationsandran into self-revocation
problems.This monotonicbehavior is theclassicsortof
problemwith the low-water-mark policy, which Minos
ameliorateswith acarefulde�nition of trust.

An integrity policy waschosenbecausethecon�den-
tiality andavailability componentsof a full securitypol-
icy arenot critical for controldataprotection.We chose
Biba's low-water-mark policy over other integrity poli-
ciesbecauseit hasthe propertythat accesscontrolsare
basedon accessesa subjecthasmadein the pastand
thereforeneednot bespeci�ed. For amorethoroughex-
planationof thispropertywe referthereaderto [4].

Themostobvioustenetof this policy visible in Minos
is theAND gatebetweentheintegritiesof bothoperands
to an operationto determinethe integrity of the result.
Policy 1 from [2] assumestheresultis highintegrity even
if both operandsarelow integrity, a necessityif the in-
tegrity of addressesusedin 32-bit loadsandstoresis to
bechecked(this will beexplainedin section7). We im-
plementeda similar policy on our Bochsemulatorand
foundthatit doesnotcatchthisvulnerability:

typedef function();
function *f;
scanf("%d", (int *) &f);
f();

Thescanf()functionin thiscasewill convert thestring
readinto an integerusingan internalversionof strtol(),
which usescomputationto do theconversionratherthan

lookuptablessothatit cansupportarangeof basesfrom
2 to 36.

Basically, this allows arbitraryhigh integrity valuesto
be placedin memory. Thesevaluesdon't necessarily
have to be in a specialplaceto exploit this. For exam-
ple,if anattackercangetanarbitraryhighintegrity value
anywhereon the stackbeforeexploiting a format string
vulnerability they caneatthe stackup to this placeand
write anarbitraryvalueto anarbitrarylocation(thisarbi-
traryvaluewill bethesumof sizespeci�ersin theformat
stringwhich arealsoconvertedfrom a string to an inte-
ger).

In Minos there are also information �o w problems
which may allow an attacker to bypassthe low-water-
markpolicy. Statementslike

if (LowIntegrityData == 5)
HighIntegrityData = 5;

HighIntegrityData =
HighIntegrityLookupTable[LowIntegrityData] ;

HighIntegrityData = 0;
while (LowIntegrityData--)

HighIntegrityData++;

give an attacker control over the valueof high integrity
datavia information�o w.

Thesewere supposedto be pathologicalcases,but
they arenot in thecaseof 8- and16-bit databecauseof
the way functionslike scanf()andsprintf() handlecon-
trol charactersandalsobecauseof translationsbetween
stringsandinteger valuesor somethinglike the conver-
sion from ASCII to UNICODE exploited by CodeRed
andCodeRedII.

This is why Minos treats8- and16-bit dataand op-
erationsdifferently from thoseof 32-bit values.The in-
tegrity of theaddressusedin an8- or 16-bit loador store
is checked and the destinationword is forced low in-
tegrity if theaddressis low integrity. Without thisMinos
doesnotstopCodeRedII. Also,8- and16-bit immediate
valuesarealwaysassumedto below integrity. Thesere-
strictionspreventattackersfrom building arbitrary32-bit
valuesoutof smallerdata.

Minos also assumesthat all misaligned32-bit reads
andwrites are low integrity. This way arbitrary 32-bit
valuescannotbecreatedthrough“striping” methods.

The Sun Java Just In Time (JIT) compiler produces
falsepositiveswhen8- and16-bit immediatesarelow in-
tegrity, but runwithoutany problemswhen8- and16-bit
immediatesarehigh integrity. We addeda compatibility
modefor theJIT, but feel it would bebetterin termsof



Figure1: Minos in an out-of-order executionmicro-
processorcore. *Basedon sizeand compatibility set-
tings. **Ignor ed for 32-bit loadsand stores.

securityif JIT compilerssimply used32-bit immediate
valuesor staticvariablesin placeof these8- and16-bit
immediatesthatcausetheproblem.

3 Ar chitecture

Thegoal of theMinos architectureis to provide system
security with negligible performancedegradation. To
achieve thisgoal,we describeamicroarchitecturewhich
makessmall investmentsin hardwarewherethe tagbits
in Minos are in the critical path. Our software Minos
emulatoronly achievesabout10 million instructionsper
secondon a2.8GHz Pentium4.

At a basic level, every 32-bit word of datamust be
augmentedwith an integrity bit. This resultsin a maxi-
mummemoryoverheadof 3.125%(neglectingcompres-
siontechniques),whichcanbepaidfor with Moore's law
in 26 days. The real cost,which we will try to address
in this section,is theaddedcomplexity in theprocessor
core. We arguethat this complexity is well justi�ed by
thesecuritybene�tsgainedandthehighcompatibilityof
Minos with commoditysoftware.Givenincreasingtran-
sistordensitiesanddecreasingperformancegains,invest-
mentsin reliability andsecuritymake sense.

Figure 1 shows the basicdata�o w of the core of a
Minos-enabledprocessor. Onebit is addedto the com-
mon databus. Whendataor addressesaretransmitted,
their integrity bit is alsotransmittedin parallel. The re-

orderbuffer andtheloadbuffer have anextra bit pertag
to storethe integrity bit. The reservation stationshave
two integrity bits,onefor eachoperand.Theintegrity of
theresultis determinedby applyinganAND gateto the
integrity bits of theoperands.All of theintegrity bit op-
erationscanbe donein parallelwith normaloperations
andarenever in thecritical path,andthereis noneedfor
new speculationmechanisms.

The L1 cachein a modernmicroprocessor, the Pen-
tium 4 for example,is typically about8KB andis opti-
mizedfor accesstime. To maintainthis low accesstime,
westoretheintegrity bit with every32-bitwordasa33rd
bit. Thetotalstorageoverheadin anL1 cacheof thissize
is 256 bytes. The on-chipL2 cache,on the otherhand,
canbeaslargeas1MB andis optimizedfor hit rateand
bandwidth.To keeptheareaoverheadlow andthelayout
simple,we usethesametechniqueoftenusedfor parity
bits: have onebyte of integrity for every 256 bit cache
line.

All of the�oating point,MMX, BCD, andsimilar ex-
tensionscan ignore the integrity bits and always write
backto memorywith low integrity. This is becausecon-
trol data,suchasjumppointersandfunctionpointers,are
never calculatedwith BCD or �oating point. Onepos-
sibleexceptionis that MMX is sometimesusedfor fast
memorycopies,sotheseinstructionsshouldjustpreserve
theintegrity bits. Theinstructioncache,tracecache,and
branchtarget buffer must checkthe integrity bits with
their inputs,but do notneedto storetheintegrity bits af-
ter the check. If datais low integrity, it is simply not
allowedinto theinstructioncacheor branchtargetbuffer.
Overall,theL1 cacheandprocessorcore'sareaincreases
will be negligible comparedto the L2 cache,so we can
produceanestimateof theincreasein dieareafor Minos
by lookingat theL2 cachealone.

Intel's 90 ��� processcanstore52 Mbits, or 6.5 MB,
in 109.8 ����� with 330million transistors[5]. A 1 MB
L2 cachewithout the extra integrity bits in this process
wouldbeabout51million transistorsand16.9 ���

� . Mi-
noswouldaddto thisanother1.59million transistorsand
0.53 ���

� for anadditional32KB. ThePrescottdiearea
is reportedto be112 ����� , sothecontribution of theex-
trastoragerequiredby Minosin theL2 cacheto theentire
die areais lessthanonehalf of onepercent.Using the
diecostmodelfrom [6] andassuming300��� wafers,	

= 4.0, and1 defectper 
��
� this is lessthana penny on

thedollar.
A 32-bit microprocessorwithout specialaddressing



modescan address4 GB of DRAM off chip. This re-
quires128MB to storethe integrity bits outsidethemi-
croprocessor. We proposea separateDRAM chip which
we will call the Integrity Bit Stuffer (IBS). TheIBS can
coexist with thebuscontrollerandstoretheintegrity in-
formationfor datain theDRAM. WhentheDRAM �lls
requestsfor data,the IBS stuffs thestoredintegrity bits
with thisdataon thebus.

By using a bankingstrategy that mirrors that of the
conventionalDRAM chip it canbe guaranteedthat the
integrity bit will alwaysbereadyat thesametime asthe
conventionaldata.Thebusmustbewidenedfrom 64 to
66 bits. Whenthedatabusis drivenby otherdevicesfor
DMA or port I/O, theIBS assumeshigh integrity.

The hardware support neededfor Minos is almost
identicalto what is neededfor the soft error ratereduc-
tion mechanismproposedin [7]. The samepaperdis-
cussesotherusesof tagbits. ThePowerPCAS hasa tag
bit per64-bitsandis usedfor runningthemicrocodeof
iSeriesprograms.A 64-bit Linux implementationwith
Minos supporton theiSeriesmaybepossibleby usinga
similarmicrocodeapproach.

4 Methodology

WeemulatedMinosonaPentiumemulatorcalledBochs
[8]. Bochsemulatesthe full systemincluding booting
from the BIOS and loading the kernel from the hard
drive. DMA, port I/O, andextensionslike �oating point,
MMX, BCD andSSEaresupported.The �oating point
andBCD instructionsignorethe integrity of their inputs
andtheir outputsarealwayslow integrity. A singlein-
tegrity bit wasaddedto every32-bitword in thephysical
memoryspace.All port I/O andDMA is assumedto be
high integrity so thatall existing devicesanddriversare
compatiblewith Minos.

ThePentiumis alsobyteand16-bit word addressable
but it suf�ces to only storeoneintegrity bit for every32-
bit word. Compilersalign all control dataalong32-bit
wordboundariesfor performancereasons[9]. If alow in-
tegrity byteis writteninto ahighintegrity 32-bitword,or
a high integrity byteis written into a low integrity word,
theentireresultingword is thenlow integrity. Thesame
appliesto 16-bit manipulationof data.More restrictions
on themanipulationof 8- and16-bit datawasexplained
in section2.

Every instruction operation applies the low-water-

mark integrity policy to its inputs to determinethe in-
tegrity of theresult.All 8-bit and16-bit immediateloads
arelow integrity unlesstheprocessoris runningin aspe-
cial compatibility mode,and all memoryreferencesto
load8-bit and16-bitvaluesalsohavethelow-water-mark
integrity policy appliedto theaddressesusedfor theload,
somethingthat is neededfor our Windows implementa-
tion of Minos to catchCodeRed II [1] as hasalready
beenstated.

String operationson the Pentium,suchasa memory
copy, gofrom onesegmentto another. To give thekernel
theability to markdatalow integrity asit copiesit into a
process'memoryspacethereserved53rdbit in aPentium
segmentdescriptorentryis interpretedto meanthatdata
written into this segmentshouldbeforcedlow integrity.
If the 53rd bit of the segmentdescriptoris not set then
theintegrity bit is simplycopied.

Performanceresultsof Minos' implementationof vir-
tual memoryswapping,a discussionof falsepositives,
andtestsof Minos with existing exploits areavailablein
[1].

5 Operating SystemChanges

DetailsabouttheMinos-speci�cchangeswemadeto the
Linux kernelareavailable in [1]. This sectionwill ad-
dresssomesystem-level securityconcerns.

At a systemlevel Minos basicallyde�nes trust based
onhow longdatahasbeenpartof thesystem.Onaread()
systemcall thectimeandmtimeof theinodearechecked
andany datacreatedor modi�ed afteran establishment
timeis forcedlow integrity asit is written into aprocess'
addressspace.An exceptionwasmadefor pipesbetween
lightweightprocessesthatsharethesameaddressspace
for compatibility with pthreads.It is not productive to-
wardan attackfor onethreadto hijack the control �o w
of anotherthreadif they sharethe sameaddressspace
andkerneldatastructures.

Minos securesprogramsagainstattacksthat hijack
their low-level control �o w by overwriting controldata.
Thede�nition of trustin ourLinux implementationstops
all remoteintrusionsbasedon control datacorruption.
We protectagainstlocal controldataattacksdesignedto
raiseprivilegesbut only becausethe line betweenthese
andremotevulnerabilitiesis not clear.

Virtually all remoteintrusionsarecontroldataattacks.
The exceptionsaredirectorytraversalin URLs (for ex-



ample, “http://www.x.com/../../system/cmd.exe?/cmd”),
control charactersin inputs to scriptsthat causethe in-
putsto beinterpretedasscriptsthemselves,or unchanged
default passwords.Thesekindsof softwareindiscretions
areoutsidethescopeof what thearchitectureis respon-
siblefor protecting.

Codeinjectionattacksarea subsetof controldataat-
tackswherearbitrarymachinecodeis executed.Hijack-
ing thecontrol�o w of aprogram,with or without inject-
ing arbitrarymachinecode,is a very powerful tool for
an attacker. Minos wasnot designedto protectimpor-
tant dataotherthancontrol datasuchas�le descriptors
or pointersto �lenames.

For compatibility with existing hardwarewithout the
needfor new devicedriversall DMA andport I/O is con-
sideredhigh integrity until thekernelforcesthedatalow
integrity duringa read()systemcall. The read()system
call is usedfor readingfrom �les, network sockets,pipes,
andjust abouteverythingelsein Linux. Theonly other
way for datato entera process'addressspaceis through
other systemcalls but typically a remoteattacker's in-
putswill be introducedthrougha network socket. This
network socket readwill forcethedatalow integrity and
if Biba's low-water-mark policy is enforcedproperly it
will nevergoup in integrity. Any objectin thevirtual �le
systemthatit is written to will have its ctimechangedto
the currenttime andwon't passthe establishmenttime
requirement,so datacan't be lifted to high integrity by
goingout to thediskandcomingback,for example.

The alternative to assumingall DMA andport I/O is
high integrity would beto forceit low integrity andhave
asegmentdescriptorthatlifts dataupto highintegrity on
certainconditions.This would bea violation of thelow-
water-mark policy. Naturally, the next issueto address
is therestorationof high andlow integrity marksduring
virtual memoryswapping.

Thereis anotherspecialsegmentdescriptorin Minos
which,whenusedin stringoperations,causesthesource
or destinationto have a strideof 32 wordsandthevalue
copiedin or outof thissegmentis the32bitsof integrity
informationfor this 32 word block. This way thekernel
cancopy the integrity informationfrom an entire4 KB
pageinto a 128 byte buffer, or copy the integrity infor-
mationof a 128 byte buffer into the integrity bits of an
entirepageto enablevirtual memoryswapping.

An obvious securityconcernis that this may violate
thelow-water-markpolicy if anoperationis availableto
make databe lifted to high integrity, so this specialseg-

mentdescriptoronly changeshighintegrity marksto low
integrity, but never vice-versa. This preserves the low-
water-markpolicy anddoesnotcreateany falsepositives
becauseaftera pageis readbackfrom a swap device it
will be all high integrity until the kernel tries to mapit
atwhichpoint theappropriatelow integrity marksarere-
stored.

Minos alsochecksthe integrity of all mmap()ed�les
suchasdynamicallylinked libraries.However, theorig-
inally mountedbinary is not checked for the establish-
ment time requirementso that programscan be com-
piled staticallyandrun without changingthe establish-
menttime. If a compiledstaticbinary is �ushed to disk
with sync()it canbe run without causinga Minos alert.
To exploit this anattacker would needto alreadyhave a
shellor theequivalent,andMinos is designedto stopre-
moteattackersbeforethey canobtaina shell. We make
noclaim to securityagainstlocalprivilegeescalation.

Anotherconcernis thatMinos placesa lot of trust in
theoperatingsystembut systemcodesometimeshasthe
samebugsasapplicationcode. For example,the Linux
kernelversionwe usedis vulnerableto an integer over-
�o w in the do brk() function [10]. It requiresthat the
attacker alreadyhasa shell becausethey needto mount
anELF binarywith no stack.It basicallyallows theker-
nel's pagesabove the0xc0000000addressto bemapped
into the process'pagetable. Thesepagesareat level 0
(system)andtheprocessis in level 3 (userspace)sothe
pagesarestill protectedby theabsenceof readandwrite
permissionbits for level 3.

Theseprotectionsare meaninglessin Linux once a
processhasapagein its addressspacethough,soin prac-
tical termstheprocesscanarbitrarilyreadfrom andwrite
to kernelspace.Writesareperformedby writing thedata
to a �le and then readingthe �le using a pointer to a
buffer that is in the kernelspace.Readsareperformed
by doingtheinverse.Webelieve thatexecutepermission
bitsonpageswill prove to beequallyasmeaninglessfor
pagesin aprocess'addressspace.

We know of no remotelyexploitablecontroldatavul-
nerabilitiesin theLinux kernelwheretheattacker would
notalreadyneedto haveashell.Memorycorruptionvul-
nerabilitiesin thekernelarenotlimited to controldataat-
tacksbecausethekernelstoresa lot of importantsystem
information. ThusMinos checksthe integrity of control
�o w transfersin systemmodebut no claim is madeof
protectingthekernelfrom userswith ashell.



6 The Hannibal Exploit

We developedthe hannibalexploit to illustaratethe in-
securityof currentbestpractices.This sectionwill de-
scribeour estimationof currentbestpractices,including
non-executablepages,returnpointerprotection,random
library placement,and somespeci�cs of Windows XP
ServicePack2, andthenwill describeanexploit not ad-
dressedby any of thesetechniquesfor anold vulnerabil-
ity in thewu-ftpdserviceof Linux.

Non-executablepagesarealreadyavailableon 64-bit
Pentium-basedarchitecturesandbothWindows XP Ser-
vice Pack2 andLinux kernel2.6 supporttheir useeven
in 32-bit mode.Attacksarewell known to subvert these
protections[11] but require that multiple functionsbe
linkedtogetherusingreturnaddressesasfunctionpoint-
ersandbuilding a chainof stackframes. This is easily
avertedby returnpointerprotectionsuchasStackGuard
[12] or thatavailablewith Windows compilers.It is also
commonto placelibrariesat randomlocationsasis pos-
siblewith GentooLinux, or placethemin partsof mem-
ory with zeroesin the addresswhich is the default for
FedoraCore2.

In addition to Hardware Data ExecutionPrevention
(DEP) (the namefor non-executablepagessupport in
Windows XP ServicePack 2), Software DEP protects
Windows-critical processesby default. For programs
compiled with SecureStructuredException Handling
(SEH)pointersto exceptionhandlersareonly followedif
they matchthepointerof aproperlyregisteredexception
handlerfunction. For programswithout SecureSEHthe
functionpointeris only checkedtomakesureit addresses
aportionof memorymarkedasexecutable(regardlessof
hardwaresupport).CodeRedII overwroteoneof these
SEH functionpointerswith a pointerto codein an exe-
cutableportionof memorycontaining“CALL EBX” to
jump back to the stack,and thereforewould not have
beenstoppedby softwareDEP. Furthermore,even with
SecureSEH critical �a ws werepointedout in [13] and
it' s not clear if Windows XP ServicePack 2 addressed
theseconcernsor not. All of this castsdoubton whether
ServicePack 2 canstop the control dataattacksof the
pastlet alonethoseof thefuture.

To stop control dataattackswe must protect the in-
tegrity of all controldataandstoptheattackbeforecon-
trol �o w is hijacked. To further illustratethis point we
assumednon-executablepages,returnpointerprotection,
and randomplacementof library functionson our Red

Hat Linux 6.2 Bochsemulatorwith Minos disabledand
wereeasilyableto still obtaina remoteroot shell. With
Minos enabledthis attackis stoppedat the �rst illegiti-
matecontrol�o w transfer.

The hannibalexploit takesadvantageof the useof a
ProcedureLinkageTable(PLT) andGlobalOffsetTable
(GOT) to facilitatecalls to dynamicallylinked functions
from staticallycompiledcode.Thefollowing C program
is complex enoughto requiretheuseof a PLT andGOT:

#include <stdio.h>

int main()
{

printf("Hello World!\n");
return 0;

}

The main program is compiled with the value
0x08048268staticallyboundto printf(). This threein-
structionsequenceis the PLT entry for printf() and re-
sidesin read-only, executablememory:

0x8048268 <printf>:
jmp *0x80494b8

0x0804826e <printf+6>:
push $0x8
jmp 0x8048248 <_dl_runtime_resolve>

TheGOT entryfor printf() is loadedfrom 0x080494b8
(readableand writable memory) and an unconditional
jumpeitherreadsthevalue0x0804826ewhich will con-
tinueto pushanidenti�er for printf() andjumpto afunc-
tion to resolve thesymbolandupdateprintf()'s GOT en-
try, or will jump directly to printf() if thesymbolhasal-
readybeenresolved.

Figure 2 outlines the stepsof the hannibal exploit.
The wu-ftpd2.6.0FTP server daemonfor RedHat 6.2
containsa format string vulnerability which allows us
to write an arbitrary value into a nearly arbitrary lo-
cation in memorywithout touchingthe stackor crash-
ing the process[14]. In short, the hannibal exploit
uploadsa statically compiledbinary executablecalled
“jailbreak” via anonymousFTPontothevictim machine
andreplacesrename(char *, char *)' s GOT entry with
a pointer to execv(char *, char **) 's PLT entry. Sub-
sequentlya requestto renamethe �le “jailbreak” to
“ � xb8� x6b� x08� x08” will causethe server to run ex-
ecv(“jailbreak”, 
 “jailbr eak”, NULL � ).

As a practicalmatterthestring“ � xb8� x6b� x08� x08”
mustlandon theheapin achunkinitially with all zeroes
in it becauseexecv()expectsa NULL-terminatedlist of



arguments.This is achievedby changingsyslog(int, char
*, int)'s GOT entry to point to the PLT entry for mal-
loc(int) and trying to login sixty timeswhich will gen-
eratesystemlog eventsbecausewe're alreadyloggedin.
This memoryleakwill “squeezetheheap”theway Han-
nibal squeezedtheRomaninfantryat theBattleof Can-
naeandcauseourstringto landin thewildernesschunk.

The “jailbreak” executablewill inherit the network
socket descriptorsof the wu-ftpd daemon,breakout of
the chroot() jail keepingit in “/home/ftp” using well-
known techniques,and executea root shell. A couple
of interestingpointscanbemadeaboutthis exploit. The
�rst is that the execv()symbol is not even resolved un-
til theattackhijackscontrol �o w andjumpsto execv()'s
PLT entrywhichwill locatethis functionandresolve the
symbolfor us. Also, mostformat string vulnerabilities,
includingtheoneusedhere,makeit trivial to produceei-
theranarbitrarywrite primitiveor anarbitraryreadprim-
itive [15]. Randomizingthe locationsof thePLT, GOT,
or eventhestaticbinarywon't helpat all becausetheat-
tacker caneasilyusearbitrary readprimitives to locate
them. Sandboxesdon't help eitherbecausean arbitrary
write primitive allows the attacker to simply bypassthe
sandboxandjump to codedirectly after thepoint where
thechecksarepassed.

7 Security Assessment

We have demonstratedthat Minos stopsall sortsof ex-
isting control dataattacks[1], but we mustaddressthe
securityof Minos againstfuture kinds of attacksdevel-
opedwith subversionof Minos in mind. A usefulway to
think of how attacksmoreadvancedthansimplebuffer
over�owsaredevelopedis to considerthatvulnerabilities
leadto corruption,corruptionsleadto primitives(suchas
anarbitrarywrite), andprimitivescanbeusedfor higher
level attacktechniques[16].

We will comparethesecurityof Minos speci�cally to
the AS/400 [17], the Elbrus E2K [18], a similar archi-
tecturewith a differentpolicy [2], and the currentbest
practices.Our estimationof thecurrentbestpracticesis
executepermissionson pages,randomplacementof li-
brary routinesin memory, andreturnpointerprotection
suchasStackGuard[12].

The following three classesof control data attacks
mustbeconsidered:1) Cananattacker overwritecontrol
datawith untrusteddataundetected?2) Cananattacker

Figure2: Stepsin the Hannibal Exploit



causetheprogramto load/storecontroldatato/from the
wrongplace?and3) Cananattacker causetheprogram
to loadcontroldatafrom theright placebut at thewrong
time?

The AS/400 tagsall pointersand thesepointerscan
only bemodi�ed throughacontrolledsetof instructions,
so an attacker cannotoverwrite control dataor pointers
to control datasecuringit againstthe �rst two classes
of attacks. This architecturealso hasa very large ad-
dressspace(64-bits)somemoryneednot bereused,se-
curing it againstthe third classof attackswhich have a
temporalelement. The AS/400 is secureagainstcon-
trol dataattackswhenthis pointerprotectionis enabled,
but theseprotectionsare disabledfor Linux on the iS-
eries[19] simply becauseC programswritten for Linux
don't have thesemanticinformationto distinguishpoint-
ersfrom otherdata.

TheElbrusE2K usesstrongruntimetype-checkingto
protecttheintegrity of all pointers,andpointersmaynot
be coercedwith other datatypessuchas integers. To
protectitself againsttemporalreferenceproblemsC/C++
programsmaynot have unchecked referencesfrom data
structureswith a longerlifetime to thosewith a shorter
lifetime (suchas from the stackto the heap)and C++
programsmaynot rede�nethenew operator. Thesecon-
straintsarevery draconianbut would benecessaryto to-
tally secureC/C++ programsagainstall threeclassesof
controldataattacks.

Section6 alreadydiscussedcurrentbestpracticesand
how easilythey aresubverted. It is necessaryto protect
theintegrity of all controldataandwithouthardwaresup-
port it is reallyonly feasibleto protecttheintegrity of re-
turn pointerson the stackanddo a few simplechecks.
But any control data left anywhere in memoryunpro-
tectedcanbethevictim of anarbitrarywrite primitive.

Minosstopsthiskind of attackbecauseMinosprotects
theintegrity of all controldata,notjustreturnpointerson
thestack.Thepossiblesecurityproblemswe foreseefor
Minos arecopying valid control dataover othercontrol
data(which falls in thesecondclass),danglingpointers
to control data(which falls in the third class),andgen-
eratingarbitraryhigh integrity valuesthroughlegitimate
control�o w (which falls in the�rst class).

Minos preventsall attacksthat overwritecontrol data
with untrusteddata. To stop attacksthat copy other
high integrity dataover control dataMinos would need
to checkthe integrity of addressesusedfor 32-bit loads
andstores,asis donein thebothpoliciesof [2]. To see

why this is infeasibleconsiderthisexampleof how Doug
Lea'smalloc(which is usedin glibc) storesmanagement
informationon theheapandusesit to calculatepointers:

chunk-> +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| prev_size of previous chunk (if p=1) | |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| size of chunk, in bytes |p|

mem-> +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| User data starts here... .
. .
. (malloc_usable_space() bytes) .
. |

nextchunk-> +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| size of chunk |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Thesize�eld is alwaysdivisibleby eightsothelastbit
(p) is free to storewhetheror not theprevious chunkis
in use.Theaddressesof all chunksarecalculatedusing
thesizeandpre sizeintegers(notethatthis is aviolation
of the ElbrusE2K's constraintthat pointersmay not be
coercedwith integers).Thesesizesmaybereaddirectly
from userinput soyou would expectthemto be low in-
tegrity. That meansthat all heappointerswill be low
integrity if theintegrity of thesesizesis checked,andif it
is notcheckedthenanattackercanusethisfactto modify
heappointersundetected.Thesesizesarenever bounds-
checkedbecausethey aresupposedto beconsistentwith
thesizeof thechunk.

If all heappointersare low integrity thenall control
dataor pointersto controldataon theheapwill alsobe-
comelow integrity whenthey areloadedor storedusing
thesepointers.An exampleof controldataor pointersto
control dataon the heapmight be C++ virtual function
pointersor plug-in hooks.This will createa lot of false
positives. That is why both the integrity of addresses
usedfor loadsandstoresof controldataandtheintegrity
of all operandsto anoperationcannotbechecked with-
outproducingfalsepositives.Thusthe�rst policy of [2]
is ableto do theformerandMinos is ableto do thelatter
but neitheris ableto doboth.

Thesecondpolicy in [2] attemptsto dobothby assum-
ing thatall low-integrity valuesthatareusedin acompare
operationor a logical AND/OR areboundscheckedand
thereforesafeto belifted to highintegrity. Thebit p from
themallocheaderabove is extractedwith a logicalAND
from thesize�eld but this is notaboundschecksoanat-
tacker couldwrite anarbitraryeven integer into thesize
�eld andit wouldbecomehigh integrity.

Attackersoften usethesesizeandprev size�elds for
heapcorruptionattacks. If these�elds remainhigh in-
tegrity (becauseof the logical AND) to keep all heap
pointershigh integrity andavoid falsepositivesthenthe



following macromay be run during a doublefree() or
heapbuffer over�ow exploit with P, P- � fd, andP- � bk
all high integrity andP- � fd andP- � bk maybearbitrary
(BK andFD aretemporaryvalues):

#define unlink(P, BK, FD) {
FD = P->fd;
BK = P->bk;
FD->bk = BK;
BK->fd = FD;

}

This acts like an arbitrary write primitive but really
whatit is doingis makingtwo pointersin memorypoint
to the locationsof oneanother. Thusyou can't change
a pointer to point to codein non-writablememoryand
it' s not clear if this is exploitable with [2], especially
with non-executablepages.From our experience,how-
ever, it is never safe to assumethat a vulnerability is
notexploitablewithoutsomethingexplicit in thesecurity
mechanismto stopit.

Arbitrary copy primitivesappearto bemuchharderto
achieve thanarbitrarywrite primitives. Onepossibility
would be to overwrite both the sourceand destination
pointersof a memcpy(void*, void *, sizet), but bothar-
gumentswould have to be in writablememory. Thestr-
cpy(char *, char*) functionmanipulatesdataat thebyte
level sotheintegrity of theaddressesis checked.

Wedon't believe arbitrarycopy attackswill beaprob-
lem,but if they areweproposeaSandboxedPLT (SPLT),
whichsplitspointersto critical library functions(likeex-
ecv(), system(), or chroot()) thataren't performancecrit-
ical in the GOT into two pieceswith an XOR using a
32-bit hashvalueof the library's symbol. Thenthe at-
tacker would neednot just an arbitrary copy primitive
but an arbitrarycopy andXOR at the sametime. Calls
to theSPLT would runspecialsandboxingcodeto check
theirvalidity, aswouldthelibrary functionsto checkthat
thecall camefrom theSPLT. Thesesandboxescannotbe
subvertedwith anarbitrarywrite primitive in Minos,and
arbitrarycopy attackswould needto belucky enoughto
�nd somewherein memorytheexacthigh-integrity value
neededto bypassthesandboxes.

We don't believe that danglingpointersarepractical
to exploit in Minos either, becausetheattacker can't put
arbitrary datainto the location wherethe valid control
datais expected,it would have to behigh-integrity data,
so in practicaltermsthey would needan arbitrarycopy
primitive.

Note that an arbitraryreadprimitive andan arbitrary
write primitive (bothof whicharetrivial with, for exam-
ple,a formatstringvulnerability)don't give theattacker
an arbitrary copy primitive in Minos becauseanything
which goesthroughthe �lesystem andcomesbackwill
below integrity.

Onemethodof generatinghigh integrity arbitraryval-
uesmight be to exploit a formatstringvulnerabilitybut
use“%s” formatspeci�ers insteadof “%9999u”, where
“%s” is suppliedapointerto astringthatis 9999charac-
terslong (a controlledincrement).Fortunately, this arbi-
traryvaluewill below integrity in ourMinos implemen-
tationbecausethecountof charactersis kept by adding
8-bit immediatesto aninitially zerointegerandour pol-
icy treatsall 8-bit and16-bit immediatesaslow integrity.
The �rst policy in [2] will stopsuchan attackbecause
theintegrity of all 32-bit loadsandstoresis checked,un-
lessanarbitraryhigh integrity valuecanbeplacedonthe
stackusingthemethoddescribedin section2.

8 RelatedWorks

We have cited several relatedarchitecturesandrelevant
referencesthroughoutthispaper, but for amorecomplete
list of relatedworkswe referthereaderto [1].

9 Conclusions

We can't say peremptorilythat Minos is totally secure
againstcontrol dataattacksfor every possibleprogram
but we will assertthatit is very “securable.” As ananal-
ogy, considerthat the AS/400is possiblythe most“se-
curable”architecturein the world againstunauthorized
remoteaccessto �les but without specialproceduresto
properlysecureit remoteattackscanbe trivial. For ex-
ample,anattacker mightobtainaccessto anaccountbe-
causeof an unchangeddefault password [20] and then
dueto a vulnerabilitysuchas[21] beableto executear-
bitrarycommands.

Slight modi�cations to the library mechanismsand
sandboxesin key areas,suchastheSPLT, couldsecurea
Minos systemagainstremotecontroldataattackswith a
high degreeof assuranceby takingaway primitiveslike
arbitrarycopiesor controlledincrements,andwouldcon-
stitute codechangesin centralizedlocationsbut not a
changeto thememorymodelexpectedby applications.
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