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Abstract

In this paper we presenta new, conceptualmodelthat
captures the benefitsof protocol offload in the context
of high performancecomputingsystems. In contrast to
the LAWS model, the extensiblemessge-orientedoffload
model(EMO) emphasizesommunicationn termsof mes-
sages rather than flows. In contrast to the LogP model,
EMO emphasizethe performanceof the networkprotocol
ratherthanthe parallel algorithm. Theextensiblemessge-
orientedoffload modelallows protocol developes to con-
siderthe tradeofs and specificsassociatedvith offloading
protocol processingncluding the reductionin messge la-
tencyalongwith benefitassociatedvith reductionin over-
headandimprovementdo throughput.

We give an overview of the EMO modeland showhow
our modelcan be mappedto the LAWSand LogP models.
We alsoshowhowit canbeusedto analyzeindividual mes-
sageswithin TCP flowsby contrastingfull offload (TCP of-
fload engines)with other approaches,e.g., interrupt coa-
lescingandsplinteed TCP

1 Intr oduction

Commaoditynetwork speedareincreasing GigabitEth-
ernetis nov commonplace.In the nearfuture, 10 Giga-
bit and 40 Gigabit Ethernetwill replaceGigabit Ethernet
asthecommaoditynetworking technology Offloadingall or
portionsof communicatiorprotocolprocessingo anintel-
ligent NIC (Network InterfaceCard)is frequentlyusedto
ensurethat benefitsof thesetechnologiesare available to
applications.

Shivam and Chasecreatedthe LAWS model to study
thebenefitsandtradeofs of offloading[1]. However, there
areno modelsthataddresghe specificoffloadingconcerns
of high-performanceomputing. We createa model that
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explores offloading of protocolsfor individual messages
which allows us to consideroffloading performancefor
message-orientegpplicationsandlibrarieslike MPI.

In this paper we provide a nev model, the extensible
message-orientedffload model (EMO), that allows us to
evaluateand comparethe performanceof network proto-
cols in a message-orientedffloadedervironment. First,
we overview two popularperformancenodels,LAWS and
LogPandshowv how thecurrentmodelsdo notmeetthespe-
cific needsof modelingfor high-endapplications.Second,
we review the characteristic;ecessaryor a performance
modelfor high-performanceomputingnetwork protocols.
Third, we introduceEMO which is a languagefor captur
ing performanceof variousoffload stratgjiesfor message-
orientedprotocols. We explain a model of overheadand
latengy usingEMO andmapEMO ontoLAWS.

Finally, in this paper we develop a casestudy using
EMO to answetthefollowing question.Canwe build asuit-
able TCP offload modelthatis inexpensve and decreases
lateng/ for small messages?Jsing EMO we demonstrate
theconceptof overheachiding for SplinteredTCP

2 Previous Models of
Communication Performance

Thereare two performancemodelswe consideredbe-
fore creatingone that was specificto the needsof high-
performanceomputing.

2.1 LogP

LogP wascreatedasa new modelof parallelcomputa-
tion to replacethe outdateddata-oriented®RAM model. It
is basedon following four parameters.

e L - upperboundonlateng

e 0 - protocolprocessingverhead



e g - minimuminterval betweermessagesendsor mes-
sagereceves

e P - numberof processors

LogP is message-oriented.he original modelassumes
short messageshut several extensionsto LogP for large
messagsizeshave beenproposed1].

The LogP model[1Q found that high-performanceap-
plicationsarelinearly sensitve to changesn the overhead
of protocol processingandto changesn the gap between
messagedHigh-performanceomputingis associatedvith
very computationally-intensie tasks. This meansthat the
majority of the resourcesn high-performancapplications
mustbe resened for computingtasksand communication
overheadnustbekeptto a minimum.

Gapis thetime betweersendingopnemessagandsend-
ing the next messag®r receving onemessagandrecev-
ing the next messageGapcanbe consideredh measureof
the effectivenesf pipeliningmessagethrougha network
protocol stack. In the limit, gap providesa measurement
of the limiting factorin protocolperformance.To increase
performancean high-endapplications,one mustminimize
protocolprocessingverheadandminimize gap.

However, the focus of LogP is on the executionof the
entireparallelalgorithmandnot on the performanceof the
particularnetwork protocol. The LogP modelgivesusthe
understandinthattheoverheadindgapof communications
mustbe minimizedto increaseperformanceof parallelal-
gorithms.It doesnot, however, give usary insightinto how
this maybedone.The LogP model,thereforeis not helpful
in thedirectdesignandimplementatiorof protocolsthatin-
creaseerformancef high-performancapplicationshutit
doesinform usasto which metricsto minimize.

2.2 LAWS

The LAWS modelwascreatedto begin to quantify the
debateover offloading the TCP/IP protocol. LAWS at-
temptsto characterizahe benefitsof transportoffload. It
is basedonthefollowing four ratios.

e Lagratio(a). Theratioof hostprocessingpeedo NIC
processingpeed

e Applicationratio(y). Theratio of applicationprocess-
ing to communicatiorprocessing—h@ muchCPUthe
applicationneeds

e Wire ratio(0). Theratio of bandwidthwhenhostis at
100%utilizationto raw network bandwidth—heav much
bandwidthis affectedby CPU utilization

e Structuralratio(®). Theratio of overheadior commu-
nicationwith offloadto overheadvithout offload—what
processingvaseliminatedby offload

The LAWS model effectively capturesthe benefitsand
constraintsof protocol processingoffload. Furthermore,
becausethe ratios are independenbf a particular proto-
col, LAWS is extensible. When extending LAWS to an
application-level library, the applicationratio (y) mustre-
flect the additional overheadassociatedvith moving data
andcontrolfrom the operatingsystem(OS) to the applica-
tion library, but this is trivial. However, LAWS is stream-
orientedand not messageriented. Specifically it cannot
helpusto understandhiow to minimizegapor lateng which
areprimaryneedsor our model.

LAWS is a good model of the behaior of offloading
transportprotocols. We provide a mappingfrom our high-
performancemessage-orientesiodel to the LAWS model
in section3.3sowe maybenefitfrom theunderstandinthat
theLAWS modelbringsto thequestionof how andwhento
offload.

3 Extensible Message-Oriented
Offload Model

Neitherthe LAWS model nor the LogP modelhelp us
to evaluatemethoddor offloadingnetwork protocolsin the
high-performancecomputingernvironment. LAWS is not
message-orienteghdsoit doesnotallow usto modeleither
gapor lateng. LogPis not specificallyorientedto network
protocolperformanceWe neededa new modelof commu-
nicationin high-performanceomputing.

3.1 Requirementsfor
High-performance Model

We wantedto createa simple languagefor modeling
methodsof offloadin orderto understanchow they relate
to high-endapplicationsIn additionto the ability to model
lateng/, gap and overhead,we hadthreerequirementgor
our performancemodel. We wantedthe modelto extend
through all layers of a network protocol stackincluding
messagdibraries like MPI at the applicationlayer We
wantedto modeloffloadontoa NIC asthiswasour primary
focus. We wantedto modelbehavior in amessage-oriented
ervironment.

3.1.1 Extensible

Extensibility is necessarfor our model becausenetwork
protocolsare often layered. Layeredabove the network
protocolsare more layers of message-passingPl’s and
languagedike MPI andLINDA. We developedour model
to extend through the layers of network protocols and
message-passimgPl’s.

For example,one of the reasonghat TCP hasnot been
considereccompetitive in high-performanceomputingis



that the MPI implementationsare not efficient. The MPI

implementationgver TCParegenerallynotwell integrated
into the TCP protocolstack. A zero-coly TCP implemen-
tation still requiresa copy in applicationspaceasthe MPI

headersare stripped,the MPl messagés matchedandthe
MPI datais movedto the appropriateapplicationbuffer. A

zero-copy implementatiorof MPI will requireawayto strip
headersindperformtheMPI matchattheNIC level. Again,
applicationlibrarieslike LIND A areimplementedn top of

MPI. The sameprocessawill continuethroughall layersof

the communicatiorstack. We want our modelto be exten-
siblesowe cancapturethis behaior.

3.1.2 Offload

Offloadingpartsor all of the processingf a protocolin or-
derto decreaseverheachasbeencommonplacédor years.
In the commoditymarketsof Internetservingandfile serv-
ing, TCP offload engineg TOEs)arebecomingmorecom-
mon asthey attemptto competewith other networks like
FibreChannel.

In high-performanceomputing Myrinet, VIA, Quadrix
andIB all do someor all of their protocolprocessingpn a
NIC or on the network itself. Offloadis an attractve way
to keepoverheadon the hostlow. Our goalin producing
this modelis two-fold. First, we wantto provide a way to
explore whethersmartoffloadingof a commodityprotocol
like IP or TCP couldeventuallymake theseprotocolscom-
petitive in the high-endcomputingarena.Secondwe want
atool for exploring offloadingin the developmentof future
high-performanceomputingprotocols.

Offloadingis the centralfocus of this model. Like the
LAWS model,the goal of this modelis to explore the ben-
efitsof offloadingtransportprotocolprocessingUnlike the
LAWS model,we aredoing soin the context of message-
orientedhigh-performancapplications.

3.1.3 Message-Oriented

We needa performancemodelthatis message-orientei
thatwe canspecificallymodelandcomparemethodsof of-
floadingthat decreaseverheador latengy. The message-
orientednatureof themodelalsoprovidesthestructurenec-
essarto modelgapin anew way.

The message-oriententureof a modelalongwith the
emphasison the communicationpatternson a single host
allowsusto focusonthebenefitof offloadingprotocolpro-
cessingspecificallyasa measuref overheadandgap.

3.2 EMO

We wanteda performancemodelthatis not specificto
ary oneprotocol,but our choiceswvereinformedby our un-
derstandingf MPI over TCP over IP.

The ExtensibleMessage-oriente@ffloadmodel(EMO)

Figure 1. The latengy and overheadthat is necessaryo
communicatdetweercomponentsnustincludethe move-
mentof datawhenappropriate.

Application
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Host OS

Latency = L_na

CPUrate=R_h
Protocol overhead = C_h

Overhead = O_n:

Latency = L_nh
Overhead = O_nh

CPUrate=R_n
Protocol overhead = C_n

T

Latency = L_w

Figure 1. The Extensib le Message-oriented
Offload Model

Thevariablesfor this modelareasfollows:

Cn = # cyclesof protocolprocessingpn NIC
Rn = Rateof CPUoNNIC in MHz

Ly = Time to move dataand control from NIC to
HostOS

e C, = # cyclesof protocolprocessingn Host

Ry = Rateof CPUon Hostin MHz

Lw = Time to move dataandcontrol from network to
App

Lya = Time to move dataand control from Host to
App

Lna = Timeto movedataandcontrolfrom NIC to App
Ca = # cyclesof protocolprocessingt Application

Onn = # hostcyclesto move dataand control from
NIC to HostOS

Ona = # hostcyclesto move dataand control from
HostOSto App

Ona = # host cycles necessaryo communicateand
move datafrom NIC to Application



3.2.1 Extensibility

The model allows for extensibility with respectto pro-
tocol layers. We hope this model can be useful for re-
searchersvorking on offloading parts of the MPI library
(like MPI_MATCH) or partsof the matchingmechanisms
for any languageor API. We constructedhe modelsothat
it cangrow throughlevels of protocols. For example,our
modelcanby extendedpr telescopedo includeoffloading
portionsof MPI. We simply addthe following variables:

e Cal = # cyclesof protocolprocessingat Application
level 1

e Laa1 = Time to move dataand control from App to
App level 1

e Oap1 = # hostcyclesto move dataand control from
Appto App level 1

Thesevariablesareincludedin theoverheadandlatencgy
equations. The applicationbecomeghe MPI library and
application-leel 1 becomesghe userlevel application. If
thereis anotherlibrary or intermediatedatahandlerlike a
LINDA library, anotherlevel of application, application-
level 2, is introduced.

3.2.2 Overhead

EMO allows usto explorethe fundamentatostof ary pro-
tocol, its overhead Overheadccursatthepermessagand
perbytelevel. Our modelallows usto estimateandgraph-
ically represenbur understandingboutoverheador vari-
ouslevelsof protocoloffload.

Overheads modeledas

Overhead= OnH +CH + Ona + Ca+ Ona

. However, all methodswill only usesomeof the commu-
nication patterngto procesghe protocol. Traditionalover-
head for example,will notusethe communicatiorpathbe-
tweenthe NIC andthe applicationanddoesno processing
attheapplication.

TraditionalOverhead= OyH +CH + OHA

3.2.3 Gap

Gapis the interarrival time of message$o an application
onareceve andtheinterdeparturéime of messagérom an
applicationonasend.lt is ameasuref how well-pipelined
the network protocol stackis. In a well-pipelined proto-
col stack,gapis alsoa measureof how well-balancedhe
systemis. If the hostprocessois processingpacletsfor a
receve very quickly, but the NIC cannotkeepup, the host
processowill stane andthe gapwill increase.If the host

processois not able procesgackets quickly enoughon a
receve,theNIC will stane andthegapwill increaself the
network is slow, boththe NIC andhostwill stane. Gapis
a measureof how well-pipelinedthe protocol stackis and
in thelimit, gapis ameasuref whichis thebottleneckthe
hostCPU,theNIC CPUor thewire.

In theextreme,if theprotocolstackis notwell-pipelined,
only onemessagenaybeprocessedtatime. If weassume
thatX is thesizeof themessagehentheupperlimit ongap

is
o G

On the otherhand, if the protocol stackis well-pipelined
andbuffersarefull, the gapis ameasuref the slovestpart
of the paclet processingThe lower limit on gapis

oG
— Ry Ri =W
Gap=max S, &, =)
In fact, the speedof the hostCPU, the NIC CPU or the
network canbe modifiedasthe systemis developedto cre-
ateamorebalancedystemandfurtherlowerthelowerlimit

onthegapfor a protocolimplementation.

3.2.4 Latency

Lateng is modeledas

Lateny = ;N_N + LN+ % +Lua+Lna+ % + Lw
However, all methodswill only usesomeof the communi-
cationpatterngo procesgheprotocol. Traditionalnetwork
protocolsfor example will notusethecommunicatiorpath
betweertheNIC andtheapplicationanddoesnoprocessing
attheapplication.

TraditionalLatengy = % +LnH + gH—H +Lua

3.3 Mapping EMO onto LAWS

EMO canbe mappedlirectly onto LAWS whichis use-
ful in orderto provide a contet for the modelin thelarger
offload community Becausd. AWS concentratesn anar-
bitrary numberof bytesin a specifiedamountof time and
EMO concentrateon an arbitrary amountof time for a
specifiedamountof bytes,we will have to make a few as-
sumption.

The parameterghat make up the ratios in the LAWS
modelarebelov. Pleasesee[11] for a completedescrip-
tion.

e 0 - CPU occupang for communicationoverheadper
unit of bandwidth



e a - CPU occupang for the application per unit of
bandwidth

X - Occupanyg scalefactorfor hostprocessing

Y - Occupanyg scalefactorfor NIC processing

p - Portionof communicatioroverhead offloadedto
NIC

e B - Bandwidthof network path

LAWS assumes fixed amountof time. Let the fixed
amountof time be equalto thetime to receve amessagef
lengthN onahost.We'll call thistime T. Thisallowsusto
determinehetotal numberof hostcyclespossible.

G =RyxT
For simplicity let's defineanoverheadotal for EMO.

Or =Cn+OnH +CH + Ona+Ca+Ona

Now thatwe have a fixedtime T, a fixed numberof bytes
N, andthetotal numberof hostcyclesC;, we canmapEMO
ontothe LAWS parameters.

The most difficult part of the mappingfrom EMO to
LAWSisthefactthatthecommunicatioroverheadis con-
stantwhile thepercentageffloadedp is variable.Thus,pis
aratio usedto comparewo differentoffload schemesOur
offload schemesare modeledwith differentvaluesfor Cy
andCy to reflectthis difference We useC/; to representhe
amountof protocolprocessingloneon the NIC for a sec-
ond offload scheme We assumehatCy, is incrementedy
Ch — C}; sincethis is the assumptiorof the LAWS model.
Changedgo the actualamountof protocolprocessinginder
variousoffload schemesrereflectedin the LAWS model
ratio 3. Changego theamountof protocolprocessingione
undervariousoffload schemesrereflecteddirectly in dif-
ferentvaluesin EMO.

0=0nH +CH +Ona+Ca+Ona

a=Cr—o
X =Ry
Y =Ry
_Gi-Gi
° N
°eT

LAWSderivesall of its ratiosfrom theseparametersvith
theexceptionof B. Thestructurakatiodescribesheamount
of processingsaved by using a particularoffload scheme.
We canquantify this directly from our modelassuminghe
seconcbffloadmechanisnis denotedby variableswith .

b= C\ + Oy + Gy +Oa+Ca+ Oya
Cn+ OnH +CH + Ona+Ca+ Ona

Now we have all of the necessarglementso mapEMO
ontoLAWS. Thisis usefulfor understandingpow the EMO
modelfits into the largerareaof offloadingof protocolpro-
cessingin commaodityapplications. We createdEMO for
high-endcomputingso we can explore gap and overhead
for amessage-orientegpplications.

3.4 Mapping EMO onto LogP

Themappingfrom EMO to LogPis trivial. In fact,EMO
canbe seenasa submodebf the LogP modelalthoughwe
useit separatelyandfor a different purpose. Thereis no
mappingfor the numberof processorsP, in EMO. Other
wise, we assumea well-pipelinedsystemand let X =the
sizeof themessage.

C C
L=Laten(y=%—H—NH—F%—FLHA-FLNA—}—EA—G—LW
0 = Overhead= Onn 4+ CH + Ona -+ Ca+ Ona
= = Ry Ry =W
9= Gap=max s 5 )

4 Using EMO - A CaseStudy

While we have presentedesultsthat validatethe EMO
model elsavhere[1, it is also essentiathat EMO canbe
usedasa tool eitherfor developinga new protocol or for
determiningthe appropriatedesignfor offloadingan exist-
ing protocol. This casestudydemonstratethe usefulnessf
EMO asalanguagdor comparinganddevelopingmethods
of offloadingprotocolprocessing.

Thework we have doneon offloadingpartsof thelP and
TCP protocolontoa NICJ[8, 4, 5, 6] andthe experience®f
our colleagues[pPhastaughtus that the keys to increasing
performancaes to reducethe communicatiorcostshetween
the network andthe applicationandto reducethe number
of cyclesthatthe data musttravel beforebeingdeliveredto
the application. Becauseawe are only concernedaboutthe
numberof cyclesthe datamusttravel, we procesghe pro-
tocol headersiormally. We usedEMO to createa method
of bypassingnostof the protocolprocessingf TCPcalled
SplinteredTCPR

First we will explain Splintered TCP using the same
communicationmodel we usedto outline EMO in Fig-
ure 1. Next, we discussinterrupt coalescing,zero-copy
TCP stacksand TCP offload enginesin relationto splin-
teredTCPR Finally, we will modelthe variousmethodsfor
overheadandlateng/ usingeEMO.
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Figure 2. The Splintered TCP Architecture
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4.1 Splintering TCP

Figure2 presents graphicalillustrationof ourapproach
to splinteringtheprocessingssociateavith the TCPproto-
col. Inthiscasewe only illustratetheprocessinglonewhile
receving datagramsin thisillustration,solid linesindicate
the pathstaken by datagramswhile dashedinesrepresent
controlactities.

We startby consideringthe control path. In particular
we assumehattheapplicationissuesanon-blockingsoclet
readbeforethe datahasarrived, i.e., a “pre-posted’read.
Eventually after traversingseveral layersof libraries, this
readis transformednto a requesthatis passedo the op-
eratingsystem.The OS canthenbuild a descriptorfor the
applicationbuffer. This descriptorincludesphysicalpage
addresseor the buffer. Moreover, asthe OS builds this
descriptor it caneasily ensurethat thesepagesremainin
memory(i.e., they will be pinned)aslong asthe descriptor
is activein theNIC.

Now, we considerthe handling of datagrams. When
a datagramarrives, the NIC first checksto seeif the in-
comingdatagrarnis associatedavith a descriptorpreviously
provided by the OS. If it finds sucha descriptoy the NIC
will DMA the dataportion of the datagrandirectly to the
applicationbuffer, providing a true zero copy, and make
the headeravailable to the OS. If the NIC doesnot find
the neededdescriptoy it simply makesthe entiredatagram
availableto the OSfor “normal” processing.

Perhapamore interestingthanthe functionality that we
intendto putonthe NIC is thefunctionalitythatwe planto
leave in the OS. As we have describedwe leave memory
managemenin the OS andonly provide the NIC with the
mappinginformation that it needsto move databetween
the network andthe application. We alsoplanto leave all
failuredetectionandrecoveryin the OS.

Whereis the acknavledgmentgenerated? This is an
openquestionanddepend®n the needsof the application.
For synchronizatiormessagesapplicationsmay chooseto
mark a receve sothatanacknavledgmentis generatedli-

rectly on the NIC. For long messages which thereis no
othercheckfor dataintegrity, theapplication(or application
library) maywantto generatehe acknavledgmenthrough
a systemcall to the operatingsystem. If the checksumis
generatedand checled on the NIC, the operatingsystem
may also acknavledgethe data. If the applicationor the
operatingsystemacknavledgethe data,the round-triptime
estimationon the senderside may be greatly affectedand
the TCP stacksmay needto adjustthe parametersf their
congestioravoidancealgorithmsin orderto avoid to much
dependencen the measuredound-triptime.
Successfubffloading of congestioncontrol alongwith
direct DMA from the NIC to the applicationshould sub-
stantiallydecreas¢he amountof CPU overheadassociated
with communication. Additionally, splinteringallows the
operatingsystemto maintainappropriatecontrol over re-
sourcemanagemendf the hostprocessoandthe NIC. For
amorecompletedescriptionof SplinteredT CR, se€g[5].

4.2 Interrupt Coalescing

Interrupt coalescingis an algorithmin which the NIC
waits for a certainnumberof interruptsor until a timeout
thresholdeforeinterruptingthehostprocessarThisallows
the systemto mitigatethe costof aninterruptby spreading
it over mary messagesThis reducesoverheadespecially
whenthe network framesizeis smalllike the Ethernet.In
additionto the overheadsavings of interruptcoalescingits
otheradwantagds thatit is widely availableon NICs andit
is cheapto implementsincethereis little logic onthe NIC
andvery little state.

4.3 TCP Offload Engines

Sinceoffloadinga smallpartof the TCP/IPprotocolonto
a NIC is so successfulwe naturally wonderwhetherof-
floadingmore of the TCP/IP stackwould prove evenmore
beneficial.In fact, the trendhasbeentoward offloadingall
of the TCP/IPstackontotheNIC.

However, thereare seriouslimitations to offloadingthe
entirestack.Applicationscanno longerchoosewhich pro-
tocol to use(TCP or UDP) asonly TCP givesary perfor
manceadwantages. If the connectionmanagemenis of-
floaded theamountof memorynecessaryo usesuchNICs
in a large clusterwould rival the hosts memorycapacity
Paver consumptiorhasbecomea very real partof the cost
of asystemandthe hardwareandpower necessarjor such
sophisticatedNICs can becomeprohibitive. Finally, cre-
ating a full TOE in hardware with enoughmemoryto be
scalablds very expensve.

SplinteredTCP is an attemptto gain the performance
advantagesof TOEsat a fraction of the costby allowing
offloading onto a commodity NIC. The commodity NIC



would needa small amountof logic and a small amount
of memory but not muchmorethanacommaodityNIC con-
tainstoday For afull descriptionof SplinteredTCP mem-
ory constraintsee[5].

4.4 Zero-copy

Zero-copy techniquescreatedto bypassthe memory
copy are commonly usedto decreaseperbyte overhead.
Thesetechniquesnustalsooffload checksummingn order
to gain the overheadsavings. The performancemeasure-
mentsprovided by [2] claim an overheadsavings of up to
70% using zero-coy techniquego reduceperbyte over-
headandlarge maximumtransmissiorunits (MTUS) to re-
duceperpacketoverhead.

'Zero-copy’ refersto two distinctideas.Thefirstis elim-
inating copying of network datain the IP stackon the host.
Thisis animportantimprovementandhassignificantlyim-
proved IP stack performanceover the pastseveral years.
Theseconds theideaof eliminatingall copying of network
data,including the final copy from kernelmemoryto user
memory Although this techniquehasbeendemonstrated
successfullyn somecaseszero-coyy to userspacehasyet
to be provengenerallyusefulin an operatingsystemstan-
dardrelease.

Implementation®f zero-coly TCP aresimilar to splin-
teredTCPin thatit separateslataandheaders.The over-
headassociatedavith the memorycopy is reducedand, be-
causemost commonzero-coy TCP implementationsare
implementedusingMyrinet [2], alarge MTU mitigatesin-
terrupt overhead. However, the protocol headersare still
processedbeforethe applicationhasaccesgo the dataand
thelateng of amessageemainshigh.

4.5 Overheadusing EMO

Figure 3 graphicallyrepresentshe protocol processing
overheadf somemethodgor decreasingprotocolprocess-
ing overhead. We compareinterrupt coalescing,TCP of-
fload,traditionalzero-coly TCR andsplinteredTCP.

Interruptcoalescingamortizesthe costof the Oy over
mary messagesln orderto modeladwantage®f interrupt
coalescingn EMO, we measurgheoverheadn thelimit as
Onn approachegero.

InterruptcoalescingOverhead= Cy + Oya

Interruptcoalescinggtill requiresthe copy betweerthe op-
eratingsystemandthe applicationand so overheads still
linearin thesizeof themessage.

Zero-copy techniquegienerallyusefbufs[3] or pagepin-
ning to achieze memory protectionwithout the price of a
memorycopy. If we do not considerthe costof the mem-
ory protectionmechanismshe overheademaovesthelinear

Standard TCP
O_nh+C_h+0_ha

1%
Qo
S Interrupt coalescing
[3) C_h+0_ha
k= .-
B .- Actual Zero—-copy TCP
o - O_nh+C_h+
< oy T *
S g #cycles to pin pages * #cycles per [
> Dok Actual Splintered TCP
=
O_nh - Theoretical Zero—copy TCP
_-
-
Chll.........o e i c o000 Theoretical Splintered TCP

O_na
overhead hiding

Size of message

Figure 3. Extensib le Message-Oriented Of-
fload - overhead

dependencen messagesizein Oya. Becausehe mem-
ory copy (andnotthe schedulingandcontext switch)is the
limiting factorin Oya, we considerthe overheadas Opa
approachegero.

Zero-copy_Overhead= Ony +Cq

However we do needto considerthe costof pinning pages
becauset is not trivial. The costto pin a pageis Cpin and
thesizeof apageis Sizeyage.

Zero-copy_Overhead=

0] Chy+Cpink =——
NH +CH + ;3|n>'<s|zepa‘;]e

X = sizeof message

This decreasethe dependencef overheadon the size of
the messagebut the total protocol processingoverheads
still tied to the perbyteoverhead.

SplinteredTCP usesthe samememoryprotectionmeth-
odsasthetraditionalzero-coly TCP stacks.Thedifference
betweerSplinteredT CPandzero-coly TCPmethodss that
theeventnotificationbetweertheNIC andthehosthappens
betweenthe NIC and the applicationratherthanthe NIC
andthe operatingsystem.However, the overheacbetween
isthesame(Ony = Ona) sothefull overheadbf Splintered
TCPis thesameaswith zero-cojy techniques.

SplinteredTCP_Overhead=

X
O Ch + Cpin*x =——

NA + CH + Cpin * Szepage
Themajoradwantageof Splinteredl CP, however, is thatthe
overheadncurredby protocolprocessingloesnot have to
bepaidup front asit doesin zero-coly TCP methods.This



processs similar to lateng hiding, sowe call it overhead
hiding. Becauseve pin the pagesduringthe pre-postede-
ceive, we paythis overheadduringthelibrary call to setup
the messageeceve descriptor We notify the application
whenthe dataarrivesratherthanthe operatingsystemand
we pushthe headeiinto the operatingsystem put allow the

applicationto determinewvhentheseheaderareprocessed.

Thedatabypasseshe protocolprocessingTheapplication
hasthe flexibility to determinewhen protocol processing
occurs.

TCP Offload Enginesand iWARP (TCP over RDMA-
enabledNICs) are able to reducethe overheadof proto-
col processingoy offloadingall processingonto the NIC.
Theoverheadstill associatedvith TOE andiWARP is Ona.
SomeTOEs and RDMA-enabledNICs (RNICs) claim to
perform memory managemenand so are able to offload
theoverheadassociatedvith memoryprotection.However,
currentversionsof TOEs muststill pay for memorypro-
tection. TOE andiWARP, throughthe SocletsDirect Pro-
tocol (SDP) suggestusingfull TCP offload only for large
messagebecausef the overheadassociatedvith current
memory protectionmechanisms.The TOE overheadfol-
lows.

TOE_Overhead=

X
NA + Cpin * SZ6he

X = sizeof message

In this casethe overheadf TOE is similar to the overhead
of SplinteredTCP andzero-copy TCP mechanismsput the
permessag@rocessingccursonthe TOE or NIC.

Zero-coy techniquesdecreaseoverheadover regular
TCPstackshy removing Opa, but they do addthe overhead
of memory managementechniques. SplinteredTCP has
the sameoverheadas zero-cojy techniquesput provides
theapplicationtheflexibility to hidesomeof this overhead.
TOEsandRNICs provide the mostreductionin overhead,
to either

O Coin* =—
NA + pm*szepage

or with extra hardwarefunctionalityto

Ona

What we can tell from our conceptualgraphic of the
overheadof eachmethodis that the advantagesf Splin-
teredTCP or TOEsis dependentn the overheaccostof of
Ona. If theoverheadof moving from the NIC to the appli-
cationis very low, the offloadingtechniqueswill be useful.
If, however, the costis high, the techniqueswill notyield
betterresults. Finally, we seegraphicallythe intuitive un-
derstandinghatoffloadingtechniquesvill providethemost

improvedperformanceasthesizeof themessagéncreases.

We assuméhatCy < Ony. We assumehatthe costof
travelingthroughthe OSis lessthanthecostof interrupting
thehostprocessarThe costof processin@ninterruptmay
be smallerthanthe costof processinga messagebut this
simply shifts the positionof the overheadines, it doesnot
affecttheirslope.Finally, we assuméhatOya is linearwith
the size of the message For small messages;achingwill
flatten this line. For large messagesthe assumptiorstill
holds.

4.6 Latency

Figure 4 graphically representsthe lateny of some
methodsfor decreasingrotocol processingoverhead.We
comparénterruptcoalescingT CPoffload,traditionalzero-
copy TCR andsplinteredTCP

Standard TCP
Interrupt Coalescini
(Best cg\se) g

Zero-copy
TCP

Latency

L_had -
Ln

chr

C_n+C_h/R_n
C_n/R_|

Size of message

Figure 4. Extensib le Message-Oriented Of-
fload - Latency

InterruptCoalescingdecreasethe overheadby waiting
to interrupt the operatingsystemuntil a numberof mes-
sageshave arrived for processing. While this decreases
the amountof protocolprocessingverheadjt actuallyin-
creasedateng. We have graphicallyrepresentedhe best
casdateng for theinterruptcoalescingnethod.Thisis the
sameasthe lateng of a messag@rocessedising a tradi-
tional TCP stack.

Zero-copy techniquesshoulddecreasehe lateng of a
messagasincethey remove the copy andsubsequengvent
notificationbetweenthe operatingsystemandthe applica-
tion. However, thetime to pin a pageis oftenlarge enough
sothatit is actuallyfasterto performthememorycopy and
the context switch for small messagesatherthan pin the



page.

Zero-copy-Lateny = % +Lna+ R%_,_
N H
Cpin * Sizé,age
Ry

X = sizeof message

This lateng will increaseasX increasesThe slopeof the
increasein lateng asthe size of the messagéncreasess
not assteepin zero-coly TCP asit is in standardr inter-
rupt coalescedlCR This is becausewhile lateng is still
influencedby Lya which is linear asthe size of the mes-
sagencreasesi is nolongeraffectedby Ly whichis also
linearasthe sizeof themessagéncreases.
TOEsandiWARP usingRNICsprocesgheprotocolson
NIC andsothe speedof the NIC becomesnuchmoreim-

portant.

TOE_Lateny = Cr +Cn

+LNna

Lateng shouldbe sufficiently reducedwhenusing ASICs
which arevery fast. Also, if the memoryprotectionmech-
anismsareonthe NIC, thenthe memoryprotectionmecha-
nismsarefasteraswell. CurrentTOEsandiWARP mech-
anismsdo not generallydecreasdhe lateng of very small
messagebecause¢he page-pinnings still doneonthehost.

Becauseof overheadhiding, the lateny of a message
in SplinteredTCP is low evenin for smallmessagesThe
pageis pinnedbeforethe messagés recevedsothelateng
of pinning the pageis not incurredin the message&eceve
path.An optimizationfor smallmessageis to simply DMA
the dataof small messagemto the event queueof the ap-
plication. This removesthe needto pin a separatgagefor
smallmessages.

/
SplinteredTCP_Lateny = % +Lna
Someadditionalprocessingwill needto be performedon
the NIC so Cy will beincreasedo Cy. However, C is
muchlower thanthe Cy 4+ C4 processingyclesnecessary
for TOEs.

We assumehat Lyy = Lnya althoughthis is probablya
consenative estimatebecauseof the polling mechanisms
for Lya. We alsoassumédhatLya = Lya. We assumehat
the DMA is equalto the burst transactiorrate of the PCI
busandthatmemorycopy is equalto % of thememorybus.
Finally, we assumefor our systemthat the PCI bus is set
to % of the memorybus speedso Lya = Lya. This ratio of
I/0O busto memorybusspeedwill needto bedeterminedor
eachsystemandthisratiowill needto incorporatednto the
model.However, theratiowill beconstanbn a system.

The EMO provides a graphicalrepresentatiorof how
much lateny savings the speedof the NIC and the num-

ber of cyclesof processingpffloadedwill yield. This pro-
vides us with more information aboutthe necessaryro-
cessingpower neededo provide lateny and gap savings
usingSplinteredTCP.

Also, EMO providesuswith alanguagen whichto com-
parelatenciesof variousapproacheso protocol develop-
ment. For example, let’s saywe wantto know how fastour
NIC processomill needto be in orderto be competitve
with a TOE in termsof lateng. We assumave areoffload-
ing a quarterof the protocol processingonto the NIC for
our SplinteredT CP, For the sale of cornvenienceve assume
thatCy = 4% Cy. Both theamountof cyclesoffloadedfor
a SplinteredTCPimplementatiorandtheratio of cycleson
the hostto cycleson the NIC canbe determinedor a par
ticular TCP stack.We call the speedf the NIC of the TOE
engineRy1 andthespeedf theNIC for the SplinteredTCP
solutionRys.

Cu+Cyv _ -25+Cu+Cy

Rnz Rn2
5xCn _ 2xCy
Rui Rwe

2
RN2=§*RN1

In orderfor usto achieve latenciesequalto the TOE, our
SplinteredTCPwould needto beimplementednanFPGA
or processoatleast% asfastasthe TOE engine.

This validatesour assumptionssince Splintered TCP
only offloadsa quarterof the protocolprocessingrom the
hostto the NIC andbypasseshe further protocolprocess-
ing assumingt will befinishedby the hostat a latertime.
Ontheotherhand,the TOE offloadsall of thehostprotocol
processingntothe NIC andassumeshis processingnust
completebeforedatais deliveredto theapplication.There-
fore the TOE would requirea fasteNIC.

4.7 Summary

Splinteringattemptgo moreefficiently usetheoperating
systemto control communication.By moving selectfunc-
tions of communicatiorontothe NIC, we candecrease¢he
numberof interruptsto the operatingsystemwhile still al-
lowing the operatingsystento manageesources.

More specifically splinteringremovesthe processingf
the protocol headersirom the path of the datawhenever
possible. By moving the datato the applicationimmedi-
ately and holding the headerdor later processingve can
divorcethe managemenof the network from the manage-
mentof the data. If the applicationcanaccesghe dataas
earlyaspossiblejt caneffectively bypassheprotocolpro-
cessingandremoveit from thelateng pathof themessage.



If the applicationcancontrolwhento processhe protocol
headersit canpotentiallyhidethe overheadf theprotocol
processing.

We usedEMO to comparesplinteringwith interruptco-
alescingzero-coly TCP andfull TCP offload. The model
demonstratesverheachiding andthe substantialecrease
in lateng for the TCP offloadand SplinteredTCP method.
Furthermorewe canseethe usefulnesof EMO in deter
mining hardware and softwareimplementationgjiven cer
tain designparametergasin lateng/ guidelines).

5 Conclusionsand Futur e Work

The extensiblemessage-orientedffload model (EMO)
allows usto explore the spaceof network protocolimple-
mentatiorfrom the applicationmessagindayersthroughto
theNIC onamessagéy messagbasis.Thisnew language
givesus a fresh understandingf the role of offloadingin
terms of overhead,lateny and gap in high-performance
systems.

We mappedEMO ontoexisting performancenodels.In
fact, EMO canbelooked at asa refinementof the LogGP
model.However, we think of thisasamodelfor implemen-
tation of alanguageratherthanalgorithmicanalysis.EMO
provides a simpler and easierto understandanguagefor
protocoldevelopmentthan LAWS. Furthermore EMO al-
lows usto explorethetradeofs of offloadingin amessage-
orientedratherthanstream-orienteénvironment.

EMO further motivatedandillustratedthe useof Splin-
teredTCPto createa methodof protocolbypasswhich sig-
nificantly reducedateng and allows the applicationcon-
trol over protocol processingoverhead. We were able to
compareSplinteredTCP to othermethodsof offloadingto
minimize overhead.

We planon exploringthe modelof gapin EMO to bound
theresourceequirementgor NICs or TCP offloadengines
at 10Gb/sand 40Gb/s speeds. We plan also to extend
EMO to includememorymanagementonsiderationsuch
ascaching.

We are currently completingwork on validating EMO.
Additionally, we are modeling,validatingand quantifying
the variousmemory protectionmechanismsisedin zero-
copy network protocols.
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