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Abstract

Althoughthe networkingworld is still dominatedby IP
over Ethernet,theseprotocolsuiteswere not originally de-
signedto work on modernGigabit or Gigabytenetworks.
Themajor problemfacingIP at 1 Gb/sand10 Gb/sspeeds
is interruptprocessingoverheadandtheresultinglow CPU
availability for applications.Onesolutionto this problem
is to implementendpointfragmentationon a NetworkIn-
terfaceCard (NIC), where an Ethernetdriver sendslarge
packetsto theNIC and theNIC fragmentsthepacketsinto
frames. This approach reducesinterrupt overheadand
CPUutilization on thereceiver.

In order to demonstrate the plausibility of this method,
wemodifiedthefirmwareof AlteonAcenic2 GigabitEther-
net cards and the standard Linux (2.4 series)driver to al-
low thedriver to usean MTU of up to 64000byteswithout
changingthe 9K MTU limitation of the MAC layer. Each
datagramis fragmentedin thefirmware on oneendandre-
assembledin firmwareat theother.

Our implementationmatched peak bandwidthperfor-
manceof the standard driver and firmware, while demon-
stratinga significantreductionin CPUutilization.

1 Intr oduction

1.1 The Stateof the Net

On commodityhardware, 100 Mb/s Ethernetadapters
arecapableof nearline-rateTCP/IPperformance(90%)at
15-20%CPU utilization. Projectingthis performanceout
to Gigabitspeeds,wecanexpectto seebandwidthbetween
about450Mb/sand600Mb/satnear100%CPUutilization.
Modernsystemsthatdo betterthanthis useoneor several
of a numberof bandwidth-improving techniquesincluding
jumbodatagramsandinterruptcoalescing.Bottlenecksfor
high speedperformanceno longerresidewith thenetwork
infrastructure.With moderncommodityhardwaresupport-
ing memory-to-IObandwidthsof 480MB/s (3840 Mb/s),

evenmemoryperformanceis not thelimiting factor. In fact,
interrupthandlingandthe resultingCPU utilization is the
majorperformanceissuein efficienthigh-speednetworks.

Therehave beenseveralmoderatelysuccessfulattempts
at addressingthe new performancebottlenecksin high-
performancelocalareanetwork computing.Thefirst,most-
obvious choice, is to use protocolsmore suited to high-
speednetworking. Thereareseveral well-establishedpro-
tocolsin theresearchcommunity. Of particularinterestare
the protocolsdesignedto bypassthe operatingsystemby
exchangingbuffers directly with userprocesses,saving a
memorycopy (from kernel to useraddressspace)andan
interrupt (since the OS doesnot needto be involved in
the transfer). ScheduledTransferdevelopedmany of the
ideasinvolved in OS-Bypass,and the FIO/NGIO consor-
tias’ mergerinto Infinibandcontinuestheinvestigation.

This projectis anattemptto adaptsomeof theobserva-
tions andgoalsof the OS-Bypassprojectsto IP, the com-
modity protocol. SinceIP remainsthe mostcommonpro-
tocol within LAN applicationsand certainly in the WAN
world, IP implementationsare incredibly widespreadand
thereforeinherentlyappealing.Changingprotocolsusually
meansmaintainingprotocolstacksseparatelyfor theWAN
(which remainsTCP/IP)andthe LAN andalsorequiresa
greatdealof re-engineering.Using OS-Bypassideas,we
soughtto implementascalableandefficientwayof address-
ing themajorbottleneckin high-speednetworks,while us-
ing IP.

1.2 Bottlenecksin High-Performance Communi-
cation

Thereareseveralsourcesof overheadthataffectapplica-
tions in their useof high-performancenetworks. Themost
significantbottlenecksare: interruptprocessing,theresult-
ing low availability of processorsfor applications,andstack
overhead(thetimespenttrackingeachincomingframe,de-
multiplexing it to the right applicationanddelivering it to
thatapplication). Memory copiesarewidely perceivedto
be significant,but are actually lesssignificantin practice



thanmight beexpected.

1.2.1 Memory Copy

As network speedsapproach(andsometimesmatch)com-
modity IO bus bandwidth, the cost of copying network
framesin memory, evenonce,becomesunacceptable.Most
IP stacksstill copy memoryat leastonce:betweenuserand
kernelmemory. Thiscopy, addedwith thecostof theDMA
from theNIC to hostmemory, is potentiallydevastatingto
full utilization of network bandwidth.Any memorycopies
that cannotbe pipelinedwill have a direct impact on the
communicationbandwidthobservedby theapplication.

Nevertheless,commoditymemory-to-IObandwidthare
increasingfrom 120MB/sspeeds(33MHz PCI at 32bitsis
approximately120MB/s)to 480MB/sandbeyond,andper-
formancepressurefrom a single memorycopy is becom-
ing less important. However, even when memorycopies
do not directly impactthebandwidthseenby applications,
they useresources(e.g., the memorybus and the PCI IO
bus)which mayalsoimpactoverall applicationandsystem
performance.

1.2.2 Interrupt Pressure

Interruptpressure,however, is themostsignificantconcern
for high-speedEthernetnetworks.Table1 presentsthemin-
imum inter-arrival times for 1500 byte packetsat various
network speeds.The minimum inter-arrival time is calcu-
latedby assuminga constantstreamof 1500bytepackets.
For example,theinter-arrival time for a 10Mb/snetwork is
calculatedasfollows:
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bytes ��� bits/byte � �	�

sec
 ��� bit � �
�������
sec

Network Speed Inter-arrival time
10Mb/s 1200

�
sec

100Mb/s 120
�

sec
1 Gb/s 12

�
sec

10Gb/s 1.2
�

sec

Table 1. Minim um Inter -arriv al Times for 1500
byte Packets

If the network interfacegeneratesan interrupt for each
1500-bytepacket, a processorwith a 1Gb/snetwork inter-
faceshouldbe capableof handlingan interrupt every 12�

sec.Althoughestimatesof interrupthandlinglatency vary
considerablyandshouldbe measuredon eachsystem,the
PCI 2.1 specificationestimatestypical 33MHz latenciesof
10
�

sec to 20
�

sec. Expectedlatencieson 66MHz buses

shouldbelower. Evenanextremelyefficientoperatingsys-
tem cannothopeto manageinterruptsarriving at 12

�
sec,

andthesituationbecomesutterly hopelessfor 10 Gb/snet-
works.

1.2.3 Network ProcessorOverhead

Computersarenot merelynetwork nodes. They arecom-
putationaldevices designedto run applications. CPU re-
sourcesthat are expendedon the communicationsinfras-
tructurearenotavailablefor useby theapplications.This is
particularlyharmfulfor computationalclusterswherenodes
areexpectedbothto communicateathighspeedsandto per-
form a usefulamountof computationefficiently.

Moreover, it has been observed that many high-
performanceapplicationsare more sensitive to variations
in overheadthanvariationsin messagepassinglatency or
bandwidth. Many latency-sensitive applicationsdo exist
and even thoughwe choseto specificallyconcentrateon
CPUoverheadandutilization in bandwidth-constrainedap-
plicationsfor this report,wemakesomeobservationsabout
latency in theFutureWork section.

2 Curr ent High-PerformanceIP Solutions

Themostcommoncurrentstrategiesto easingbottleneck
pressuresin TCP/IPareincreasingtheframesizefrom 1500
to 9000bytes(jumboframes);coalescinginterruptssothat
eachinboundback-to-backpacket doesnot generateanin-
terrupt;andzero-copy stackapproachesdesignedto reduce
memorycopy overhead.

2.1 Jumbo frames

StandardEthernetFramesare1518bytes,including the
MAC headerandtheCRCtrailer. Jumboframes,supported
by many Gigabit NIC andswitch manufacturers,increase
the sizeof an Ethernetframeto 9000bytes. While jumbo
framesdo relieve both interruptlatency andstackprocess-
ing pressuresby allowing largerpacketsacrossthenetwork
at one time, the jumbo framesrequirespecialroutersand
bothendpointsin atransactionmustbeusingTCP/IPstacks
which allow for jumboframes.

Jumboframesareinadequateprimarily becausethey are
not fully inter-operableand they are not scalable. Jumbo
frameshave to befragmentedwhentransmittedontotradi-
tional Ethernetnetworks,which obviously impactsperfor-
mance.Finally, andmostimportantly, framesof only 9000
byteswill notcontributesignificantlyto solvingcomparable
problemscreatedby a 10 Gb/snetwork, whereinter-arrival
timeswill only increasefrom 1.2

�
s to 7.2

�
s.



2.2 CoalescedInterrupts

Theuseof algorithmsto reduce(or coalesce)thenumber
of interruptsreceived hasbeenextremelysuccessful.The
NIC shouldonly interruptthehostaftera specifiedamount
of time or a specifiednumberof packetshave arrived. This
techniqueis scalableandinter-operable.It solvestheprob-
lem of interruptlatency cleanlyandelegantly (andusually
entirelyin firmwareor hardware).

Thereare,however, two significantdisadvantagesto in-
terrupt coalescing. The first is that small packets of a
latency-boundapplicationarenot allowedto move directly
throughthe NIC to the IP stackon the host. Instead,they
aresubjectto beingcoalescedand latency-boundapplica-
tionscanseetheir performancesuffer.

More significantly, interruptcoalescingdoesnothingto
reducetheoverheadthateachpacket incursin thehostnet-
work stack. The processorstill hasto processeachpacket
and the numberof packets is not reduced. So, while in-
terruptcoalescingreducesthe frequency of interruptsand
thereforethe interrupt processingoverhead,without the
helpof someothermethodto reducethenumberof frames
arriving, the host processorwill still have to processtoo
many frames.This explainswhy jumboframescombineso
well with interruptcoalescing.

2.3 Zero-copy

’Zero-copy’ refersto two distinctideas.Thefirst is elim-
inatingcopying of network datain theIP stackon thehost.
This is animportantimprovementandhassignificantlyim-
proved IP stackperformanceover the pastseveral years.
Thesecondis theideaof eliminatingall copying of network
data,including the final copy from kernelmemoryto user
memory. Although this techniquehasbeendemonstrated
successfullyin somecases,zero-copy to userspacehasyet
to be provengenerallyuseful in an operatingsystemstan-
dardrelease.Theprimaryconcernis that theoverheadand
special-casingin the pagecachenecessaryto managethe
transitionbetweenthe two addressspacesmay exceedthe
overheadof a singlememorycopy into a userbuffer.

Even when it is possibly to eliminateall copies, it is
usually not necessary. Although it is important to re-
ducethe numberof times dataarriving from the network
is copied,truly eliminatingcopiesis only importantwhen
network bandwidthapproachesmemorybandwidth.Mod-
ern 64bit/66MHzPCI busesoffer approximately480MB/s
(3840Mbps)of bandwidthbetweenIO andmemory, almost
four timesasfastasa 1Gb/snetwork.

Zero-copy doesnot relieve interrupt latency pressures,
but it doesdecreasethe extent to which the speedof the
memorybus is introducedasa bottleneck. Zero-copy in-
frastructures(of eitherkind) do not fundamentallyresolve

theinterruptarrival timeproblem,althoughthey doimprove
performancewhencombinedwith jumboframesandinter-
ruptcoalescing.

While ourresultstakeadvantageof reducedcopiesin the
Linux IP stack,we do not currentlydeliver datastraightto
userspace,andour work doesnot extendtheresultsof this
areaof research.

2.4 No CompleteSolution

Fundamentally, none of thesesolutionsaddressesthe
problemcausedby hostmemoryandnetwork bandwidths
approachingeachother. While eachsolutionprovidesa vi-
ableframework for 1 Gb/sadapterson currentPCI (com-
modity IO) bus architectures,they fail significantly when
considering10Gb/snetwork speeds.Evenat1 Gb/sspeeds
with combinationsof all threetechniques,hostsexhibit un-
acceptablyhighCPUutilization,preventingeffectiveuseof
thehostprocessor.

A differentapproachis needed–onethat takesseriously
theexistingtrendin network andIO architectures.It is only
by taking advantageof more powerful network hardware
andoff-loading someprocessingonto it that we canhope
to effectively addressCPU processingpressuresat higher
network speeds.

3 An Alter nateSolution

We proposeendpointfragmentationasa scalablesolu-
tion to relieving both interruptpressureandhostprocessor
overheadinducedby high-speednetworking basedon Eth-
ernet. Endpointfragmentationinvolveshostsfragmenting
andreassemblingtheirown datagrams.In ourcasethefrag-
mentationwill be off-loadedfrom the host hardware and
implementedon theNetwork InterfaceCard(NIC).

3.1 Fragmentation’sSordid Past

Fragmentationhasbeenvirtually nonexistentsinceKent
andMogul [5] identifiedseriousproblemswith intermedi-
atefragmentation(whereroutersfragmentpacketstoolarge
for the outgoingMTU of the next link) andproposedpath
MTU discovery in orderto avoid any fragmentationby in-
termediateroutersbetweentwo endpoints.Endpointfrag-
mentationis the only kind of fragmentationallowed in IP
version6.

Endpointfragmentationdoesnot sharemostof the dis-
advantagesof intermediatefragmentation.Endpointfrag-
mentationis alreadycommonlyusedby applicationssuch
asNFSthatbenefitfrom largedatagramsbeingsentandre-
ceivedat higherlevelsof theprotocolstack(in thecaseof
NFS becausedisk blocksarethe smallestunit of currency
for disks).



Moreover, fragmentationandreassemblyare tasksthat
areextremelywell-suitedfor implementationon a reason-
ably powerful NIC suchas the Acenic. They areeasyto
separatefrom therestof theIP stack.This is accomplished
simply by transparentlyacceptingpackets larger than the
realMTU of the link andfragmentingon thecard. Almost
nomodificationof thedriver is necessary.

Othertasks,e.g. TCP’s sliding window protocol,might
be goodcandidatesfor implementationon the NIC; how-
ever, the limited resourcesavailableon theNIC make suc-
cessfulimplementationof theselessplausible.Fragmenta-
tion andreassemblywererelatively easyto implementon
theNICs but worthwhilebecausethey benefita wide range
of applications(includingUDP-onlyapplications),andsig-
nificantlyoffloadthehostprocessor.

We believed that this strategy hasthe potentialto per-
form extremelywell for large datagrams(both in termsof
bandwidthandCPU utilization) without addinglatency to
smallerones.

3.2 Implementation Overview

Weimplementedendpointfragmentationin thefirmware
of Alteon Acenic2 NICs. We “misconfigure”thedriver to
allow theuseof ahigherMTU thanthelink physicallysup-
ports. The firmwareon the NIC fragmentsthe packet into
real MTU sizedframes. On the receiving endpoint,if the
NIC hasfirmwarefor reassembly, thepacketis reassembled
and the driver receives a completenon-fragmenteddata-
gram(andconsequentlyasingleinterruptfor amuchlarger
amountof data). If the receiving endpointdoesnot have
firmware-assistedreassembly, the receiving host’s IP stack
proceedswith fragmentreassemblyasusual.

Ourcurrentimplementationis aquickprototypeandcur-
rently workseffectively up to 55000-bytedatagramswith a
64000-byte“advertisedMTU”, which is very closeto the
64K ceiling allowedby the16-bit lengthfield in IPv4.

Alteon distributessourcecodeto the firmware for the
Acenic2 cardsandassuchprovidesthe idealenvironment
to prototypeand measurethe endpointfragmentationar-
chitecture.Furthermore,thecardshave a well-documented
API andavarietyof hardwareassistmechanisms(for MAC
andDMA queuing)which aidedprototypinganddevelop-
ment.Finally, thecardshavesufficientmemory(2MB) and
CPU resources(two MIPS-4000-corerunning at 88MHz
processors)to handlefragmentationand reassemblytasks
for a sampleimplementation.

As a prototype,our current implementationdoeshave
severallimitations. It generatesandassumesforward-order
fragments,two endpoints(or at leasta very limited num-
berof endpoints–thereis little spaceon thecardto storethe
stateof datagrams-in-reassembly).Thecurrentimplemen-
tationalsodoesnotcorrectlyfragmentfragments.Thatis, it

assumesthateverydatagramit getsfrom thehostis a com-
plete datagramand doesnot attemptto preserve its frag-
mentationflagsandoffset. Our implementationalsodoes
not calculateor validatechecksumson the fragmentsthat
it creates(althoughit does,of course,preserve the check-
sum of the original datagram). The Acenic firmware al-
readysupportsoff-loadedchecksumsaspart of the DMA
of a packet from thehostto theNIC. Adding thechecksum
ontoeachfragmentthisshouldbeaneasyadditionthatdoes
not significantlyalterCPUutilizationor bandwidth.

3.3 Send

The Acenic API supportsthreekinds of buffers: mini
(100 bytes), regular (1500 bytes plus MAC headerand
checksum–atotal of 1518 bytes)and jumbo (9000 bytes
databytes). We modifiedboth thefirmwareandtheLinux
driverto allow jumbobuffersof upto 64000databytes.The
driver sendsthe firmwarea packet by filling a buffer with
data(the first 34 bytesof which are the MAC headerand
theIP Header)andthencreatinga jumbobuffer descriptor
to the sendring andsignalling the firmware (by updating
theproducerindex).

The firmware DMAs the buffer descriptor as usual.
Whenthefirmwareis readyto DMA thedatabuffer pointed
to by thedescriptor, it initiatesDMAs of nomorethan1480
bytes(1514minus MAC headerand IP header),modifies
the IP header(settingthe MF bit, offset andlengthasap-
propriate)andenqueuesthe datagramto the MAC engine.
Thisprocessis repeateduntil theentiredatagramis sent.

For simplicity, in ourprototype,wedonotcurrentlyhan-
dle fragmentsfrom the driver (packetsgreaterthan64000
bytesthat get fragmentedin the kernel),we do not calcu-
latenorvalidatechecksums,andwesend(andareonly able
to reassemble)fragmentsin forwardorder. Theinability to
handlefragmentsin thefirmwarecanbeaddressedby scal-
ing thejumbobuffersizeslightlyhigherto 64K(in thiscase,
thestackwill nevergeneratefragments).Checksumsshould
becalculatedatthefirmwarelevelaswell. Thisis supported
by thefirmwarebut hassimply not beenintegratedinto our
existingprototype.

We do not believe that sendingfragments(or reassem-
bling them) in reverseorderwill offer any advantagesfor
our implementation.The main advantageof reverse-order
fragmentationis thatthefirst fragmentreceivedcontainsall
of the informationnecessaryto allocatea buffer to receive
theentiredatagram(fragoffset+ lengthof thethelastfrag-
mentis thetotal lengthof thereassembleddatagram).This
is not an advantagefor our implementationsincethe host
alwaysallocatesbuffersof thesizeof theadvertisedMTU
(64000bytesin our implementation)regardlessof the size
of theactualreceiveddatagrams.



3.3.1 Performance

The challengefor the currentsendimplementationwasto
keepthe MAC queuefull. In orderto do this, we found it
necessaryto useacarefulbalancingof DMAs (bringingthe
fragmentsover into transmitbuffers) and memorycopies
(copying the headerto eachtransmitbuffer to bemodified
with thecorrectoffset).TheTigon II chipseton theAcenic
NICs is known for having arobustbut fairly slow DMA en-
gine. In particular, the DMA enginealwaystakesat least
5
�

secto starta DMA. This madeit difficult for our imple-
mentationto achievegoodbandwidthat low messagesizes,
sincewehadto wait for thefirst DMA to completein order
to getthefull header.

3.4 Receive

Thedriver maintainsa ring of jumboreceive buffers(of
64000bytesin our prototype)andthefirmwarewill DMA
overa descriptorfor a buffer asit needsone.Thefirmware
maintainsa list of packets in reassembly, the list contains
informationnecessaryto matchnew fragmentsto partially
reassembleddatagrams.Currently, demultiplexing of in-
boundfragmentsis accomplishedsolelyvia theIP ID field,
whichworkswell for two-nodesbutwill notgeneralize.De-
multiplexing shouldbeextendedto a hashof sourceIP and
theIP ID at thevery least.

As fragmentsarrive, they arematchedagainstthepack-
ets in reassemblylist, and immediately transferred,via
DMA, to the buffer in hostmemorycorrespondingto the
appropriatebuffer descriptor. Currently, themethodto find
a matchingentry in the list is a linearsearch(with a cache
of one–the last fragmentreceived). For two nodes,this is
notanareaworthoptimizing,but in orderto efficiently sup-
portmultipleendpoints,thisshouldbere-implementedasa
hash.

Currently, if an out-of-orderor reverse-orderfragment
arrives, the firmware discardsthe packet. We feel justi-
fied by earlierresearch[1] of fragmentationon LANs and
WANs thatout-of-orderfragmentswill notoccuronaLAN
(andprobablynotonany commonWAN either).Whenout-
of-orderfragmentsoccur, thepacketwill timeout. Reverse-
order fragmentationis likely (many OSesfragmentin re-
verseorderby default in orderto attainsomeof theadvan-
tagespreviously mentioned)andreverse-orderreassembly
will needto beaddedto ourfirmwarein thefuture.

4 Methodology

We usedanunmodifiedcopy of netperf2.1pl3obtained
fromhttp://www.netperf.orgtomeasureunidirectionalUDP
streamingbandwidth. We chosenetperfasa testingplat-
form becausedatafrom netperfarefrequentlycitedby other

high-performanceprojects. Additionally, amongnetwork
performancemeasurementpackages,netperfis oneof few
to have a reasonableUDP implementation. Netperf only
reportsthe UDP bandwidthactually received, providing a
reliablemeansof measuringbandwidthfor anotherwiseun-
reliableprotocol.

We configured two 933 MHz, Linux 2.4.0(release)
serverswith version0.49 of JesSorenson’s Acenic driver
(patchedonly to supporttracedumps).Themachineswere
connectedby a cross-over fiber cable(with no switch). To
testtheunmodifiedfirmware,we configuredthe interfaces
with MTUs of 1500and9000bytesrespectively. In orderto
testourfirmware,weconfiguredtheinterfacewith anMTU
of 64000bytes,andconfiguredtheunderlyingfirmwareto
useanactualMTU first of 1.5K andthen9K.

4.1 Why UDP?

Most high-performancenetworking projectsreportTCP
bandwidthsrather than UDP bandwidths. By reporting
UDP bandwidths,we understandthat it maybedifficult to
compareour resultsto thoseof otherprojects.We intendto
reportTCPbandwidthandCPUutilization numbersin the
future, but the TCP implementationwill requiremodifica-
tionsin orderto fully takeadvantageof ourimplementation.
Specifically, any TCP implementationusing our method-
ology will have to be using large-window extensions[2],
andwill have to be modifiedto correctlyhandlewindow-
scaling,back-off andPathMTUdiscoveryto takeadvantage
of largedatagramsizes.Thesemodificationsarebeyondthe
scopeof this reportbut shouldbeinterestingfuturework.

5 Results

Using our modifiedfirmware,we wereableto measure
maximumUDPreceivebandwidthscomparableto themax-
imum UDP receive bandwidthattainedunderunmodified
firmware included with the Linux 2.4 kernel driver (see
Figures1 and2). For 1.5K MTUs our modifiedfirmware
reachedbandwidthsof over 800Mb/sandremainedwithin
10% of the bandwidth demonstratedby the unmodified
firmware.For 9K MTUs bothimplementationsdemonstrate
peakbandwidthsof 993 Mb/s. Our firmwarematchedthe
performanceof theunmodifiedfirmwareuntil performance
declinedsomewhatabove45K messagesizes.

More importantly, our modified firmware provided a
substantialreductionin CPU utilization over the unmodi-
fied firmware(seeFigures3 and4). CPU utilization was
reducedby approximately45%for 1.5KMTU andapproxi-
mately30%for 9K MTU. PeakreceiveCPUutilizationwas
reducedfrom 98% to 53% for 1.5K datagramsand from
88% to 75% for 9K datagrams.The unmodifiedfirmware
hit peakCPU utilization at a messagesize of 9200. Our
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Figure 2. Band width for UDP Receive with
9000 byte MTU

firmwarehit peakCPUutilization at a messagesizeof ap-
proximately5000. CPU utilization for our firmware de-
clined to below 50% as messagesizes increased. CPU
utilization for the unmodifiedfirmwareremainedbetween
70%and80%asmessagesizesincreased.

6 Analysis

6.1 Bandwidth

In examining Figure 1 there are two distinct inverted
spikesin theendpointfragmentationbandwidthresults.We
believethatthesearecausedby abugin oursendimplemen-
tation. Notice that thereis a correspondinginvertedspike
on the CPU utilization shown in Figure4, which indicates
that thereceiver is idle at this point. Theseanomalieshave
beenboundedwithin a10-byterangeandwould befixedin
a robustimplementation.

The bandwidthbottleneckin our implementationof the
firmwareis due to the wait for the completionof the first
DMA. The first fragmentcontainsthe headerfor the en-
tire datagram,which is usedas the basisfor the header

0

10

20

30

40

50

60

70

80

90

100

0 10000 20000 30000 40000 50000

C
P

U
 U

til
iz

at
io

n 
(%

)

�

Datagram Size (bytes)

Linux-2.4.0
Endpoint-Fragmentation

Figure 3. CPU Utilization for UDP Receive with
1500 byte MTU

0

10

20

30

40

50

60

70

80

90

100

0 10000 20000 30000 40000 50000

C
P

U
 U

til
iz

at
io

n 
(%

)

�

Datagram Size (bytes)

Linux-2.4.0
Endpoint-Fragmentation

Figure 4. CPU Utilization for UDP Receive with
9000 byte MTU

for eachof thefollowing fragments.Both implementations
of the firmwareexhibit relatively unstablebandwidthsun-
til reachingmessagesizesof at least9K. We believe that
the differencebetweenour endpointfragmentationband-
width and the unmodifiedfirmware is due to our relative
inexperiencewith the firmware andAPI. We noticedthat
very small changesin the firmwareresultedin significant
changesin performance.Wewill continueto considerways
to matchperformancefor smallmessagesizeswithout sac-
rificing scalabilityat largermessagesizes.

As with the bandwidthfor 1.5K MTUs, the bandwidth
for 9K MTUs is unstablebelow 9K messagesizes(seeFig-
ure2). Theonly otherinterestingfeatureof thebandwidth
curve for our endpointfragmentationis the lossof perfor-
mancewhenmessagesizesexceed45K. This is probably
theresultof aresourcelimitation ontheNIC or in thedriver
configuration,andmightbeavoidedwith eithermoremem-
ory available for receive buffers or more careful manage-
mentof memoryin our implementation.We arecontinuing
to investigatethisphenomenon.



6.2 ProcessorOverhead

Thesubstantialdecreasein CPUutilization providedby
our implementationis veryencouraging.For messagesizes
largerthan5K bytes,theCPUutilization for 1.5K MTUs is
consistentlybelow 50%(seeFigure3). NoticethattheCPU
utilizationfor theunmodifiedfirmwarecontinuesincreasing
over thesamerange.

In examiningFigure4,noticethattheCPUutilizationfor
the fragmentationfirmwareat 9K MTUs declinessteadily
from over 60%at 10K messagesizesto under50%at 55K
messagesizes.This reductioncorrespondsto theslight de-
cline in bandwidththat our implementationdemonstrates
overthesamerange.Thisappearsto beaclearcaseof trad-
ing bandwidthfor CPUcapacityanddoesnot representand
independenttrendof reducedCPUutilization.

7 Recommendations

In orderto seriouslypursuefurtheroff-loadingnetwork
processingfrom the host CPU, more powerful NICs are
needed.In particular, substantiallymoreRAM, fasterpro-
cessorsandmoresophisticatedDMA engines.In our im-
plementation,additional RAM could be usedto to store
a larger list of datagramsin the processof reassembly, as
would berequiredfor a robust implementation.More gen-
erally, significantlymoreRAM wouldbeneededtoconsider
storingthestaterequiredby TCPor any otherconnection-
orientedprotocol. (Note that TCP and other connection-
orientedprotocolsstill benefitfrom off-loadingfragmenta-
tion andreassembly, checksummingandmany othertasks
to theNIC).

Oneof themostdifficult aspectsof developingefficient
firmwareimplementationfor theAcenicis ensuringthatthe
MAC queueis alwaysfull andis neverwaitingonNIC pro-
cessorcomputations.This taskwould beconsiderablyeas-
ier with fasterandmorepowerful processors.Thework that
needsto bedoneby theNIC CPUto implementfragmenta-
tion andreassemblyis minimal. Nevertheless,computation
hadto be implementedwith carein orderto avoid starving
theMAC queue.Thisproblemwouldbecomeuntenablefor
any protocolrequiringmoreprocessing.

Finally, as we off-load more sophisticatedtasksonto
NICs, we will needa richer environment for controlling
transfersbetweenhostandNIC memory. Our implemen-
tation would have greatly benefittedfrom greatercontrol
of the DMA channel,including: control over start-upof
thechannel,completionnotification,thresholdcontrol,and
finer grainedpriorities for requests.Somethingsimilar to
SCSI’s taggedqueuingwould have beenhelpful in our im-
plementation.

8 Future Work

8.1 Checksum

Our current implementationdoesnot computeor ver-
ify checksumsonthegeneratedfragments(althoughit does
preservechecksumson theoriginal datagram).To bemore
specific,in all of ourresults,theoperatingsystemcalculated
checksumson eachIP datagram,but in our firmware,we
do not re-calculatechecksumsfor eachfragmentor verify
thecorrectchecksumon thereceiver. While this approach
is reasonablefor testinga prototypeon a reliablenetwork,
calculatingandvalidatingchecksumswill be requiredfor
interoperability. Giventhefactthatour resultsindicatethat
our performanceis sender-constrained,we expect it will
bechallengingto maintainthe reportedperformancewhile
computingchecksumson all outgoingfragments.

8.2 Latency

Ourimplementationshouldbeableto deliverhighly pre-
dictable, lower latenciesfor small datagramswhen com-
paredto the interrupt coalescingstrategy usedin the un-
modified firmware. We are measuringlatenciesto verify
thatour implementationmeetstheseexpectations.

8.3 TCP

Themostimportant,but mostchallenging,areaof future
work involvesTCP. We needto identify an API between
the driver andthe firmwareto communicatewindow scal-
ing andcongestionavoidancebehavior. Gettinghigh TCP
bandwidthwith low CPUutilizationwouldprovidesubstan-
tial validationof this approachto high-performanceIP.
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