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Abstract

Althoughthe networkingworld is still dominatedby IP
over Ethernet theseprotocol suiteswere not originally de-
signedto work on modernGigabit or Gigabytenetworks.
Themajor problemfacing IP at 1 Gb/sand 10 Gb/sspeeds
is interrupt processingverheadandtheresultinglow CPU
availability for applications. One solutionto this problem
is to implementendpointfragmentationon a Network In-
terfaceCard (NIC), whete an Ethernetdriver sendslarge
padketsto the NIC andthe NIC fragmentsthe padetsinto
frames. This approac reducesinterrupt overheadand
CPU utilization onthereceiver

In order to demonstate the plausibility of this method,
wemodifiedthe firmware of AlteonAcenic2 Gigabit Ether
net cards and the standad Linux (2.4 series)driver to al-
low the driver to usean MTU of up to 64000byteswithout
changingthe 9K MTU limitation of the MAC layer. Each
datagramis fragmentedn thefirmware on oneendandre-
assembledh firmware at the othet

Our implementationmatded peak bandwidth perfor-
manceof the standad driver and firmware, while demon-
strating a significantreductionin CPU utilization.

1 Intr oduction
1.1 The Stateof the Net

On commodity hardware, 100 Mb/s Ethernetadapters
arecapableof nearline-rateTCP/IP performancg90%) at
15-20%CPU utilization. Projectingthis performanceout
to Gigabitspeedswe canexpectto seebandwidthbetween
about450Mb/sand600Mb/satnearl00%CPUutilization.
Modernsystemshatdo betterthanthis useoneor several
of a numberof bandwidth-impr@ing techniquesncluding
jumbo datagram&ndinterruptcoalescing Bottlenecksor
high speedperformanceno longerresidewith the network
infrastructure With moderncommodityhardwaresupport-
ing memory-to-lI0bandwidthsof 480MB/s (3840 Mb/s),
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evenmemoryperformanceés notthelimiting factor In fact,
interrupthandlingandthe resulting CPU utilization is the
major performanceassuein efficient high-speedetworks.

Therehave beenseveral moderatelysuccessfuattempts
at addressingthe new performancebottlenecksin high-
performancédocal areanetwork computing.Thefirst, most-
obvious choice, is to use protocolsmore suitedto high-
speednetworking. Thereare several well-establishegro-
tocolsin theresearcitommunity Of particularinterestare
the protocolsdesignedio bypassthe operatingsystemby
exchangingbuffers directly with userprocessessaving a
memorycopy (from kernelto useraddressspace)and an
interrupt (since the OS doesnot needto be involved in
the transfer). ScheduledTransferdevelopedmary of the
ideasinvolved in OS-Bypassandthe FIO/NGIO consor
tias’ memerinto Infinibandcontinuegheinvestigation.

This projectis anattemptto adaptsomeof the obsena-
tions and goalsof the OS-Bypassrojectsto IP, the com-
modity protocol. SincelP remainsthe mostcommonpro-
tocol within LAN applicationsand certainly in the WAN
world, IP implementationsare incredibly widespreadand
thereforeinherentlyappealing.Changingprotocolsusually
meansmaintainingprotocolstacksseparatelyfor the WAN
(which remainsTCP/IP)andthe LAN andalsorequiresa
greatdeal of re-engineering.Using OS-Bypassdeas,we
soughto implementascalableandefficientway of address-
ing the majorbottleneckin high-speedetworks, while us-
ing IP.

1.2 Bottlenecksin High-Performance Communi-
cation

Thereareseveralsource®f overheadhataffectapplica-
tionsin their useof high-performance&etworks. The most
significantbottlenecksare: interruptprocessingthe result-
ing low availability of processorfor applicationsandstack
overheadthetime spenttrackingeachincomingframe,de-
multiplexing it to the right applicationand deliveringit to
thatapplication). Memory copiesarewidely percevedto
be significant, but are actually less significantin practice



thanmight be expected.

1.2.1 Memory Copy

As network speedsaapproach{andsometimesnatch)com-
modity 10 bus bandwidth, the cost of copying network
framesin memory evenonce,becomesinacceptableMost
IP stacksstill copy memoryatleastonce:betweeruserand
kernelmemory This copy, addedwith the costof the DMA
from the NIC to hostmemory is potentially devastatingto
full utilization of network bandwidth. Any memorycopies
that cannotbe pipelinedwill have a direct impacton the
communicatiorbandwidthobsenedby the application.

Neverthelesscommoditymemory-to-IObandwidthare
increasingirom 120MB/sspeedq33MHz PCI at 32bitsis
approximately120MB/s)to 480MB/sandbeyond,andper
formancepressurdrom a single memorycopy is becom-
ing lessimportant. However, even when memory copies
do not directly impactthe bandwidthseenby applications,
they useresourceqe.g.,the memorybus andthe PCI IO
bus)which may alsoimpactoverall applicationandsystem
performance.

1.2.2 Interrupt Pressue

Interruptpressurehowever, is the mostsignificantconcern
for high-speedethernenetworks. Tablel presentshemin-

imum inter-arrival times for 1500 byte paclets at various
network speeds.The minimum inter-arrival time is calcu-
latedby assuminga constantstreamof 1500byte paclets.
For example theinter-arrival time for a 10Mb/snetwork is

calculatedasfollows:

1500bytesx 8bits/bytex 1useq 10bit = 1200usec

Network Speed| Inter-arrival time

10Mb/s 1200pusec
100Mb/s 120usec
1Gb/s 12 usec
10Gb/s 1.2 usec

Table 1. Minim um Inter-arrival Times for 1500
byte Packets

If the network interfacegeneratesn interruptfor each
1500-bytepaclet, a processomwith a 1Gbh/snetwork inter-
face shouldbe capableof handlingan interruptevery 12
psec.Althoughestimate®f interrupthandlinglateng vary
considerablyand shouldbe measuredn eachsystem,the
PCI 2.1 specificationestimategypical 33MHz latenciesof
10usecto 20usec. Expectedlatencieson 66MHz buses

shouldbelower. Evenanextremelyefficientoperatingsys-
tem cannothopeto manageinterruptsarriving at 12usec,
andthe situationbecomesitterly hopelesgor 10 Gb/snet-
works.

1.2.3 Network ProcessorOverhead

Computersare not merely network nodes. They are com-
putationaldevices designecdto run applications. CPU re-

sourcesthat are expendedon the communicationsnfras-
tructurearenot availablefor useby theapplicationsThisis

particularlyharmfulfor computationatlustersvherenodes
areexpectedbothto communicatathighspeedsndto per

form ausefulamountof computatiorefficiently.

Moreover, it has been obsered that mary high-
performanceapplicationsare more sensitve to variations
in overheadthan variationsin messageassinglateng or
bandwidth. Many lateng/-sensitve applicationsdo exist
and even thoughwe choseto specifically concentrateon
CPUoverheadandutilizationin bandwidth-constrainedp-
plicationsfor this report,we make someobsenationsabout
lateng in the FutureWork section.

2 Current High-PerformancelP Solutions

Themostcommoncurrentstratgiesto easingbottleneck
pressuret TCP/IPareincreasingheframesizefrom 1500
to 9000bytes(jumboframes);coalescingnterruptssothat
eachinboundback-to-backpaclet doesnot generateanin-
terrupt;andzero-copy stackapproachedesignedo reduce
memorycopy overhead.

2.1 Jumbo frames

StandardethernetFramesare 1518bytes,including the
MAC heademlandthe CRCtrailer. Jumboframes supported
by mary Gigabit NIC and switch manufcturers,ncrease
the size of an Ethernetframeto 9000bytes. While jumbo
framesdo relieve bothinterruptlateng andstackprocess-
ing pressuredy allowing largerpacletsacrosshe network
at onetime, the jumbo framesrequire specialroutersand
bothendpointsn atransactioomustbeusingTCP/IPstacks
which allow for jumboframes.

Jumboframesareinadequatgrimarily becauséhey are
not fully inter-operableandthey are not scalable. Jumbo
frameshave to be fragmentedvhentransmittedonto tradi-
tional Ethernetnetworks, which obviously impactsperfor
mance.Finally, andmostimportantly, framesof only 9000
byteswill notcontributesignificantlyto solvingcomparable
problemscreatedoy a 10 Gb/snetwork, whereinter-arrival
timeswill only increasdrom 1.2usto 7.2us.



2.2 Coalescednterrupts

Theuseof algorithmsto reduce(or coalescej)henumber
of interruptsreceived hasbeenextremely successful.The
NIC shouldonly interruptthe hostaftera specifiedamount
of time or a specifiednumberof pacletshave arrived. This
techniquds scalableandinter-operablelt solvesthe prob-
lem of interruptlateng cleanlyandelegantly (andusually
entirelyin firmwareor hardware).

Thereare,however, two significantdisadwantagego in-
terrupt coalescing. The first is that small paclets of a
lateng/-boundapplicationarenot allowedto move directly
throughthe NIC to the IP stackon the host. Instead they
are subjectto being coalescedand lateng/-boundapplica-
tionscanseetheir performancesuffer.

More significantly interruptcoalescingdoesnothingto
reducethe overheadhateachpacletincursin the hostnet-
work stack. The processostill hasto processachpaclet
andthe numberof pacletsis not reduced. So, while in-
terrupt coalescingeduceghe frequeng of interruptsand
thereforethe interrupt processingoverhead, without the
help of someothermethodto reducethe numberof frames
arriving, the host processomvill still have to processtoo
mary frames.This explainswhy jumboframescombineso
well with interruptcoalescing.

2.3 Zero-copy

'Zero-copy’ refersto two distinctideas.Thefirstis elim-
inating copying of network datain the IP stackon the host.
Thisis animportantimprovementandhassignificantlyim-
proved IP stack performanceover the pastseveral years.
Theseconds theideaof eliminatingall copying of network
data,including the final copy from kernelmemoryto user
memory Although this techniquehasbeendemonstrated
successfullyn somecaseszero-copy to userspacehasyet
to be provengenerallyusefulin an operatingsystemstan-
dardrelease.The primary concernis thatthe overheadand
special-casingn the pagecachenecessaryo managethe
transitionbetweenthe two addresspacesnay exceedthe
overheadf a singlememorycopy into a userbuffer.

Even when it is possiblyto eliminateall copies,it is
usually not necessary Although it is importantto re-
ducethe numberof times dataarriving from the network
is copied,truly eliminatingcopiesis only importantwhen
network bandwidthapproachesnemorybandwidth. Mod-
ern 64bit/66MHz PCI busesoffer approximately480MB/s
(3840Mbps)f bandwidthbetween O andmemory almost
four timesasfastasa 1Gb/snetwork.

Zero-copy doesnot relieve interruptlateng pressures,
but it doesdecreasdhe extentto which the speedof the
memorybus is introducedas a bottleneck. Zero-coyy in-
frastructuregof eitherkind) do not fundamentallyresohe

theinterruptarrival time problem,althoughthey doimprove
performancevhencombinedwith jumboframesandinter
rupt coalescing.

While ourresultstake advantageof reducedctopiesin the
Linux IP stack,we do not currentlydeliver datastraightto
userspaceandourwork doesnot extendthe resultsof this
areaof research.

2.4 No Complete Solution

Fundamentally none of thesesolutions addresseshe
problemcausedby hostmemoryand network bandwidths
approachingeachother While eachsolutionprovidesa vi-
ableframeawork for 1 Gb/sadapterson currentPCI (com-
modity 10) bus architecturesthey fail significantly when
consideringl0 Gb/snetwork speedsEvenat 1 Gb/sspeeds
with combinationf all threetechniqueshostsexhibit un-
acceptabhhigh CPUutilization, preventingeffective useof
thehostprocessar

A differentapproachis needed-on¢hat takes seriously
theexistingtrendin network andlO architectureslt is only
by taking advantageof more powerful network hardware
and off-loading someprocessingnto it that we canhope
to effectively addressCPU processingpressurest higher
network speeds.

3 An Alter nate Solution

We proposeendpointfragmentationas a scalablesolu-
tion to relieving bothinterruptpressureandhostprocessor
overheadnducedby high-speedetworking basedon Eth-
ernet. Endpointfragmentationnvolves hostsfragmenting
andreassemblingheir own datagramsln our casethefrag-
mentationwill be off-loadedfrom the host hardware and
implementedn the Network InterfaceCard(NIC).

3.1 Fragmentation’s Sordid Past

Fragmentatiomasbeenvirtually noneistentsinceKent
andMogul [5] identified seriousproblemswith intermedi-
atefragmentatior{whereroutersfragmentpacletstoolarge
for the outgoingMTU of the next link) and proposedpath
MTU discoveryin orderto avoid ary fragmentatiorby in-
termediateroutersbetweentwo endpoints. Endpointfrag-
mentationis the only kind of fragmentatiorallowedin IP
version®6.

Endpointfragmentatiordoesnot sharemostof the dis-
adwantageof intermediatefragmentation. Endpointfrag-
mentationis alreadycommonlyusedby applicationssuch
asNFSthatbenefitfrom largedatagramseingsentandre-
ceived at higherlevels of the protocolstack(in the caseof
NFS becausalisk blocks arethe smallestunit of curreny
for disks).



Moreover, fragmentatiorand reassembhare tasksthat
areextremelywell-suitedfor implementatioron a reason-
ably powerful NIC suchasthe Acenic. They are easyto
separatdérom therestof theIP stack.Thisis accomplished
simply by transparentlyacceptingpaclets larger than the
realMTU of thelink andfragmentingon the card. Almost
no modificationof thedriveris necessary

Othertasks,e.g. TCP’s sliding window protocol, might
be good candidatedor implementatioron the NIC; how-
ever, thelimited resourcesvailable on the NIC make suc-
cessfulimplementatiorof theselessplausible.Fragmenta-
tion andreassemblyere relatively easyto implementon
the NICs but worthwhile becausé¢hey benefita wide range
of applicationgincludingUDP-onlyapplications)andsig-
nificantly offloadthe hostprocessar

We believed that this stratgyy hasthe potentialto per
form extremelywell for large datagramgbothin termsof
bandwidthand CPU utilization) without addinglateng to
smallerones.

3.2 Implementation Overview

Weimplementedndpointfragmentationn thefirmware
of Alteon Acenic 2 NICs. We “misconfigure”the driver to
allow theuseof ahigherMTU thanthelink physicallysup-
ports. The firmwareon the NIC fragmentsthe pacletinto
real MTU sizedframes. On the receving endpoint,if the
NIC hasfirmwarefor reassemblythe pacletis reassembled
and the driver receives a completenon-fragmentediata-
gram(andconsequentha singleinterruptfor amuchlarger
amountof data). If the receving endpointdoesnot have
firmware-assistedeassemblythe receving hosts IP stack
proceedwvith fragmentreassemblyasusual.

Ourcurrentimplementations aquick prototypeandcur-
rently works effectively up to 55000-bytedatagramsvith a
64000-byte*advertisedMTU”, which is very closeto the
64K ceiling allowedby the 16-bitlengthfield in IPv4.

Alteon distributes sourcecodeto the firmware for the
Acenic2 cardsandassuchprovidestheideal environment
to prototypeand measurethe endpointfragmentationar-
chitecture.Furthermorethe cardshave a well-documented
API andavarietyof hardwareassistmechanismgfor MAC
andDMA queuing)which aidedprototypinganddevelop-
ment.Finally, the cardshave sufficientmemory(2MB) and
CPU resourcegqtwo MIPS-4000-corerunning at 88MHz
processorsjo handlefragmentationand reassemblyasks
for asamplemplementation.

As a prototype,our currentimplementationdoeshave
severallimitations. It generateandassumesorward-order
fragmentstwo endpoints(or at leasta very limited num-
berof endpoints—thers little spaceon the cardto storethe
stateof datagrams-in-reassembly)he currentimplemen-
tationalsodoesnot correctlyfragmentfragments Thatis, it

assumeshatevery datagranit getsfrom the hostis acom-
plete datagramand doesnot attemptto presere its frag-
mentationflags and offset. Our implementationalsodoes
not calculateor validatechecksumson the fragmentsthat
it createqalthoughit does,of course,presere the check-
sum of the original datagram). The Acenic firmware al-
readysupportsoff-loadedchecksumsas part of the DMA
of apacletfrom thehostto the NIC. Adding thechecksum
ontoeachfragmenthis shouldbeaneasyadditionthatdoes
not significantlyalter CPU utilization or bandwidth.

3.3 Send

The Acenic API supportsthreekinds of buffers: mini
(100 bytes), regular (1500 bytes plus MAC headerand
checksum—aotal of 1518 bytes)and jumbo (9000 bytes
databytes). We modifiedboth the firmwareandthe Linux
driverto allow jumbobuffersof upto 64000databytes.The
driver sendsthe firmware a paclet by filling a buffer with
data(the first 34 bytesof which arethe MAC headerand
the IP Header)andthencreatinga jumbo buffer descriptor
to the sendring and signalling the firmware (by updating
theproducelindex).

The firmware DMAs the buffer descriptoras usual.
Whenthefirmwareis readyto DMA thedatabuffer pointed
to by thedescriptorit initiatesDMAs of nomorethan1480
bytes (1514 minus MAC headerand IP header) modifies
the IP header(settingthe MF bit, offsetandlengthasap-
propriate)and enqueueshe datagranto the MAC engine.
This processs repeatedintil theentiredatagranis sent.

For simplicity, in our prototype we do notcurrentlyhan-
dle fragmentsfrom the driver (paclets greaterthan 64000
bytesthat get fragmentedn the kernel),we do not calcu-
latenorvalidatechecksumsandwe send(andareonly able
to reassemblefragmentdn forwardorder Theinability to
handlefragmentsn the firmwarecanbe addressety scal-
ing thejumbobuffer sizeslightly higherto 64K (in thiscase,
thestackwill nevergeneratéragments) Checksumshould
becalculatedatthefirmwarelevel aswell. Thisis supported
by the firmwarebut hassimply not beenintegratedinto our
existing prototype.

We do not believe that sendingfragments(or reassem-
bling them)in reverseorderwill offer any advantagedor
our implementation.The main advantageof reverse-order
fragmentations thatthefirst fragmentrecevedcontainsall
of theinformationnecessaryo allocatea buffer to receve
theentiredatagran(frag offset+ lengthof thethelastfrag-
mentis the total lengthof thereassembledatagram).This
is not an advantagefor our implementatiorsincethe host
alwaysallocatesbuffers of the size of the adwertisedMTU
(64000bytesin our implementationyegardlesof the size
of theactualreceveddatagrams.



3.3.1 Performance

The challengefor the currentsendimplementationwasto

keepthe MAC queuefull. In orderto do this, we found it

necessaryo useacarefulbalancingof DMAs (bringingthe
fragmentsover into transmitbuffers) and memory copies
(copying the headetto eachtransmitbuffer to be modified
with the correctoffset). The Tigon |l chipsetonthe Acenic
NICsis known for having arobustbut fairly slov DMA en-
gine. In particular the DMA enginealwaystakes at least
5usecto starta DMA. This madeit difficult for our imple-
mentatiorto achieve goodbandwidthatlow messagsizes,
sincewe hadto wait for thefirst DMA to completein order
to getthefull header

3.4 Receve

Thedriver maintainsaring of jumbo receve buffers (of
64000bytesin our prototype)andthe firmwarewill DMA
over adescriptorfor a buffer asit needsone. Thefirmware
maintainsa list of pacletsin_reassemblythe list contains
informationnecessaryo matchnew fragmentsto partially
reassembledlatagrams. Currently demultipleing of in-
boundfragmentds accomplishedolelyvia thelP ID field,
whichworkswell for two-nodesut will notgeneralizeDe-
multiplexing shouldbe extendedto a hashof sourcelP and
thelP ID attheveryleast.

As fragmentsarrive, they arematchedagainsthe pack-
etsin_reassemblylist, and immediately transferred, via
DMA, to the buffer in hostmemorycorrespondingo the
appropriatebuffer descriptor Currently the methodto find
amatchingentryin thelist is alinear search(with a cache
of one—the lastfragmentreceved). For two nodes this is
notanareaworth optimizing,butin orderto efficiently sup-
port multiple endpointsthis shouldbere-implementedsa
hash.

Currently if an out-of-orderor reverse-ordefragment
arrives, the firmware discardsthe paclet. We feel justi-
fied by earlierresearcH1] of fragmentatioron LANs and
WANSs thatout-of-orderfragmentswill notoccuronaLAN
(andprobablynotonany commonwWAN either).Whenout-
of-orderfragmentoccur, thepacletwill timeout. Reverse-
orderfragmentationis likely (mary OSesfragmentin re-
verseorderby defaultin orderto attainsomeof the advan-
tagespreviously mentioned)andreverse-ordereassembly
will needto beaddedo our firmwarein thefuture.

4 Methodology

We usedanunmodifiedcopy of netperf2.1pl3obtained
from http://www.netperf.ogto measureinidirectionalUDP
streamingbandwidth. We chosenetperfas a testingplat-
form becauselatafrom netperfarefrequentlycitedby other

high-performanceprojects. Additionally, amongnetwork
performanceneasuremerpackagesnetperfis one of few
to have a reasonabldJDP implementation. Netperf only
reportsthe UDP bandwidthactually receved, providing a
reliablemeansf measurindbandwidthfor anotherwiseun-
reliableprotocol.

We configured two 933 MHz, Linux 2.4.0(release)
senerswith version0.49 of JesSorensors Acenic driver
(patchedonly to supporttracedumps) The machinesvere
connectedy a cross-wer fiber cable(with no switch). To
testthe unmodifiedfirmware, we configuredthe interfaces
with MTUs of 1500and9000bytesrespectiely. In orderto
testourfirmware,we configuredheinterfacewith anMTU
of 64000bytes,and configuredthe underlyingfirmwareto
useanactualMTU first of 1.5K andthen9K.

4.1 Why UDP?

Most high-performancaetworking projectsreportTCP
bandwidthsrather than UDP bandwidths. By reporting
UDP bandwidthswe understandhatit may be difficult to
compareour resultsto thoseof otherprojects.We intendto
report TCP bandwidthand CPU utilization numbersin the
future, but the TCP implementationwill requiremodifica-
tionsin orderto fully take advantageof ourimplementation.
Specifically any TCP implementationusing our method-
ology will have to be using large-windav extensions[2],
andwill have to be modifiedto correctly handlewindow-
scaling,back-of andPathMTU discoveryto take advantage
of largedatagransizes.Thesemodificationsarebeyondthe
scopeof thisreportbut shouldbeinterestingfuture work.

5 Results

Using our modified firmware, we were ableto measure
maximumUDP receve bandwidthsomparabléo the max-
imum UDP receve bandwidthattainedunderunmodified
firmware included with the Linux 2.4 kernel driver (see
Figures1 and?2). For 1.5K MTUs our modified firmware
reachedandwidthsof over 800Mb/sandremainedwithin
10% of the bandwidth demonstratedhy the unmodified
firmware.For 9K MTUs bothimplementationslemonstrate
peakbandwidthsof 993 Mb/s. Our firmware matchedthe
performancef the unmodifiedfirmwareuntil performance
declinedsomevhatabose 45K messagsizes.

More importantly our modified firmware provided a
substantiakreductionin CPU utilization over the unmodi-
fied firmware (seeFigures3 and4). CPU utilization was
reducedy approximatelyd5%for 1.5K MTU andapproxi-
mately30%for 9K MTU. Peakreceve CPU utilizationwas
reducedfrom 98% to 53% for 1.5K datagramsand from
88%to 75% for 9K datagrams.The unmodifiedfirmware
hit peak CPU utilization at a messagesize of 9200. Our
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firmwarehit peakCPU utilization at a messageize of ap-
proximately 5000. CPU utilization for our firmware de-
clined to belon 50% as messagesizesincreased. CPU
utilization for the unmodifiedfirmware remainedbetween
70%and80%asmessagsizesincreased.

6 Analysis
6.1 Bandwidth

In examining Figure 1 there are two distinct inverted
spikesin the endpointiragmentatiorbandwidthresults.We
believethatthesearecausedy abugin oursendmplemen-
tation. Notice that thereis a correspondingnvertedspike
on the CPU utilization shawvn in Figure4, which indicates
thatthereceveris idle at this point. Theseanomalieshave
beenboundedwithin a 10-byterangeandwould befixedin
arobustimplementation.

The bandwidthbottleneckin our implementatiorof the
firmwareis dueto the wait for the completionof the first
DMA. The first fragmentcontainsthe headerfor the en-
tire datagram,which is usedas the basisfor the header
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Figure 3. CPU Utilization for UDP Receive with
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Figure 4. CPU Utilization for UDP Receive with
9000 byte MTU

for eachof thefollowing fragments Both implementations
of the firmware exhibit relatively unstablebandwidthsun-

til reachingmessagesizesof at least9K. We believe that

the differencebetweenour endpointfragmentationband-

width and the unmodifiedfirmware is due to our relative

inexperiencewith the firmware and API. We noticedthat

very small changesn the firmware resultedin significant
changesén performanceWe will continueto considemways

to matchperformancdor smallmessagsizeswithout sac-

rificing scalabilityatlargermessagsizes.

As with the bandwidthfor 1.5K MTUs, the bandwidth
for 9K MTUs is unstablebelon 9K messagsizes(seeFig-
ure2). Theonly otherinterestingfeatureof the bandwidth
curve for our endpointfragmentations the lossof perfor
mancewhen messagesizesexceed45K. This is probably
theresultof aresourcdimitation ontheNIC or in thedriver
configurationandmightbeavoidedwith eithermoremem-
ory available for receive buffers or more carefulmanage-
mentof memoryin ourimplementationWe arecontinuing
to investigatethis phenomenon.



6.2 ProcessorOverhead

The substantiatlecreasén CPU utilization providedby
ourimplementations very encouragingFor messagsizes
largerthan5K bytes,the CPU utilization for 1.5K MTUs is
consistenthybelon 50% (seeFigure3). Noticethatthe CPU
utilization for theunmodifiedirmwarecontinuesncreasing
overthe samerange.

In examiningFigure4, noticethatthe CPUutilization for
the fragmentatiorfirmware at 9K MTUs declinessteadily
from over 60% at 10K messagsizesto under50% at 55K
messagsizes.This reductioncorrespondso the slight de-
cline in bandwidththat our implementationdemonstrates
overthesamerange.Thisappearso bea clearcaseof trad-
ing bandwidthfor CPU capacityanddoesnotrepresenand
independentrendof reducedCPU utilization.

7 Recommendations

In orderto seriouslypursuefurther off-loading network
processingrrom the host CPU, more powerful NICs are
needed.In particular substantiallymore RAM, fasterpro-
cessorsaand more sophisticatedMA engines.In our im-
plementation,additional RAM could be usedto to store
a larger list of datagramsn the processof reassemblyas
would be requiredfor a robustimplementation.More gen-
erally, significantlymoreRAM wouldbeneededo consider
storingthe staterequiredby TCP or ary otherconnection-
orientedprotocol. (Note that TCP and other connection-
orientedprotocolsstill benefitfrom off-loading fragmenta-
tion andreassemblychecksummingndmary othertasks
totheNIC).

Oneof the mostdifficult aspectof developingefficient
firmwareimplementatiorfor the Acenicis ensuringhatthe
MAC queusis alwaysfull andis neverwaitingonNIC pro-
cessorcomputationsThis taskwould be considerablyeas-
ier with fasterandmorepowerful processorsThework that
needgo bedoneby theNIC CPUto implementfragmenta-
tion andreassemblys minimal. Neverthelesscomputation
hadto beimplementedvith carein orderto avoid starving
theMA C queue.This problemwould becomeuntenabldor
ary protocolrequiringmoreprocessing.

Finally, as we off-load more sophisticatedasks onto
NICs, we will needa richer ervironmentfor controlling
transfersbetweenhostand NIC memory Our implemen-
tation would have greatly benefittedfrom greatercontrol
of the DMA channel,including: control over start-up of
the channelcompletionnotification,thresholdcontrol,and
finer grainedpriorities for requests.Somethingsimilar to
SCSIstaggedqueuingwould have beenhelpful in ourim-
plementation.

8 Future Work
8.1 Checksum

Our currentimplementationdoesnot computeor ver
ify checksum®nthegeneratedragmentgalthoughit does
presere checksum®n the original datagram).To be more
specific,in all of ourresults theoperatingsystencalculated
checksumn eachlP datagrambut in our firmware, we
do not re-calculatechecksumdor eachfragmentor verify
the correctchecksunon therecever. While this approach
is reasonabldor testinga prototypeon a reliable network,
calculatingand validating checksumswill be requiredfor
interoperability Giventhe factthatour resultsindicatethat
our performanceis sendefconstrainedwe expectit will
be challengingto maintainthe reportedperformancewhile
computingchecksum®n all outgoingfragments.

8.2 Latency

Ourimplementatiorshouldbeableto deliverhighly pre-
dictable, lower latenciesfor small datagramsvhen com-
paredto the interrupt coalescingstratgly usedin the un-
modified firmware. We are measuringlatenciesto verify
thatourimplementatiormeetsheseexpectations.

8.3 TCP

Themostimportant,but mostchallengingareaof future
work involves TCP. We needto identify an API between
the driver andthe firmwareto communicatenvindow scal-
ing and congestioravoidancebehavior. Gettinghigh TCP
bandwidthwith low CPUutilizationwould provide substan-
tial validationof this approactto high-performancéP.
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