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Abstract

Clusters built from commodityhardware and software
haveseveral advantagesover more traditional supercom-
puters. Commodityclusters are cheapandubiquitous,and
so they are easierto design,programandmaintain. How-
ever, evenashigh-speednetworksreach 10Gb/sspeedsand
moderncomputerarchitecturesreach past1Ghz,new com-
modityclusters arenot ableto harnessthis power.

Oneof the bottlenecks to high-performancecomputing
usingcommodityhardware andprotocolsis interrupt pres-
sure. We examineseveral methodsusedto relieveinterrupt
pressure in practiceand proposea new solution, offload-
ing IP fragmentationandreassemblyontoa networkinter-
facecard (NIC). Our proposedsolution providesthe per-
formancegainsof lowercommunicationoverheadandhigh
bandwidthwithoutsacrificingtheadvantagesof usingcom-
modityhardwareandprotocols.

1 Intr oduction

On commodityhardware, 100 Mb/s Ethernetadapters
are capableof near line-rate TCP/IP performance(90%)
with low CPUutilization (15-20%).Projectingthis perfor-
manceout to Gigabit speeds,we canexpect to seeband-
width betweenabout450Mb/s and600Mb/s at near100%
CPUutilization. Bottlenecksto highspeedperformanceno
longer residewith the network infrastructure. With mod-
ern commodityhardwaresupportingmemory-to-IOband-
widths of 480MB/s (3840 Mb/s), even memory perfor-
manceis not the limiting factor. In fact, interrupthandling
andtheresultingCPUutilization is themajorperformance
issuein efficienthigh-speednetworks.

Therehave beenseveralmoderatelysuccessfulattempts

at addressingthe new performancebottlenecksin high-
performancelocalareanetwork computing.Thefirst,most-
obvious choice, is to use protocolsmore suited to high-
speednetworking, and there are several well-established
protocolsin theresearchcommunity. However, sinceIP re-
mainsthemostcommonprotocolwithin LAN applications
and certainly in the WAN world, IP implementationsare
widespreadand thereforeinherentlyappealing. Changing
protocolsmeansmaintainingprotocolstacksseparatelyfor
the WAN (which remainsTCP/IP)and the LAN andalso
requiresagreatdealof re-engineering.Wesoughtto imple-
menta scalableandefficient way of addressingthe major
bottleneckin high-speednetworks, while still maintaining
all of theadvantagesof a commodityprotocol.

1.1 Interrupt Pressure

Interrupt pressureis the most significant concernfor
high-speedEthernetnetworks, yet it is largely overlooked
asaperformancebottleneck.Table1 presentstheminimum
inter-arrival timesfor 1500bytepacketsat variousnetwork
speeds.Theminimuminter-arrival time is calculatedby as-
suminga constantstreamof 1500bytepackets. For exam-
ple,theinter-arrival timefor a10Mb/snetwork is calculated
asfollows:

�������
bytes ��� bits/byte � �
	

sec� ��� bit 
 ��������	
sec

If the network interfacegeneratesan interrupt for each
1500-bytepacket, a processorwith a 1Gb/snetwork inter-
faceshouldbe capableof handlingan interrupt every 12	

sec.Althoughestimatesof interrupthandlinglatency vary
considerablyandshouldbe measuredon eachsystem,the
PCI 2.1 specificationestimatestypical 33MHz latenciesof
10
	

sec to 20
	

sec. Expectedlatencieson 66MHz buses

1



Network Speed Inter-arrival time
10Mb/s 1200

	
sec

100Mb/s 120
	

sec
1 Gb/s 12

	
sec

10Gb/s 1.2
	

sec

Table 1. Minim um Inter -arriv al Times for 1500
byte Packets

shouldbelower. Evenanextremelyefficientoperatingsys-
tem cannothopeto manageinterruptsarriving at 12

	
sec,

andthesituationbecomesutterly hopelessfor 10 Gb/snet-
works.

1.2 PerformanceMetrics

Theprimaryperformancecharacteristicwemustaddress
is lowering communicationoverheadon the host proces-
sorasall high-performancecomputingis linearly sensitive
to increasesin CPU overhead.[5] Traditionally, however,
bandwidthhas beenthe measureof successin network-
ing andwe mustcertainlymaintaincompetitive bandwidth
sincedecreasingcommunicationoverheadby simply de-
creasingthe amountof communicationdoesnot reflect a
systemicimprovement.A truemeasureof thisperformance
is effectiveutilizationwhich is calculatedby dividing band-
width by CPUutilization. We hopeto achievea high effec-
tive utilization which meansthat we aregainingthe most
bandwidthfrom the leastamountof CPU utilization. As
welowercommunicationoverheadandmaintainhighband-
width, our effectiveutilization will increase.

Any methodfor relieving interruptpressuremustalsoal-
low for application-levelflexibility of protocols,messaging
stylesor performanceneeds. Someapplicationsneedcon-
sistentlatency (low jitter) for synchronization.Ontheother
hand,someapplicationswill be lesssensitive to latencies
thanto bulk dataflow. Also,differenthigh-performanceap-
plicationsmay needdifferenthigh-level protocols.MPI is
typically implementedon TCPwhereasmany multi-media
applicationsuse UDP. Applications and applicationpro-
grammersmusthave the flexibility to emphasizetheir dif-
ferentneeds.

Additionally, we mustbe awareof the performancead-
vantagesassociatedwith commodityprotocolslike IP. We
expectthatby usingcommodityprotocolswe will increase
our interoperability. Interoperabilityis not a binary mea-
surement. The high-performancecomputingcommunity
maychooseaprotocolthatis fully compliantwith respectto
IP andcantake advantageof IP routing,but which is only
partially interoperablewith respectto TCP. For example,
sucha protocolmight take advantageof TCP’s reliability

without implementingthecongestioncontrolnecessaryfor
protocolcompleteness.Researchersmaychooseatrade-off
with respectto compliance,completenessor globalinterop-
erability.

Practically, themostimportantperformancemetricin in-
dustry is resourceusage. Here we want to decreasethe
amountof timeneededto performlargecalculations,but we
alsowantto minimizecost. Commodityprotocolsdecrease
resourceconsumptionin termsof power, space,hardware,
software,training, programmingandmaintenance.As we
make tradeoffs for betterperformancein other areas,we
mayloseperformancewith respectto cost.

In thenext sectionweusethesemetricsto comparethree
approachesto reducinginterrupt pressure:interrupt coa-
lescing,jumboframes,andend-pointfragmentation.In the
final sectionwe discussotherapproachesto offloadingad-
ditional communicationprocessingontotheNIC.

2 ReducingInterrupt Pressures

2.1 Interrupt Coalescing

We haveseveraloptionsfor reducinginterruptpressures
due to communication.Most conservatively, we cancoa-
lesceinterrupts. The useof algorithmsto reduce(or co-
alesce)the numberof interruptshasbeenwidespread.In
thisapproach,thereceiving NIC only interruptsthehostaf-
ter a specifiedamountof time or numberof arriving pack-
ets. As we seein Figure1, while effective utilization in-
creasesslightly with interruptcoalescing,theamountis not
significant.In fact,improperadjustmentof theinterruptco-
alescingalgorithm can have detrimentaleffects. Another
significantdisadvantageis that small packetsof a latency-
boundapplicationarenot allowedto movedirectly through
theNIC to theIP stackonthehost.Instead,they aresubject
to beingcoalescedandlatency-boundapplicationscansee
their performancesuffer so the application-level flexibility
is severelycompromised.

Interrupt coalescingis scalableand interoperable. It
solves the problemof interrupt pressurecleanly and ele-
gantly. However, reducingthenumberof interruptsbyhold-
ing messagesfor ashorttimedoesnotsignificantlyincrease
the effective utilization of the host processor. While this
techniquedoesmaintainbandwidthandinteroperabilityand
is inexpensive,its greatestdisadvantageis thehighvariance
in latency which leadsto a significantlossin flexibility of
theapplication.Theseresultsaresummarizedin Table2.

2.2 Jumbo Frames

StandardEthernetFramesare1518bytes,including the
MAC headerandtheCRCtrailer. Jumboframes,supported
by many Gigabit NIC andswitch manufacturers,increase
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Figure 1. Effective utilization using no inter -
rupt coalescing, default interrupt coalescing
and extreme interrupt coalescing

PerformanceMetrics InterruptCoalescing
increasedeffectiveutilization fair
application-level flexibility poor
interoperability good
cost good

Table 2. Performance parameter s for Interrupt
Coalescing

the sizeof an Ethernetframeto 9018bytes. This reduces
the numberof packetsnecessaryto transporta large mes-
sageandtherebyreducesthenumberof interruptsat there-
ceiving andtransportinghosts.Figure2 shows that jumbo
framesdo relieve both interruptinter-arrival andstackpro-
cessingpressuresandtherebyincreasetheeffectiveutiliza-
tion of thehostprocessor.

Using jumbo frames increaseseffective utilization in
high-performancecomputingnodes. Unfortunately, this
methodrequiresspecialroutersandspecialTCP/IPstacks.
This needdecreasesinteroperabilityandseverelyincreases
costs.Finally, framesof only 9000byteswill notcontribute
significantly to solving comparableproblemscreatedby a
10 Gb/s network, where inter-arrival times will only in-
creasefrom 1.2

	
s to 7.2

	
s andthe bottleneckwill return.

Jumboframesareinadequateprimarily becausethey arenot
fully interoperable(and thereforecostly) and they arenot
scalable.Theseresultsaresummarizedin Table3.

2.3 Offload Communication Work onto the Net-
work Interface Card

More and more work is being offloadedonto network
interfacecards[NICs], even in the commodity world of
TCP/IPover Ethernet. Oneof the mostsuccessfulexam-
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Figure 2. Effective utilization for 1500 byte
Ethernet frames and 9000 byte Ethernet
frames

PerformanceMetrics JumboFrames
increasedeffectiveutilization fair
application-level flexibility good
interoperability poor
cost poor

Table 3. Performance parameter s for Jumbo
Frames

plesof offloadingcommunicationprocessingiscryptohard-
wareacceleratorswhichhavemadevirtual privatenetworks
(VPN) feasible.While a greatdealof thework is offloaded
directly into hardware(e.g.FPGA’s),cardsliketheMyrinet
NICs provideextensivecomputingresourcesanda rich de-
velopmentenvironment. Offloadingwork onto the NIC is
a powerful methodto decreaseCPU utilization on com-
pute nodes,but thereis always the pressuresof available
resourceson theNIC versuspriceperNIC.

Certainly, MAC assist,cyclic redundancy checks,and
checksummingare the most common parts of the the
TCP/IPprotocolstackto be moved to the NIC, but many
otherelementsof TCP/IP arebeingmigratedoff the host
processor. For example,interruptcoalescinghasbeensuc-
cessfullydeployedin hardwareandrecentlyresearchersand
companieshavebeenoffloadingtheentireTCP/IPprotocol
stackontohardware.We seethetrade-offs from offloading
someof theIP stackontotheNIC versusoffloadingall of it
ontotheNIC.

2.3.1 Offloading IP Fragmentation and Reassembly

Fragmentationhas beenvirtually nonexistent since Kent
andMogul [3] identifiedseriousproblemswith intermedi-
atefragmentation(whereroutersfragmentpacketstoolarge
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for the outgoingMTU of the next link) andproposedpath
MTU discovery in orderto avoid any fragmentationby in-
termediateroutersbetweentwo endpoints.Endpointfrag-
mentationis the only kind of fragmentationallowed in IP
version6.

Endpointfragmentationdoesnot sharemostof the dis-
advantagesof intermediatefragmentation.Endpointfrag-
mentationis alreadycommonlyusedby applicationssuch
as NFS that benefit from large datagramsbeing sentand
received at higher levels of the protocolstack(in the case
of NFS becausedisk blocks are the smallestunit of cur-
rency for disks). Moreover, fragmentationandreassembly
aretasksthatareextremelywell-suitedfor implementation
onareasonablypowerful NIC suchastheAcenic.They are
easyto separatefrom the restof the IP stack. This is ac-
complishedby transparentlyacceptingpacketslarger than
therealMTU of the link andfragmentingon thecard. Al-
mostno modificationof thedriver is necessary.

Figure 3 shows that offloading fragmentationand re-
assemblyonto the NIC significantly increasesthe effec-
tive utilization of the host. Effective utilization increased
becausethis methodmaintainedbandwidthswithin about
10% of bandwidthsusing a 1500 byte MTU but reduced
the amountof time the hostspentprocessingcommunica-
tion by about50%. In fact, offloadingfragementationand
reassemblywasmore successfulin relieving the interrupt
pressurebottleneckthanthe useof interruptcoalescingor
jumboframes.
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Figure 3. Effective utilization for unmodified
firmware at 1500 byte MTU and offloaded frag-
mentation with driver MTU of 32000 bytes

We wereableto implementfragmentationandreassem-
bly on the NIC to demonstratethat it is possibleto dras-
tically impact the performanceof a commodity protocol
without significantlycompromisingits advantages[2]. Of-
floadinga smallpartof theprotocolled to a successfulre-
lieving of interruptpressurewhile maintainingbandwidth,
flexibility , interoperabilityand cost. Table 4 summarizes

theseresults.

PerformanceMetrics OffloadedFragmentation
increasedeffectiveutilization good
application-level flexibility good
interoperability good
cost good

Table 4. Performance parameter s for Of-
floaded Fragmentation and Reassemb ly

3 Discussion

3.1 Can WeDo Better?

Sinceoffloadingasmallpartof theTCP/IPprotocolonto
a NIC is so successful,we naturally wonderwhetherof-
floadingmore of the TCP/IPstackwould prove evenmore
beneficial.In fact,thetrendhasbeentowardoffloadingall
of theTCP/IPstackontotheNIC. However, thereareseri-
ouslimitations in offloadingthe entirestack. Applications
canno longerchosewhich protocol to use(TCP or UDP)
asonly TCP givesany performanceadvantages.Also, ap-
plicationscannotaffect policy decisionsat the TCP level.
Thesedecisionsrangefrom congestioncontrolstrategiesto
the useof fast retransmitsor selective acknowledgments.
Additionally, TCPis currentlyverydynamicandthereis no
way to updatetheTCPstackto accountfor changesto the
protocol which will drasticallyaffect interoperability. Fi-
nally, power consumptionhasbecomea very real part of
thecostof a systemandthehardwareandpowernecessary
for suchsophisticatedNICscanbecomeprohibitive.

Table5 showsthatwhile wedefinitelygetaperformance
advantage[1], we losetheadvantagesof commodityproto-
cols.

PerformanceMetrics OffloadedTCP/IP
increasedeffectiveutilization good
application-level flexibility poor
interoperability fair
cost poor

Table 5. Performance parameter s for Of-
floaded TCP/IP

3.2 Summary

Usingtheinterruptcoalescingmethodfor relieving inter-
rupt pressurerequiredthat small messageswait to be pro-
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cessed.Becauseoffloadedfragmentationand reassembly
assumesanMTU of up to 32000bytes,smallmessagesare
unaffectedby themethod.Offloadingleadsto a largerper-
formancegainthaninterruptcoalescingandalsomaintains
application-level flexibility by not interfering with small
messages.

The jumbo framesmethodfor relieving interruptpres-
sure required special IP routers that allowed 9000 byte
frames. Becauseoffloadedfragmentationand reassembly
assumesa wire MTU of 1500bytes,no specialroutersare
needed.This not only makesthis methodmoreinteroper-
able,but it also makes the infrastructurerequiredfor this
methodmuchcheaper.

Finally, while offloadingthe TCP/IPstackprovidesthe
sameperformanceadvantagesof offloadingfragmentation
andreassembly, the cost in lossof flexibility andresource
usageis high. As TCP and IP continueto evolve, NICs
with currentimplementationsof TCPandIP ”hard-coded”
in siliconmayquickly becomeobsolete.

Offloading IP fragmentationand reassemblyincreases
theeffective utilization of a hostprocessorby reducingin-
terruptswhile maintaininghigh bandwidth. Furthermore,
this methodallows for applicationflexibility by not impos-
ing latency restrictionandremainsfully interoperablewith
low resourceusage.As weseein Table6, offloadinga por-
tion of theIP protocolprovesto bethebestcurrentsolution.

Performance Interrupt Jumbo Offload Offload
Metrics Coal Frames Frag TCP
utilization fair fair good good
flexibility poor good good poor
interoperability good poor good poor
low cost good poor good poor

Table 6. Performance Metrics for All Solutions

3.3 What’ s Next?

We have foundthatoffloadingsomeimplementationas-
pectsof the TCP/IPstackwill lower communicationover-
headandtherebyincreaseperformancewithout sacrificing
the advantagesthat commodityprotocolsoffer. The next
questionis whetherwe have chosenthemosteffective part
of thestackto offload. Thereareseveralotherchoicesthat
do not affect policy choicesandmight give increasedper-
formance.If thereis a way to cleanlysplit theTCPandIP
stacks,canwe get betterperformanceby offloadingall of
theIP stackandstill not loseflexibility? Thereis no clean
modularity in TCP/IPstackstodayso thereis no obvious
wayto split theIP andTCPstacks.Also, thereis nomethod

for maintainingthezero-copy efficiency within thestacksif
wesplit themin this manner.

We canalsochoseto continuethetrendtowardoffload-
ing all of the TCP/IP stacksand perhapsmove back into
therealmof communicationco-processors.We canpoten-
tially gainthe increasedbandwidthandlower communica-
tion overheadon the host processorthat we seewith of-
floadedTCP/IPbut commodityprocessorsarecheaperand
moreflexible thanintelligentNICs. In orderfor this to bea
feasiblesolution,we needmorelightweightoperatingsys-
temsandmoreflexible schedulersandmemorysystems.

Finally, the mostpromisingaspectof the TCP/IPstack
to offload may be the congestioncontrol mechanismin
TCP. This allows for all dataflow managementto be of-
floadedso the hostcanconcentrateon the data. This also
could leadto a separationof headersanddataat the NIC
which would allow for operation-bypassmechanismsto be
implemented[4]. Herewearereachingtowardatrade-off of
interoperabilityfor thechanceto getaroundthefundamen-
tal limitation of commodityprotocols.TCPandIP assume
memorymanagement.Wehaveremovedtheinterruptpres-
surebottleneck,but the memory-copy bottleneckstill re-
mains.Theprotocolitself assumesthatwe mustcopy once
from systemspaceinto applicationspaceandthis memory
copy is our final bottleneckandin orderto getaroundit we
mustsacrificeinteroperability.
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