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Abstract

We presert a censorshipresistart peer-to-peer Content
Addressable Network for accessingn data items in a
network of n nodes. Each searh for a data item in
the network takes O(logn) time and requires at most
O(log? n) messagesOur network is censorshipresistart
in the sensethat even after adversarial removal of an
arbitrarily large constart fraction of the nodesin the
network, all but an arbitrarily small fraction of the
remaining nodescan obtain all but an arbitrarily small
fraction of the original data items. The network can be
created in a fully distributed fashion. It requires only
O(log n) memory in eac node. We alsogive a variant of
our schemethat hasthe property that it is highly spam
resistart: an adversary can take over complete cortrol
of a constart fraction of the nodesin the network and
yet will still be unable to generatespam.

1 Intro duction

Web cortent is under attack by state and corporate
e®ortsto censorit, for political and commercialreasons
([7, 18, 16]).

Peer-to-peer networks are considered more robust
against censorship than standard web seners ([19]).
Howewer, while it is true that many suggestedpeer-
to-peer architectures are fairly robust against random
faults, the censorscan attack carefully chosen weak
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points in the system. For example, the Napster ([28])
“le sharing systemhasbeene®ectiely dismenbered by
legal attacks on the certral server. Additionally, the
Gnutella ([27]) Te sharing system, while speci cally
designedto avoid the vulnerability of a certral sener,
is highly vulnerable to attack by removing a very small
number of carefully chosennodes ([24)).

A signi cant performance problem with Gnutella
is that it requires up to O(n) messagedor a searth
(seardh is performed via a general broadcast), this has
e®ectiely limited the sizeof Gnutella networks to about
1000 nodes ([6]).

A more principled approad than the certralized ap-
proach taken by Napster or the broadcastseard mecda-
nism of Gnutella is the useof a content addressablenet-
work ([23]). A content addressablenetwork is de ned
as a distributed, scalable,indexing scheme for peer-to-
peer networks. Plaxton, Rajaram and Richa ([22]) give
a schemeto implement a context addressablenetwork
(prior to its de nition) in awebcadeenvironment. The
content addressablenetwork scheme of ([22]), as mod-
i ed in ([29]), has beenused in implemertations suc
as Oceanstore([11]). Subsequenh content addressable
networks have been suggestedin ([23, 26, 29]). These
papers seekto improve upon ([22]) in adding fault resis-
tance and load balancing mecanisms. Howewer, while
these schemesare robust to a large number of random
faults, none of these schemesare robust against adver-
sarial faults.

1.1 Resistance to Adv ersarial Node Deletion
We present a content addressablenetwork with n nodes
usedto store n distinct data items®. As far aswe know
this is the “rst such schemeof its kind. The schemeis
robust to adversarial deletion of up to? half of the nodes
in the network and hasthe following properties:

TFor simplicit y, we've assumed that the number of items and
the number of nodes is equal. However, for any n nodes and
m , n data items, our scheme will work, where the search time
remains O(log n), the number of messagesremains O(log? n), and
the storage requirements are O(log n £ m=n) per node.

2For simplicit y, we give the proofs with this constant equal to
1=2. However we can easily modify the scheme to work for any
constant lessthan 1. This would change the constants involved
in storage, search time, and messagessert, by a constant factor.



1. With high probability, all but an arbitrarily small
fraction of the nodescan nd all but an arbitrarily
small fraction of the data items.

2. Seart takes(parallel) time O(logn).
3. Seart requires O(log? n) messagesn total.
4. Every node requires O(log n) storage.

As stated above, in the context of state or corporate
attempts at censorship,it seemsreasonableto consider
adversarial attacks rather than random deletion. Our
schemeis a content addressablenetwork that is robust
against adversarial deletion.

We remark that sudch a network is clearly resilient
to having up to 1/2 of the nodesremoved at random, (in
actuality, its random removal resiliency is much better).
We further remark that if nodescomeup and down over
time, our network will continue to operate as required
solong as at least n=2 of the nodesare alive.

1.2 Spam Resistance Another problem with peer-
to-peer networks has been that of spamming ([5, 6]).
Because the data items reside in the nodes of the
network, and pass through nodes while in transit, it
is possiblefor nodesto invert alternativ e data and pass
it on asthough it wasthe sough after data item.

We now describe a spam resistart variant of our
content addressablenetwork. To the best of our knowl-
edgethis is the rst such schemeof its kind. As before,
assumen nodes used to store n distinct data items.
The adversary may chooseup to someconstart ¢ < 1=2
fraction of the nodesin the network. Thesenodesunder
adversary control may be deleted, or they may collude
and transmit arbitrary false versionsof the data item,
nonetheless:

1. With high probability, all but an arbitrarily small
fraction of the nodeswill be able to obtain all but
an arbitrarily small fraction of the true data items.
To clarify this point, the seard will not result in
multiple items, one of which is the correct item.
The seard will result in oneunequivocal true item.

2. Seardt takes(parallel) time O(log n).
3. Seard requires O(log® n) messagesn total.
4. Every node requires O(log? n) storage.

The rest of our paper is structured as follows. We
review related work in Section2. We give the algorithm
for creation of our robust content addressablenetwork,
the searh mechanism, and properties of the content ad-
dressablenetwork in Section 3. The proof of our main

theorem, Theorem 3.1, is given in Section4. In Section
5 we sketch the modi cations required in the algorithms

and the proofsto obtain spamresistance,the main the-

oremwith regardto spamresistart content addressable
networks is Theorem 5.1. We conclude and give direc-

tions for future work in Section 6. Acknowledgemerts

arein section7.

2 Related Work

2.1 Peer-to-p eer Networks (not Content Ad-

dressable) Peer-to-peer networks are a relatively re-
cent and quickly growing phenomena. The average
number of Gnutella usersin any givenday is no lessthan
10; 000 and may range as high as 30; 000 ([6]). Napster
software hasbeendownloadedby 50 million users([23]).

Pandurangam, Raghavan, and Upfal ([20]) address
the problem of maintaining a connectednetwork under
a probabilistic model of node arrival and departure.
They do not deal with the question of searding within
the network. They give a protocol which maintains
a network on n nodes with diameter O(logn). The
protocol requires constart memory per node and a
certral hub with constart memory with which all nodes
can connect.

Experimental measuremets of a connectedcompo-
nent of the real Gnutella network have been studied
([24]), and it hasbeenfound to still contain a large con-
nected component even with a 1/3 fraction of random
node deletions.

2.2 Content Addressable Networks | Random
Faults There are seweral papersthat addressthe prob-
lem of creating a content addressablenetwork. As men-
tioned above, Plaxton, Rajaram and Richa ([22]) give
a context addressablenetwork for web cacing. Searth
time and the total number of messagess O(logn), and
storagerequiremerts are O(log n) per node.

Tapestry ([29)) is an extensionto the ([22]) meda-
nism, designedto be robust against faults. It is usedin
the Oceanstore([11]) system. Experimental evidenceis
supplied that Tapestry is robust against random faults.

Ratnasamy et. al. ([23]) describe a system called
CAN which has the topology of a d-dimensional torus.
As a function of d, storage requiremerts are O(d) per
node, whereas searh time and the total number of
messagess O(dn'=). There is experimental evidence
that CAN is robust to random faults.

Finally, Stoicaet. al. introduceyet another corntent
addressablenetwork, Chord ([26]), which, like ([20]) and
([29]), requires O(log n) memory per node and O(log n)
seard time. Chord is provably robust to a constan
fraction of random node failures.



2.3 Faults on Net works

2.3.1 Random Faults Thereis alarge body of work
on node and edge faults that occur independertly at
random in a general network. Hastad, Leighton and
Newman ([9]) address the problem of routing when
there are node and edgefaults on the hypercube which
occur independerily at random with some probability
p < 1. They givea O(log n) steprouting algorithm that
ensuresthe delivery of messagesvith high probability
even when a constart fraction of the nodes and edges
have failed. They also shav that a faulty hypercube
can emulate a fault-free hypercube with only constan
slowdown.

Karlin, Nelsonand Tamaki ([10]) explore the fault
tolerance of the butter°’y network against edge faults
that occur independertly at random with probability p.
They shaw that there is a critical probability p® suc
that if p is lessthan p”, the faulted butter’y almost
surely contains a linear-sizedcomponert and that if pis
greater than p”, the faulted butter°y doesnot contain
a linear sized componert.

Leighton, Maggs and Sitamaran ([12]) show that a
butter°y network whosenodesfail with someconstart
probability p can emulate a fault-free network of the
samesizewith a slovdown of 20009° n)

2.3.2 Adv ersarial Faults It is well known that
many common network topologiesare not resistart to
a linear number of adversarial faults. With a linear
number of faults, the hypercube can be fragmened
into (bomponerts all of which have size no more than
O(n="logn) ([9]). The bestknown lower bound on the
number of adversarial faults a hypercube can tolerate
and still be able to emulate a fault free hypercube of
the samesizeis O(logn) ([9]).

Leighton, Maggs and Sitamaran ([12]) analyze the
fault toleranceof several boundeddegreenetworks. One
of their results is that any n node butter’y network
cortaining nti * (for any constart 2 > 0) faults can
emulate a fault free butter®y network of the samesize
with only constart slovdown. The sameresult is given
for the shuze-exc hange network.

2.4 Other Related Work One attempt at censor-
ship resistart web publishing is the Publius system
([19]), while this system has many desirable proper-
ties, it is not a peer-to-peer network. Publius makes
use of many cryptographic elemens and usesShamir's
threshold secretsharing scheme([29]) to split the shares
amongst many serers. When viewed as a peer-to-peer
network, with n nodesand n data items, to be resistart
to n=2 adversarial node removals, Publius requires-( n)

storage per node and -( n) seard time per query.

Alon et al. ([1]) give a method which safely storesa
documernt in a decerralized storagesetting whereup to
half the storage devicesmay be faulty. The application
context of their work is a storage systemconsisting of a
set of serers and a set of clients where ead client can
communicate with all the seners. Their schemeinvolves
distributing specially encaded piecesof the documert to
all the senersin the network.

Aumann and Bender ([3]) consider tolerance of
pointer-based data structures to worse case memory
failures. They presert fault tolerant variants of stacks,
lists and trees. They give a fault tolerant tree with the
property that if r adversarial faults occur, no more than
O(r) of the data in the tree is lost. This fault tolerant
tree is basedon the use of expandergraphs.

Quorum systems([8, 13, 14]) are an e+cient, robust
way to read and write to a variable which is shared
amongn seners. Many of thesesystemsare resistart up
to somenumber b < n=4 of Byzantine faults. The key
idea in such systemsis to create subsetsof the seners
called quorums in such a way that any two quorums
corntain at least 2b+ 1 serwersin common. A client
that wants to write to the sharedvariable will broadcast
the new value to all senersin somequorum. A client
that wants to read the variable will get valuesfrom all
membersin somequorum and will keeponly that value
which has the most recert time stamp and is returned
by at leastb+ 1 seners. For quorum systemsthat are
resistart to p(n) faults the load on the seners can be
high. In particular, u(n) seners will be involved in a
constart fraction of the queries.

Recerlly Malkhi et. al. [14] have introduced a
probabilistic quorum system. This new system relaxes
the constraint that there must be 2b+ 1 seners shared
between any two quoroms and remains resistart to
Byzantine faults only with high probability. The load
on seners in the probabilistic system is lessthan the
load in the deterministic system. Nonetheless,for a
probabilistic quorum system which is resistart to p(n)
faults, there still will be at least one sener involved in
a constart fraction of the queries.

3 The Content Addressable Network

We now state our mecdhanism for providing indexing of
n data items by n nodesin a network that is robust
to removal of any n=2 of the nodes. We make use of a
butter°y network of depth logn j loglogn, we call the
nodes of the butter’y network supernodes (see Figure
1). Every supernode is assa@iated with a set of nodes.
We call a supernode at the topmost level of the butter®y

a top supernode, one at the bottommost level of the
network a bottom supernode and one at neither the



hashed (if any bottom supernode has more than
" B Inn data items hashedto it, it drops out of the
network.)

2 |n addition, every one of the nodes chooses T
top supernodes of the butter’y and points to all
componert nodesof these supernodes.

To perform a seart for a data item, starting from
node v, we do the following:

1. Takethe hashof the data item and interpret it asa
sequenceof indicesiy;ipz;::i;ig, 0+ i+ - n=logn.

points.

3. Repeat in parallel for all valuesof k between1 and
T:
(@) Let " = 1.
(b) Repeat until successfubr until ~ > B:

i. Follow the path from ty to the supernode
at the bottom level whoseindex is i-:

Figure 2: The expander graphs betweensupernodes. 2 Transmit the query to all of the nodes
in t,. Let W be the set of all suc
. nodes.
topmost or bottommost level a middle supernode. 2 Repeat until a bottom supernode is
To construct the network we do the following: reached:

2 We choose an error parameter 2 > 0, and as a { The nodesin W transmit the query
function of 2 we determine constarts C, B, T, D, to all of their neighbors along the
®and ~. (SeeTheorem 3.1). (unique) butter®y path to i+, Let W

be this new set of nodes.

2 Every node choosesat random C top supernodes,C 2 When the bottom supernode is
bottom supernodesand C logn middle supernodes reached, fetch the content from what-
to which it will belong. ever node has beenreaced.

2 The content, if found, is transmitted
badk alongthe samepath asthe query
was transmitted downwards.

ii. Increment ".

2 Between two sets of nodes assaiated with two
supernodes connectedin the butter°y network, we
choose a random constart degreeexpander graph
of degreeD (see Figure 2). (We do this only if
both sets of nodes are of size at least ®C Inn and

- 3.1 Prop erties of the Content Addressable Net-
no more than Clnn.)

work Following is the main theoremwhich we will prove
2 We also map the n data items to the n=logn in Section4.
bottom supernodesin the butter°y . Every one of Theorem 3.1. For all 2 > 0, there exist constants
the n data items is hashedto B random bottom k;(2), kz(2), kz(2) which depend only on 2 such that
supernodes. (Typically, we would not hash the
entire data item but only it's title, e.g, \Singing 2 Every node requires ky(?) logn memory.
; iam 3
in the Rain’). 2 Sarch for a data item takes no more than
2 The data item is stored in all the componert nodes k2(?) logn time.
of all the (bottom) supernodesto which it hasbeen
2 Search for a data item requires no more than
" 3We use the random oracle model ([4]) for this hash function, ks(?) |092 n messages.
it would have sutced to have a weaker assumption such as that
the hash function is expansive. 2 All but 2n nodescan reach all but 2n data items.



3.2 Some Commen ts

1. Distributed
able network

creation of the content address-

We note that our Content AddressableMemory can
be created in a fully distributed fashion with n
broadcasts or transmission of n> messagesn to-
tal and assumingO(logn) memory per node. We
brie®’y sketch the protocol that a particular node
will follow to do this. The node rst randomly
choosesthe supernodesto which it belongs. Let S
be the set of supernodes which neighbors supern-
odesto which the node belongs. For eah s 2 S,
the node choosesa set Ns of D random numbers
betweenland  CInn. The nodethen broadcastsa
messageo all other nodeswhich cortains the iden-
ti ers of the supernodesto which the node belongs.

Next, the node will receive messaged$rom all other

nodesgiving the supernodesto which they belong.

For every s 2 S, the node will link to the i-th node

that belongsto s from which it receivesa message
if and only if i 2 Ns.

If for some supernode to which the node belongs,
the node receiveslessthan ®C In n or greater than
" CInn messagedrom other nodesin that supern-
ode, the node removesall out-going connectionsas-
sociated with that supernode. Similarly, if for some
supernode in S, the node receiveslessthan ®C Inn
or greaterthan ~ C In n messagedrom other nodes
in that supernode, the node remaovesall out-going
connectionsto that neighboring supernode. Con-
nectionsto the top supernodesand storage of data
items can be handled in a similar manner.

2. Insertion of a New Data Item

Onecaninsert a new data item simply by perform-
ing a seard, and sendingthe data item along with
the seardq. The data item will be stored at the
nodesof the bottommost supernodesin the seard.
We remark that sudh an insertion may fail with
somesmall constart probability.

Insertion of a New No de

Our network doesnot have an explicit medanism
for node insertion. It does seemthat one could
insert the node by having the node chooseat ran-
dom appropriate supernodes and then forging the
required random connectionswith the nodes that
belong to neighboring supernodes. The technical
dizcult y with proving results about this insertion
processis that not all live nodes in these neigh-
boring supernodes may be reachable and thus the
probability distributions becomeskewed.

We note though that a new node can simply copy
the links to top supernodes of some other node
already in the network and will thus very likely be
able to accessalmost all of the data items. This
insertion takes O(logn) time. Of coursethe new
node will not increasethe resiliency of the network
if it inserts itself in this way. We assumethat
a full reorganization of the network is scheduled
whenewer suzxciently many new nodes have been
added in this way.

. Load Balancing Prop erties

Becausethe data items are searded for along a
path from a random top supernode to the bottom
supernodescortaining the item, and becausethese
bottom supernodesare chosenat random, the load
will be well balanced as long as the number of
requestsfor di®erert data items is itself balanced.
This follows becausea uniform distribution on
the searh for data items translates to a uniform
distribution on top to bottom paths through the
butter°y .

4  Pro ofs

4.1 Pro of Overview
Tednically, the proof makes extensive use of ran-
dom constructions and the Probabilistic Method [2].
We rst shaw that with high probability, all but an
arbitrarily small constart times n=logn of the supern-
odes are good, where good meansthat (a) they have
O(log n) nodesassaiated with them, and, (b) they have
-(log n) live nodes after adversarial deletion. This im-
plies that all but a small constart fraction of the paths
through the butter®y contain only good supernodes.
Seard is preformed by broadcasting the seard to
all the nodesin (a constart number of) top supernodes,
followed by a sequenceof broadcasts between every
successie pair of supernodes along the paths between
one of these top supernodes and a constart number
of bottom supernodes. Fix one such path. The
broadcast betweentwo successie supernodesalong the
path makesuseof the expandergraph connectingthese
two supernodes. When we broadcastfrom the live nodes
in a supernode to the following supernode, the nodes
that we reach may be both live and dead(seeFigure 3).
Assume that we broadcast along a path, all of
whose supernodes are good. One problem is that we
are not guararnteed to reach all the live nodesin the
next supernode along the path. Instead, we reduce
our requiremerts to ensure that at ewery stage, we
reach at least £logn live nodes, for some constart +.
The crucial obsenation is that if we broadcast from
tlogn live nodesin one supernode, we are guaraneed
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Figure 3: Traversal of a path through the butter°y .

to reach at least £logn live nodes in the subsequeh
supernode, with high probability. This follows by
using the expansionproperties of the bipartite expander
connection betweentwo successie supernodes.

Recall that the nodes are connectedto a constart
number of random top supernodes, and that the data
items are storedin a constart number of random bottom
supernodes. The fact that we can broadcast along all
but an arbitrarily small fraction of the paths in the
butter°y implies that most of the nodescan readh most
of the content.

In se\eral statemerts of the lemmata and theorems
in this section,we require that n, the number of nodesin
the network, be suxciently large to get our result. We
note that, technically, this requiremert is not necessary
since if it fails then n is a constart and our claims
trivially hold.

4.2 De nitions

Definition  4.1. A top or middle supernode is said to
ke (® )-good if it hasat most ™ logn nodes mapped to
it and at least ®logn nodeswhich are not under control
of the adversary.

Definition  4.2. A bottom supernode is said to be
(®,7)-good if it has at most ~ logn nodes mapped to
it and at least ®logn nodeswhich are not under control
of the adversary and if there are no more than "B Inn
data items that map to the node.

Definition  4.3. An (®; )-good path is a path through
the butter°’y network from a top supernode to a bottom
supernode all of whose supernodes are (®; )-good su-
pernodes.

Definition  4.4. A top supernode is called (°;®; )-
exmnsive if there exist °n=logn (®; )-gaod paths that
start at this supernode.

4.3 Technical Lemmata Following are three tech-
nical lemmata about bipartite expandersthat we will
usein our proofs. The proof of the “rst lemma is well
known [21] (seealso [17]) and the proof of the next two
lemmata are slight variants on the proof of the rst. Due
to spaceconstraints, the proofs of all three lemmata are
omitted from this extended abstract.

Lemma 4.1. Letl;r;1%r%d and n be any positive values

| andr®- r and
Hoop 9 3 f
1%n + r%n + 2Inn

where 0.

d o

> rQ9o
Let G be a random bipartite multigraph with left side L
and right side R where jLj = | and jRj = r and each
node in L hasedgesto d random neightors in R. Then
with protability at least 1j 1=n?, any subsetof L of size
1% shares an edge with any subsetof R of sizer®.

Lemma 4.2. Let I;r;1%r%d;, and n be any positive

valueswhere [°- |, r%. r, 0< , < land
oo T 3 f
d. 2 o o Ty onn
991 )2 [0 ro

Let G be a random bipartite multigraph with left side L
and right side R where jLj = | and jRj = r and each
node in L hasedgesto d random neightors in R. Then
with probability at least 1 1=n?, for any set L° % L
where jLY = 19 there is no setR°% R, wher jRY = r°
such that all nodesin R° shar lessthan || %=r edges
with L°.

Lemma 4.3. Letl;r;r%d;"%and n be any positive val-

ueswhere 12 [, 79> 1 and
3 3
4r
d ——— 1% — + 2Inn
*ra( o 1)? ro

Let G be a random bipartite multigraph with left side L
and right side R wher jLj = | and jRj = r and each
node in L hasedgesto d random neightors in R. Then
with probability at least 1j 1=n?, there is no setR°% R,
where jRY = r0 such that all nodesin R have degree
greater than ~Ad=r.

44 (® )-good Supernodes
Lemma 4.4. Let ®+%n be valueswhere ® < 1=2 and
0> 0 and let k(% ®) be a value that degends only on
®; 4% and assumen is suzciently large. Let each node
participate in k(% ®)Inn random middle sugernodes.
Then removing any set of n=2 nodesstill leavesall but
+h=Inn middle supernodes with at least ® (% ®) Inn
live nodes.
Proof. For simplicity, we will assumethere are n middle
supernodes (we can throw out any excesssupernodes).
Letl =n,1°=n=2,r =n, r%= th=Inn, , = 2@
andd = k(% ®) Inn in Lemma4.2. Wewant probability
less than 1=n? of being able to remove n=2 nodes
and having a set of +h=Inn supernodes all with less
than ®k(z%®)Inn live nodes. This happens provided
that the number of connectionsfrom ead supernode is
boundedasin Lemma 4.2 which happenswhen:

2In(2e)

O ey

o(1):



Lemma 4.5. Let —;%%n;k be valuessuchthat ~— > 1,
+0> 0 and assumen is suxciently large. Let each node
participate in klnn of the middle supernodes, chosen
uniformly at random. Then all but £h=Inn middle
supernodes have less than ~klInn participating nodes
with probability at least 1 1=n?.
Proof. For simplicity, we will assumethere are n middle
supernodes (we can throw out any excesssupernodes
and the lemma will still hold). Let | = n, r = n,
r®= #h=Inn, d = kinn and "°= " in Lemma 4.3.
Then the statemert in this lemma holds provided that:
4 H Inn 2 L
k, =————¢n —+ — :
(i 12Inn E S

The right hand side of this equation goesto 0 asn
goesto in nit y.
Lemma 4.6. Let ®+%n be valuessuchthat ® < 1=2,
0> 0 and let k(° ®) be a value that dependsonly on +°
and ® and assumen is suzciently large. Let each node
particip ate in k(2% ®) top (bottom) supernodes. Then re-
moving any set of n=2 nodesstill leavesall but £h=Inn
top (bottom) supernodeswith at least @k (% ®) Inn live
nodes.
Proof. Let | = n, 1= n=2,r = n=Inn, r°= h=Inn,
, = 2®and d = k(z*®) in Lemma 4.2. We want
probability lessthan 1=n? of being able to remove n=2
nodesand having a set of £n=Inn supernodesall with
lessthan @k (2% ®) In n live nodes. We get this provided
that the number of connectionsfrom eat supernode is
boundedasin Lemma 4.2:

2In(2e) N
1] 2@)2

Lemma 4.7. Let —;#%n;k be valuessuchthat ~— > 1,
0> 0 and n is suxciently large. Let each node partic-
ipate in k of the top (bottom) supernodes (chosen uni-
formly at random). Then all but £h=Inn top (bottom)
supernodes consist of lessthan ~ k In n nodeswith prob-
ability at least 1 1=n?.

k(% ®) = o(1):

Proof. Let | = n, r = n=Inn, r®= #h=Inn, d = k
and “9= T in Lemma 4.3. Then the statemert in this
lemma holds provided that:
4 H e 2Ilnn 1
Inn("j 1)2 10 £l

The right hand side of this equation goesto 0 asn
goesto in nit y.
Corollar y 4.1. Let ;#%n;k be valuessuchthat ~ >
1, 2 > 0 and n is suxciently large. Let each data
item be stored in k of the bottom supernodes (chosen
uniformly at random). Then all but £h=Inn bottom
supernodes have lessthan ~kInn data items stored on
them with protability at least 1§ 1=n2.

Proof. Let the data items be the left side of a bipartite
graph and the bottom supernodesbethe right side. The
proof is then the sameasLemma4.7.

Corollar y 4.2. Let £ > 0, ® < 1=2, = > 1.
Let k(+%®), be a value depending only on +° and as-
sume n is suzciently large. Let each node appear in
k(2% ®) top supernodes, k(+% ®) bottom supernodes and
k(2% ®) In n middle sugernodes. Then all but + of the
supernodes are (®k (% ®); k(% ®))-good with probabil-
ity 1i O(1=n?).

Proof. Use

0.~ _ 10 2In(2e)
k(x;®) = 3 ¢£’(li 20)2

in Lemma 4.6. Then we know that no more
than 3#h=(10Inn) top supernodes and no more
than 3+’h=(10Inn) bottom supernodes have lessthan
®k(x%®) Inn live nodes. Next plugging k(% ®) into
Lemma 4.4 givesthat no more than 3+%=(10In n) mid-
dle supernodes have lessthan ®(+%®) In n live nodes.

Next using k(2% ®) in Lemma 4.7 and Lemma 4.5
givesthat no more than +h=(20In n) of the supernodes
can have more than ~k(z%®)Inn nodesin them. Fi-
nally, using k(+%®) in Lemma 4.1 gives that no more
than +%M=(20In n) of the bottom supernodes can have
more than ~ k(% ®) In n data items stored at them. If
we put theseresults together, we get that no more than
+n=Inn supernodes are not (®k(z%®); k(% ®))-good
with probability 1; O(1=n?)

45 (°;®, )-expansiv e Superno des

Theorem 4.1. Let+> 0, ®< 1=2,0< ° <1, > 1
Let k(£ ®;°) be a value degending only on £ ®;° and
assumen is suzciently large. Let each node partic-
ipate in k(x ®;°) top supernodes, k(£ ®;°) bottom su-
pernodesand k(% ®; °) In n middle supernodes. Then all
but #n=Inn top supernodes are (°;®k(x ®); k(x ®))-
exmnsive with probability 1; O(1=n?).

Proof. Assume that for some particular k(£®;°)
that more than n=Inn top supernodes are not
(°; ®k(£®;°); k(£ ®;°)-expansive. Then eadh of these
bad top supernodeshas (1 j °n)=Inn paths that are
not (®k(£®;°); k(£ ®;°))-good. Sothe total number
of paths that are not (®k(®;°); k(®;°))-good is
more than

H1j °)n®,
In’n
Wewill shaw thereisa k(£ ®; °) such that this evert
will not occur with high probability. Let = 1 °)
and let

10

K(E®@°) = §¢ 2In(2e)
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Then we know by Lemma 4.2 that with high proba-
bility, there are no more than 1 i °)n=Inn supern-
odes that are not (®k(x®;°); k(£ ®;°))good. We
also know that ead of these supernodeswhich are not
good causeat most n=Inn paths in the butter’y to be
not (Bk(£ ®;°); k(x ®;°))-good. Hencethe number of
paths that are not (®k(x®;°); k(£ ®;°))-good is no
more than (1 °)n2=(In2n) which is what we wanted
to show.

46 (® )-good Paths to Data Items We will
use the following lemma to show that almost all the
nodes are connectedto some appropriately expansie
top supernode.

Lemma 4.8. Let + > 0, 2 > 0 and n be suzxciently
large. Then exists a constant k(% 2) depending only on
2 and + suchthat if each node connects to k(z2) random
top supernodesthen with high prokability, any subsetof
the top supernodesof size (1| ¥)n=Inn can be reachal
by at least (1| 2)n nodes.

Proof. We imagine the n nodes as the left side of a
bipartite graph and the n=Inn top supernodes as the
right side and an edge between a node and a top
supernode in this graph if and only if the node and
supernode are connected.

For the statemert in the lemma to be false, there
must be someset of 2n nodeson the left sideof the graph
and somesetof (1j £)n=In n top supernodeson the right
side of the graph that shareno edge. We can nd k(z 2)
large enoughthat this event occurswith probability no
morethan 1=n? by pluggingin| = n,1°= 2n,r = n=Inn
and r®= (1j H(n=Inn) into Lemma 4.1. The bound
found is:

1z + o(1):
We will use the following lemma to show that if
we can read ° bottom supernodesthat have somelive
nodesin them that we canreac most of the data items.
Lemma 4.9. Let °;n;2 be any positive valuessuchthat
2> 0, ° > 0. There exists a k(3 °) which depends
only on 2 ° such that if each bottom supernode holds
k(% °)Inn random data items, then any subsetof bot-
tom supernodes of size °n=Inn holds (1 j 2)n unique
data items.
Proof. We imagine the n data items as the left side of
a bipartite graph and the n=In n bottom supernodesas
the right side and an edge between a data item and
a bottom supernode in this graph if and only if the
supernode contains the data item. The bad ewert is
that there is somesetof ° n=In n supernodeson the right
that shareno edgewith somesetof 2n data items on the
right. We can nd k(?; °) large enoughthat this event

occurswith probability no more than 1=n? by plugging
inl=n,1= 2ninto r = n=Inn, r°= °np=Inn into
Lemma 4.1. We get

K(°) . 3 oin S+ o)

4.7 Connections
odes

Lemma 4.10. Let ® ;®%n be any positive values
where @ < ® ® > 0 and let C be the numker of su-
pernodesto which each node connects. Let X and Y be
two supernodes that are both (RC; C)-good. Let each
node in X haveedgesto k(®; ;®) random nodesin Y
where k(®; ; ®") is a value depending only on ®;, and
®". Then with prokability at least 1| 1=n?, any set of
®C Inn nodesin X hasat least ®C Inn live neightors
inY

Proof. Consider the event where there is some set of
®CInn nodesin X which do not have ®&CInn live
neighbors in Y. There are ®C Inn live nodes in Y
so for this event to happen, there must be some set
of (®j ®)CInn live nodesin Y that share no edge
with someset of @dIn n nodesin X . We note that the
probability that there are two sudch setswhich shareno
edgeis largest when X and Y have the most possible
nodes. Hencewe will nd a k(®, ; ®) large enoughto
make this bad event occur with probability lessthan
1=r? if in Lemma4.1wesetl = "Clinn,r = “Clnn,
= @CInnandr®= (®; ®)CInn. When we do this,
we get that k(®; " ; ®) must be greater than or equalto:
u 1 s 3 - 3 , ,

¢ @In @? + (@®; &) In

between (®; )-good supern-

e

@ +

®(®; @)

olN

®j

4.8 Putting it All Together We are now ready to
give the proof of Theorem 3.1.

Proof. Let £®;°;®"% beany valuessud that 0< =<
1,0< ®< 1=2,0< @< ®, >1land0< ° < 1. Let

_ 10 2In(2 ) .
C= ?(¢)t(li°)(li2®)2’
In(%) .
T lli:ri’eq:
B=gsln % 3 3 3 ’
D= gwmaey &N g +@ AN 5% +4&

Let ead node connectto C top, C bottom and
C middle supernodes. Then by Theorem 4.1, at least
(i ¥n=Inn top supernodesare (°; ®C; C)-expansiwe.
Let eadh node connectto T top supernodes. Then by
Lemma 4.8, at least (1 i 2)n nodes can connect to
some (°;®C; C)-expansive top supernode. Let ead



data item map to B bottom supernodes. Then by
Lemma4.9, at least (1 2)n nodeshave (RC; C)-good
paths to at least(1j 2)n data items.

Finally, let eadh nodein a middle supernode have D
random connectionsto nodesin neighboring supernodes
in the butter’y network. Then by Lemma 4.10, at
least (1 j 2)n nodes can broadcast to enough bottom
supernodessothat they canreac at least(1j 2)n data
items.

Each node requires T links to connect to the top
supernodes; 2D links for ead of the C top supernodes
it plays arole in; 2D links for ead of the CIn n middle
supernodes it plays a role in and B™ Inn storage for
ead of the C bottom supernodesit plays arolein. The
total amount of memory required is thus

T+2DC+ CInn(2D + B7);

which is lessthan kj(?) logn for somek;(?) dependent
only on 2,

Our seard algorithm will 'nd paths to at most B
bottom supernodes for a given data item and ead of
these paths has lessthan logn hopsin it sothe searh
time is no more than

k2(?)logn = B logn:

Each supernode contains no more that = In n nodes
and in ead seard, exactly T top supernodes send no

more than B messageso the total nhumber of messages

transmitted during a seard is no more than
ks(2)log?n = (TB~C)log® n:

5 Modications for Spam Resistant Content
Addressable Net work

We only sketch the changesin the network and the
proofsto allow a spamresistart cortent addressablenet-
work. The argumerts are basedon slight modi cations
to the proofs of section 4.

The rst modi cation is that rather than have a
constart degreeexpanderbetweentwo supernodescon-
nected in the butter°y, we will have a full bipartite
graph betweenthe nodesof thesetwo supernodes. Since
we've insisted that the total number of adversary con-
trolled nodesbe strictly lessthan n=2, we can guararntee
that a 1 2 fraction of the paths in the butter’y have
all supernodeswith a majority of good (non-adversary
controlled) nodes. In particular, by substituting ap-
propriate valuesin Lemma 4.2 and Lemma 4.3 we can
guarantee that all but 2n=Ilogn of the supernodeshave
a majority of good nodes. This then implies that no
more than an 2 fraction of the paths passthrough such
\adv ersary-mgjority" supernodes. As before, this im-

plies that most of the nodescan accessmost of the con-
tent through paths that don't corntain any \adv ersary-
majority" supernodes.

Seard is performed as with the original construc-
tion, and after the bottommost supernodesare reached,
the data content °ows badk along the samelinks asthe
seard went down. We modify the protocol sothat along
this return °ow, every node passedup a data value only
if a majority of the valuesit received from the nodes
below it are the same. This meansthat if there are
no \adv ersary-mgjorit y* supernodes on the path, then
all good nodeswill take a majority value from a setin
which good nodes are a majority. Thus, along suc a
path, only the correct data value will be passedupwards
by good nodes. At the top, the node that issuedthe
seard takesthe majority value amongstthe (O(log n))
valuesit receivesasthe nal seart result.

To summarize,the main theorem for spamresistart

content addressablenetworks is as follows:
Theorem 5.1. For any constant ¢ < 1=2 suchthat the
adversary controls no more than cn nodes, and for all
2 > 0, there exist constants ki(2), ka(2), ks(2) which
depend only on 2 suchthat

2 Every node requires k1 (2) log> n memory.

2 Sarch for a data item takes no more than
ks3(2) logn time. (This is under the assumptionthat
network latency overwhelmsprocessingtime for one
message otherwise the time is O(log® n).)

2 Sarch for a data item requires no more than
ks(2) log®> n messages.

2 All but 2n nodes can search suaessfuly for all but
2n of the true data items.

6 Discussion and Open Problems
We concludewith someopen issues:

1. For the deletion resistart content addressablenet-
work: Is there a medchanism for dynamically main-
taining our network when large numbers of nodes
are deleted or addedto the network? Is it possible
to reducethe number of messageshat aresert in a
seard for a data item from O(log?n) to O(log n)?

2. Can oneimprove on the construction for the spam
resistart cortent addressablenetwork?

3. Can one deal exciently with more general Byzan-
tine faults? For example, the adversary could use
nodes under his control to °ood the network with
irrelevant seartes, this is not dealt with by either
of our solutions.



4. We conjecture that our network has the property
that it is poly-log competitive with any xed de-
gree network. l.e., we conjecture that given any
“xed degreenetwork topology, where n items are
distributed amongstn nodes,and any set of access
requeststhat can be dealt with "xed sizedbu®ers,
then our network will also deal with the same set
of requestsby introducing no more than a polylog
slowdown.
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