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We present a censorshipresistant peer-to-peer Content Addressable Network
for accessingn data items in a network of n nodes. Each search for a data item
in the network takesO(log n) time and requires at most O(log2 n) messages.Our
network is censorship resistant in the sensethat even after adversarial removal
of an arbitrarily large constant fraction of the nodes in the network, all but an
arbitrarily small fraction of the remaining nodescan obtain all but an arbitrarily
small fraction of the original data items. The network can be created in a fully
distributed fashion. It requires only O(log n) memory in each node. We also give
a variant of our scheme that has the property that it is highly spam resistant:
an adversary can take over complete control of a constant fraction of the nodes
in the network and yet will still be unable to generate spam.

1Work done while on Sabbatical at Univ ersity of Washington.
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1. INTR ODUCTION

Web content is under attack by state and corporate e®ortsto censorit,
for political and commercial reasons([7, 18, 16]).

Peer-to-peer networks are consideredmore robust against censorship
than standard web servers ([19]). However, while it is true that many sug-
gestedpeer-to-peer architectures are fairly robust against random faults,
the censorscan attack carefully chosenweak points in the system. For ex-
ample, the Napster ([28]) ¯le sharing system has beene®ectively dismem-
bered by legal attacks on the central server. Additionally , the Gnutella
([27]) ¯le sharing system, while speci¯cally designedto avoid the vulnera-
bilit y of a central server, is highly vulnerable to attack by removing a very
small number of carefully chosennodes([24]).

A signi¯cant performanceproblem with Gnutella is that it requiresup to
O(n) messagesfor a search (search is performed via a generalbroadcast),
this has e®ectively limited the size of Gnutella networks to about 1000
nodes([6]).

A more principled approach than the centralized approach taken by
Napster or the broadcast search mechanism of Gnutella is the use of a
content addressablenetwork ([23]). A content addressablenetwork is de-
¯ned as a distributed, scalable,indexing schemefor peer-to-peernetworks.
Plaxton, Rajaram and Richa ([22]) give a schemeto implement a context
addressablenetwork (prior to its de¯nition) in a web cache environment.
The content addressablenetwork scheme of ([22]), as modi¯ed in ([29]),
has been used in implementations such as Oceanstore([11]). Subsequent
content addressablenetworks have beensuggestedin ([23, 26, 29]). These
papers seekto improve upon ([22]) in adding fault resistanceand load bal-
ancing mechanisms. However, while these schemesare robust to a large
number of random faults, none of theseschemesare robust against adver-
sarial faults.

1.1. Resistance to Adv ersarial No de Deletion

We present a content addressablenetwork with n nodes used to store
n distinct data items2. As far as we know this is the ¯rst such schemeof
its kind. The schemeis robust to adversarial deletion of up to3 half of the
nodes in the network and has the following properties:

1. With high probabilit y, all but an arbitrarily small fraction of the
nodescan ¯nd all but an arbitrarily small fraction of the data items.

2For simplicit y, we've assumed that the number of items and the number of nodes is
equal. However, for any n nodes and m ¸ n data items, our scheme will work, where
the search time remains O(log n), the number of messagesremains O(log 2 n), and the
storage requirements are O(log n £ m=n ) per node.

3For simplicit y, we give the proofs with this constant equal to 1=2. However we can
easily modify the scheme to work for any constant less than 1. This would change the
constants involved in storage, search time, and messagessent, by a constant factor.
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2. Search takes(parallel) time O(log n).

3. Search requires O(log2 n) messagesin total.

4. Every node requires O(log n) storage.

As stated above, in the context of state or corporate attempts at cen-
sorship, it seemsreasonableto consider adversarial attacks rather than
random deletion. Our scheme is a content addressablenetwork that is
robust against adversarial deletion.

We remark that such a network is clearly resilient to having up to 1/2 of
the nodesremoved at random, (in actualit y, its random removal resiliency
is much better). We further remark that if nodescomeup and down over
time, our network will continue to operate as required so long as at least
n=2 of the nodesare alive.

1.2. Spam Resistance

Another problem with peer-to-peernetworks hasbeenthat of spamming
([5, 6]). Becausethe data items residein the nodesof the network, and pass
through nodeswhile in transit, it is possiblefor nodesto invent alternativ e
data and passit on as though it was the sought after data item.

We now describe a spam resistant variant of our content addressable
network. To the best of our knowledge this is the ¯rst such schemeof its
kind. As before, assumen nodesused to store n distinct data items. The
adversary may chooseup to someconstant c < 1=2 fraction of the nodes
in the network. These nodes under adversary control may be deleted, or
they may collude and transmit arbitrary false versions of the data item,
nonetheless:

1. With high probabilit y, all but an arbitrarily small fraction of the
nodes will be able to obtain all but an arbitrarily small fraction of
the true data items. To clarify this point, the search will not result
in multiple items, one of which is the correct item. The search will
result in one unequivocal true item.

2. Search takes(parallel) time O(log n).

3. Search requires O(log3 n) messagesin total.

4. Every node requires O(log2 n) storage.

The rest of our paper is structured as follows. We review related work
in Section 2. We give the algorithm for creation of our robust content
addressablenetwork, the search mechanism, and properties of the content
addressablenetwork in Section 3. The proof of our main theorem, The-
orem 3.1, is given in Section 4. In Section 5 we sketch the modi¯cations
required in the algorithms and the proofs to obtain spam resistance,the
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main theorem with regard to spam resistant content addressablenetworks
is Theorem 5.1. We conclude and give directions for future work in Sec-
tion 6. Acknowledgements are in section 7.

2. RELATED WORK

2.1. Peer-to-p eer Net works (not Con ten t Addressable)

Peer-to-peer networks are a relatively recent and quickly growing phe-
nomena. The averagenumber of Gnutella usersin any given day is no less
than 10; 000 and may range as high as 30; 000 ([6]). Napster software has
beendownloaded by 50 million users([23]).

Pandurangam,Raghavan, and Upfal ([20]) addressthe problem of main-
taining a connectednetwork under a probabilistic model of nodearrival and
departure. They do not deal with the question of searching within the net-
work. They give a protocol which maintains a network on n nodes with
diameter O(log n). The protocol requires constant memory per node and
a central hub with constant memory with which all nodescan connect.

Experimental measurements of a connectedcomponent of the real Gnutella
network have beenstudied ([24]), and it has been found to still contain a
large connectedcomponent even with a 1/3 fraction of random node dele-
tions.

2.2. Con ten t Addressable Net works | Random Faults

There are several papers that addressthe problem of creating a content
addressablenetwork. As mentioned above, Plaxton, Rajaram and Richa
([22]) give a context addressablenetwork for web caching. Search time
and the total number of messagesis O(log n), and storage requirements
are O(log n) per node.

Tapestry ([29]) is an extension to the ([22]) mechanism, designedto
be robust against faults. It is used in the Oceanstore([11]) system. Ex-
perimental evidence is supplied that Tapestry is robust against random
faults.

Ratnasamy et. al. ([23]) describe a system called CAN which has the
topology of a d-dimensional torus. As a function of d, storagerequirements
are O(d) per node, whereassearch time and the total number of messages
is O(dn1=d). There is experimental evidencethat CAN is robust to random
faults.

Finally, Stoica et. al. intro duce yet another content addressablenet-
work, Chord ([26]), which, like ([20]) and ([29]), requiresO(log n) memory
per node and O(log n) search time. Chord is provably robust to a constant
fraction of random node failures.
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2.3. Faults on Net works

2.3.1. Random Faults

There is a large body of work on node and edgefaults that occur in-
dependently at random in a generalnetwork. Hºastad, Leighton and New-
man ([9]) addressthe problem of routing when there are node and edge
faults on the hypercube which occur independently at random with some
probabilit y p < 1. They give a O(log n) step routing algorithm that en-
suresthe delivery of messageswith high probabilit y even when a constant
fraction of the nodes and edgeshave failed. They also show that a faulty
hypercubecanemulate a fault-free hypercubewith only constant slowdown.

Karlin, Nelson and Tamaki ([10]) explore the fault tolerance of the
butter°y network against edgefaults that occur independently at random
with probabilit y p. They show that there is a critical probabilit y p¤ such
that if p is lessthan p¤, the faulted butter°y almost surely contains a linear-
sizedcomponent and that if p is greater than p¤, the faulted butter°y does
not contain a linear sizedcomponent.

Leighton, Maggs and Sitamaran ([12]) show that a butter°y network
whosenodesfail with someconstant probabilit y p can emulate a fault-free
network of the samesizewith a slowdown of 2O(log ¤ n ) .

2.3.2. Adversarial Faults

It is well known that many commonnetwork topologiesarenot resistant
to a linear number of adversarial faults. With a linear number of faults,
the hypercube can be fragmented into components all of which have sizeno
more than O(n=

p
logn) ([9]). The best known lower bound on the number

of adversarial faults a hypercube can tolerate and still be able to emulate
a fault free hypercube of the samesize is O(log n) ([9]).

Leighton, Maggs and Sitamaran ([12]) analyze the fault tolerance of
several bounded degreenetworks. One of their results is that any n node
butter°y network containing n1¡ ² (for any constant ² > 0) faults can em-
ulate a fault free butter°y network of the same size with only constant
slowdown. The sameresult is given for the shu²e-exc hangenetwork.

2.4. Other Related W ork

One attempt at censorshipresistant web publishing is the Publius sys-
tem ([15]), while this system has many desirable properties, it is not a
peer-to-peer network. Publius makes useof many cryptographic elements
and usesShamir's threshold secretsharing scheme([25]) to split the shares
amongst many servers. When viewed as a peer-to-peer network, with n
nodesand n data items, to be resistant to n=2 adversarial node removals,
Publius requires ­( n) storageper node and ­( n) search time per query.
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Alon et al. ([1]) give a method which safely stores a document in a
decentralized storage setting where up to half the storage devicesmay be
faulty. The application context of their work is a storagesystemconsisting
of a set of servers and a set of clients where each client can communicate
with all the servers. Their scheme involves distributing specially encoded
piecesof the document to all the servers in the network.

Aumann and Bender([3]) considertoleranceof pointer-baseddata struc-
tures to worse casememory failures. They present fault tolerant variants
of stacks, lists and trees. They give a fault tolerant tree with the property
that if r adversarial faults occur, no more than O(r ) of the data in the tree
is lost. This fault tolerant tree is basedon the useof expandergraphs.

Quorum systems([8, 13, 14]) are an e±cient, robust way to read and
write to a variable which is sharedamongn servers. Many of thesesystems
are resistant up to somenumber b < n=4 of Byzantine faults. The key idea
in such systemsis to create subsetsof the servers called quorums in such
a way that any two quorums contain at least 2b + 1 servers in common.
A client that wants to write to the sharedvariable will broadcast the new
value to all serversin somequorum. A client that wants to read the variable
will get values from all members in somequorum and will keeponly that
value which has the most recent time stamp and is returned by at least
b+ 1 servers. For quorum systemsthat are resistant to µ(n) faults the load
on the servers can be high. In particular, µ(n) servers will be involved in a
constant fraction of the queries.

Recently Malkhi et. al. [14] have intro duced a probabilistic quorum
system. This new system relaxesthe constraint that there must be 2b+ 1
serverssharedbetweenany two quoromsand remainsresistant to Byzantine
faults only with high probabilit y. The load on servers in the probabilistic
system is lessthan the load in the deterministic system. Nonetheless,for
a probabilistic quorum system which is resistant to µ(n) faults, there still
will be at least one server involved in a constant fraction of the queries.

3. THE CONTENT ADDRESSABLE NETW ORK

We now state our mechanism for providing indexing of n data items by
n nodesin a network that is robust to removal of any n=2 of the nodes. We
make useof a butter°y network of depth logn ¡ log logn, we call the nodes
of the butter°y network supernodes (see Figure 1). Every supernode is
associated with a set of nodes. We call a supernode at the topmost level of
the butter°y a top supernode, one at the bottommost level of the network
a bottom supernode and one at neither the topmost or bottommost level
a middle supernode.

To construct the network we do the following:

² We choose an error parameter ² > 0, and as a function of ² we
determine constants C, B , T, D , ® and ¯ . (SeeTheorem 3.1).
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FIG. 1 The butter°y network of supernodes.

FIG. 2 The expandergraphs betweensupernodes.
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² Every node choosesat random C top supernodes,C bottom supern-
odesand C logn middle supernodesto which it will belong.

² Betweentwo setsof nodesassociated with two supernodesconnected
in the butter°y network, we choose a random constant degreeex-
pander graph of degreeD (seeFigure 2). (We do this only if both
setsof nodesare of sizeat least ®C ln n and no more than ¯ C ln n.)

² We also map the n data items to the n= logn bottom supernodes in
the butter°y . Every one of the n data items is hashedto B random
bottom supernodes. (Typically, we would not hash the entire data
item but only it's title, e.g., \Singing in the Rain"). 4

² The data item is stored in all the component nodesof all the (bottom)
supernodes to which it has been hashed (if any bottom supernode
has more than ¯ B ln n data items hashed to it, it drops out of the
network.)

² In addition, every one of the nodeschoosesT top supernodesof the
butter°y and points to all component nodesof thesesupernodes.

To perform a search for a data item, starting from node v, we do the
following:

1. Take the hash of the data item and interpret it as a sequenceof
indices i 1; i 2; : : : ; i B , 0 · i ` · n= logn.

2. Let t1; t2; : : : ; tT be the top supernodesto which v points.

3. Repeat in parallel for all valuesof k between1 and T:

(a) Let ` = 1.

(b) Repeat until successfulor until ` > B :

i. Follow the path from tk to the supernode at the bottom
level whoseindex is i ` :

² Transmit the query to all of the nodes in tk . Let W be
the set of all such nodes.

² Repeat until a bottom supernode is reached:
{ The nodes in W transmit the query to all of their

neighbors along the (unique) butter°y path to i ` , Let
W be this new set of nodes.

² When the bottom supernode is reached, fetch the con-
tent from whatever node has beenreached.

² The content, if found, is transmitted back along the
samepath as the query was transmitted downwards.

ii. Increment `.
4We use the random oracle model ([4]) for this hash function, it would have su±ced

to have a weaker assumption such as that the hash function is expansive.
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3.1. Prop erties of the Con ten t Addressable Net work

Following is the main theorem which we will prove in Section 4.

Theorem 3.1. For all ² > 0, there exist constants k1(²), k2(²), k3(²)
which depend only on ² such that

² Every node requires k1(²) logn memory.

² Search for a data item takesno more than k2(²) logn time.

² Search for a data item requires no more than k3(²) log2 n messages.

² All but ²n nodescan reach all but ²n data items.

3.2. Some Commen ts

1. Distributed creation of the conten t addressable net work

We note that our Content AddressableMemory can be created in a
fully distributed fashionwith n broadcastsor transmissionof n2 mes-
sagesin total and assumingO(log n) memory per node. We brie°y
sketch the protocol that a particular node will follow to do this. The
node ¯rst randomly choosesthe supernodesto which it belongs. Let
S be the set of supernodeswhich neighbors supernodesto which the
node belongs. For each s 2 S, the node choosesa set Ns of D random
numbersbetween1 and ¯ C ln n. The node then broadcastsa message
to all other nodeswhich contains the identi¯ers of the supernodesto
which the node belongs.

Next, the node will receive messagesfrom all other nodesgiving the
supernodesto which they belong. For every s 2 S, the node will link
to the i -th node that belongsto s from which it receivesa messageif
and only if i 2 Ns.

If for somesupernode to which the node belongs, the node receives
lessthan ®C ln n or greater than ¯ C ln n messagesfrom other nodes
in that supernode, the node removesall out-going connectionsasso-
ciated with that supernode. Similarly, if for some supernode in S,
the node receives lessthan ®C ln n or greater than ¯ C ln n messages
from other nodes in that supernode, the node removes all out-going
connectionsto that neighboring supernode. Connections to the top
supernodes and storage of data items can be handled in a similar
manner.

2. Insertion of a New Data Item

One can insert a new data item simply by performing a search, and
sending the data item along with the search. The data item will
be stored at the nodesof the bottommost supernodes in the search.

10



We remark that such an insertion may fail with somesmall constant
probabilit y.

3. Insertion of a New No de

Our network does not have an explicit mechanism for node inser-
tion. It does seem that one could insert the node by having the
node chooseat random appropriate supernodesand then forging the
required random connectionswith the nodesthat belongto neighbor-
ing supernodes. The technical di±cult y with proving results about
this insertion processis that not all live nodes in these neighboring
supernodes may be reachable and thus the probabilit y distributions
becomeskewed.

We note though that a new node can simply copy the links to top
supernodesof someother node already in the network and will thus
very likely be able to accessalmost all of the data items. This inser-
tion takes O(log n) time. Of course the new node will not increase
the resiliency of the network if it inserts itself in this way. We as-
sumethat a full reorganization of the network is scheduledwhenever
su±ciently many new nodeshave beenadded in this way.

4. Load Balancing Prop erties

Becausethe data items are searched for along a path from a random
top supernode to the bottom supernodes containing the item, and
becausethesebottom supernodesare chosenat random, the load will
be well balancedas long as the number of requestsfor di®erent data
items is itself balanced. This follows becausea uniform distribution
on the search for data items translates to a uniform distribution on
top to bottom paths through the butter°y .

4. PROOFS

4.1. Pro of Ov erview

Technically, the proof makesextensive useof random constructions and
the Probabilistic Method [2].

We ¯rst show that with high probabilit y, all but an arbitrarily small
constant times n= logn of the supernodes are good, where good means
that (a) they have O(log n) nodes associated with them, and, (b) they
have ­(log n) live nodes after adversarial deletion. This implies that all
but a small constant fraction of the paths through the butter°y contain
only good supernodes.

Search is preformed by broadcasting the search to all the nodes in (a
constant number of) top supernodes, followed by a sequenceof broadcasts
between every successive pair of supernodes along the paths between one
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FIG. 3 Traversal of a path through the butter°y .

of thesetop supernodesand a constant number of bottom supernodes. Fix
onesuch path. The broadcastbetweentwo successive supernodesalong the
path makes use of the expander graph connecting these two supernodes.
When we broadcast from the live nodes in a supernode to the following
supernode, the nodesthat we reach may be both live and dead(seeFigure
3).

Assume that we broadcast along a path, all of whosesupernodes are
good. One problem is that we are not guaranteed to reach all the live nodes
in the next supernode along the path. Instead, we reduceour requirements
to ensurethat at every stage,we reach at least ±logn live nodes, for some
constant ±. The crucial observation is that if we broadcast from ±logn
live nodes in one supernode, we are guaranteed to reach at least ±logn
live nodesin the subsequent supernode, with high probabilit y. This follows
by using the expansion properties of the bipartite expander connection
betweentwo successive supernodes.

Recall that the nodes are connectedto a constant number of random
top supernodes, and that the data items are stored in a constant number
of random bottom supernodes. The fact that we can broadcast along all
but an arbitrarily small fraction of the paths in the butter°y implies that
most of the nodescan reach most of the content.

In several statements of the lemmata and theorems in this section, we
require that n, the number of nodesin the network, be su±ciently large to
get our result. We note that, technically, this requirement is not necessary
since if it fails then n is a constant and our claims trivially hold.

4.2. De¯nitions

Definition 1. A top or middle supernode is said to be (®; ¯ )-good if
it has at most ¯ logn nodesmapped to it and at least ®logn nodeswhich
are not under control of the adversary.

Definition 2. A bottom supernode is said to be (®; ¯ )-good if it has
at most ¯ logn nodes mapped to it and at least ®logn nodes which are
not under control of the adversary and if there are no more than ¯ B ln n
data items that map to the node.
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Definition 3. An (®; ¯ )-good path is a path through the butter°y net-
work from a top supernode to a bottom supernode all of whosesupernodes
are (®; ¯ )-good supernodes.

Definition 4. A top supernode is called (° ; ®; ¯ )-expansive if there
exist ° n= logn (®; ¯ )-good paths that start at this supernode.

4.3. Technical Lemmata

Following are three technical lemmata about bipartite expandersthat
we will use in our proofs. The proof of the ¯rst lemma is well known [21]
(seealso [17]) and the proof of the next two lemmata are slight variants
on the proof of the ¯rst. The proofs of all three lemmata are included in
Appendix A for completeness.

Lemma 1. Let l ; r ; l0; r 0; d and n be any positive valueswhere l0 · l and
r 0 · r and

d ¸
r

r 0l0

µ
l0ln

µ
le
l0

¶
+ r 0ln

³ r e
r 0

´
+ 2ln n

¶
:

Let G be a random bipartite multigraph with left side L and right side R
where jL j = l and jRj = r and each node in L has edges to d random
neighbors in R. Then with probability at least 1 ¡ 1=n2, any subsetof L of
size l0 shares an edgewith any subsetof R of size r 0 .

Lemma 2. Let l ; r ; l0; r 0; d; ¸ and n be any positive valueswhere l0 · l ,
r 0 · r , 0 < ¸ < 1 and

d ¸
2r

r 0l0(1 ¡ ¸ )2

µ
l0ln

µ
le
l0

¶
+ r 0ln

³ r e
r 0

´
+ 2ln n

¶
:

Let G be a random bipartite multigraph with left side L and right side R
where jL j = l and jRj = r and each node in L has edges to d random
neighbors in R. Then with probability at least 1 ¡ 1=n2, for any set L 0 ½ L
where jL 0j = l0, there is no set R0 ½ R, where jR0j = r 0 such that all nodes
in R0 share lessthan ¸l 0d=r edgeswith L 0.

Lemma 3. Let l ; r ; r 0; d; ¯ 0 and n be any positive values where l0 · l ,
¯ 0 > 1 and

d ¸
4r

r 0l (¯ 0 ¡ 1)2

³
r 0ln

³ r e
r 0

´
+ 2ln n

´
:

Let G be a random bipartite multigraph with left side L and right side R
where jL j = l and jRj = r and each node in L has edges to d random
neighbors in R. Then with probability at least 1 ¡ 1=n2, there is no set
R0 ½ R, where jR0j = r 0 such that all nodes in R0 havedegree greater than
¯ 0ld=r.
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4.4. (®; ¯ )-good Sup erno des

Lemma 4. Let ®; ±0; n be values where ® < 1=2 and ±0 > 0 and let
k(±0; ®) be a value that depends only on ®; ±0 and assumen is su±ciently
large. Let each node participate in k(±0; ®) ln n random middle supernodes.
Then removing any set of n=2 nodes stil l leaves all but ±0n= ln n middle
supernodeswith at least ®k(±0; ®) ln n live nodes.

Proof.
For simplicit y, we will assumethere are n middle supernodes (we can

throw out any excesssupernodes).
Let l = n, l0 = n=2, r = n, r 0 = ±0n= ln n, ¸ = 2® and d = k(±0; ®) ln n

in Lemma 2. We want probabilit y less than 1=n2 of being able to re-
move n=2 nodesand having a set of ±0n= ln n supernodesall with lessthan
®k(±0; ®) ln n live nodes. This happens provided that the number of con-
nections from each supernode is bounded as in Lemma 2:

k(±0; ®) ln n ¸
4 ln n

±0n(1 ¡ 2®)2

µ
n ln(2e)

2
+

±0n
ln n

¢ln
µ

ln n
±0

¶
+ 2ln n

¶

=
2ln(2e) ¢ln n
±0(1 ¡ 2®)2 + o(1);

( ) k(±0; ®) ¸
2 ln(2e)

±0(1 ¡ 2®)2 + o(1):

Lemma 5. Let ¯ ; ±0; n; k be valuessuch that ¯ > 1, ±0 > 0 and assume
n is su±ciently large. Let each node participate in k ln n of the middle
supernodes, chosen uniformly at random. Then all but ±0n= ln n middle
supernodes have less than ¯ k ln n participating nodes with probability at
least 1 ¡ 1=n2.

Proof. For simplicit y, we will assumethere are n middle supernodes
(we can throw out any excesssupernodes and the lemma will still hold).
Let l = n, r = n, r 0 = ±0n= ln n, d = k ln n and ¯ 0 = ¯ in Lemma 3. Then
the statement in this lemma holds provided that:

k ln n ¸
4 ln n

±0n(¯ ¡ 1)2

µ
±0n
ln n

¢ln
µ

ln n
±0

¶
+ 2ln n

¶
;

( ) k ¸
4

(¯ ¡ 1)2 ln n
¢ln

µ
ln n
±0 +

2
±0n

¶
:

The right hand side of this equation goesto 0 as n goesto in¯nit y.
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Lemma 6. Let ®; ±0; n be values such that ® < 1=2, ±0 > 0 and let
k(±0; ®) be a valuethat dependsonly on ±0 and ® and assumen is su±ciently
large. Let each node participate in k(±0; ®) top (bottom) supernodes. Then
removing any set of n=2 nodes stil l leaves all but ±0n= ln n top (bottom)
supernodeswith at least ®k(±0; ®) ln n live nodes.

Proof.
Let l = n, l0 = n=2, r = n= ln n, r 0 = ±0n= ln n, ¸ = 2® and d =

k(±0; ®) in Lemma 2. We want probabilit y lessthan 1=n2 of being able to
remove n=2 nodes and having a set of ±0n= ln n supernodes all with less
than ®k(±0; ®) ln n live nodes. We get this provided that the number of
connectionsfrom each supernode is bounded as in Lemma 2:

k(±0; ®) ¸
4

±0n(1 ¡ 2®)2

µ
n ln(2e)

2
+

±0n
ln n

¢ln(1=±0) + 2ln n
¶

=
2ln(2e)

±0(1 ¡ 2®)2 + o(1):

Lemma 7. Let ¯ ; ±0; n; k be valuessuch that ¯ > 1, ±0 > 0 and n is suf-
¯ciently large. Let each nodeparticipate in k of the top (bottom) supernodes
(chosenuniformly at random). Then all but ±0n= ln n top (bottom) supern-
odesconsist of lessthan ¯ k ln n nodeswith probability at least 1 ¡ 1=n2.

Proof. Let l = n, r = n= ln n, r 0 = ±0n= ln n, d = k and ¯ 0 = ¯ in
Lemma 3. Then the statement in this lemma holds provided that:

k ¸
4

±0n(¯ ¡ 1)2

µ
±0n
ln n

¢ln
³ e

±0

´
+ 2ln n

¶

=
4

ln n(¯ ¡ 1)2 ¢
µ

ln
³ e

±0

´
+

2ln n
±0n

¶
:

The right hand side of this equation goesto 0 as n goesto in¯nit y.

Cor ollar y 4.1. Let ¯ ; ±0; n; k be values such that ¯ > 1, ±0 > 0 and
n is su±ciently large. Let each data item be stored in k of the bottom
supernodes (chosen uniformly at random). Then all but ±0n= ln n bottom
supernodeshavelessthan ¯ k ln n data items stored on them with probability
at least 1 ¡ 1=n2.

Proof. Let the data items be the left side of a bipartite graph and
the bottom supernodes be the right side. The proof is then the sameas
Lemma 7.
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Cor ollar y 4.2. Let ±0 > 0, ® < 1=2, ¯ > 1. Let k(±0; ®), be a
value depending only on ±0 and assumen is su±ciently large. Let each
node appear in k(±0; ®) top supernodes, k(±0; ®) bottom supernodes and
k(±0; ®) ln n middle supernodes. Then all but ±0n of the supernodes are
(®k(±0; ®); ¯ k(±0; ®)) -good with probability 1 ¡ O(1=n2).

Proof.
Use

k(±0; ®) =
10
3

¢
2ln(2e)

±0(1 ¡ 2®)2

in Lemma 6. Then we know that no more than 3±0n=(10ln n) top su-
pernodesand no morethan 3±0n=(10ln n) bottom supernodeshavelessthan
®k(±0; ®) ln n live nodes. Next plugging k(±0; ®) into Lemma 4 gives that
no more than 3±0n=(10ln n) middle supernodeshave lessthan ®k(±0; ®) ln n
live nodes.

Next using k(±0; ®) in Lemma 7 and Lemma 5 givesthat no more than
±0n=(20ln n) of the supernodes can have more than ¯ k(±0; ®) ln n nodes
in them. Finally, using k(±0; ®) in Lemma 4.1 gives that no more than
±0n=(20ln n) of the bottom supernodes can have more than ¯ k(±0; ®) ln n
data items stored at them. If we put these results together, we get that
no more than ±n= ln n supernodes are not (®k(±0; ®); ¯ k(±0; ®))-good with
probabilit y 1 ¡ O(1=n2)

4.5. (° ; ®; ¯ )-expansiv e Sup erno des

Theorem 4.3. Let ± > 0, ® < 1=2, 0 < ° < 1, ¯ > 1. Let k(±; ®; ° ) be
a valuedependingonly on ±; ®; ° and assumen is su±ciently large. Let each
node participate in k(±; ®; ° ) top supernodes, k(±; ®; ° ) bottom supernodes
and k(±; ®; ° ) ln n middle supernodes. Then all but ±n= ln n top supernodes
are (° ; ®k(±; ®); ¯ k(±; ®)) -expansive with probability 1 ¡ O(1=n2).

Proof.
Assumethat for someparticular k(±; ®; ° ) that more than ±n= ln n top

supernodesarenot (° ; ®k(±; ®; ° ); ¯ k(±; ®; ° )-expansive. Then each of these
bad top supernodeshas(1¡ ° n)=ln n paths that arenot (®k(±; ®; ° ); ¯ k(±; ®; ° ))-
good. So the total number of paths that are not (®k(±; ®; ° ); ¯ k(±; ®; ° ))-
good is more than

±(1 ¡ ° )n2

ln2 n
:

We will show there is a k(±; ®; ° ) such that this event will not occur
with high probabilit y. Let ±0 = ±(1 ¡ ° ) and let

k(±; ®; ° ) =
10
3

¢
2ln(2e)

±(1 ¡ ° )(1 ¡ 2®)2 :
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Then we know by Lemma 4.2 that with high probabilit y, there are no
more than ±(1¡ ° )n= ln n supernodesthat are not (®k(±; ®; ° ); ¯ k(±; ®; ° ))-
good. Wealsoknow that each of thesesupernodeswhich arenot good cause
at most n= ln n paths in the butter°y to be not (®k(±; ®; ° ); ¯ k(±; ®; ° ))-
good. Hencethe number of paths that arenot (®k(±; ®; ° ); ¯ k(±; ®; ° ))-good
is no more than ±(1 ¡ ° )n2=(ln2 n) which is what we wanted to show.

4.6. (®; ¯ )-good Paths to Data Items

We will usethe following lemma to show that almost all the nodesare
connectedto someappropriately expansive top supernode.

Lemma 8. Let ± > 0, ² > 0 and n be su±ciently large. Then exists a
constant k(±; ²) depending only on ² and ± such that if each node connects
to k(±; ²) random top supernodes then with high probability, any subsetof
the top supernodesof size (1 ¡ ±)n= ln n can be reached by at least (1 ¡ ²)n
nodes.

Proof. We imagine the n nodesas the left side of a bipartite graph and
the n= ln n top supernodes as the right side and an edgebetween a node
and a top supernode in this graph if and only if the node and supernode
are connected.

For the statement in the lemma to be false, there must be someset of
²n nodes on the left side of the graph and someset of (1 ¡ ±)n= ln n top
supernodeson the right side of the graph that shareno edge. We can ¯nd
k(±; ²) large enough that this event occurs with probabilit y no more than
1=n2 by plugging in l = n, l0 = ²n, r = n= ln n and r 0 = (1 ¡ ±)(n= ln n)
into Lemma 1. The bound found is:

k(±; ²) ¸
1

(1 ¡ ±)²n

µ
²n ¢ln

³ e
²

´
+

(1 ¡ ±)n
ln n

¢ln
µ

e
(1 ¡ ±)

¶
+ 2ln n

¶
;

=
ln

¡
e
²

¢

1 ¡ ±
+ o(1):

We will usethe following lemma to show that if we can reach ° bottom
supernodes that have somelive nodes in them that we can reach most of
the data items.

Lemma 9. Let ° ; n; ² be any positive values such that ² > 0, ° > 0.
There exists a k(²; ° ) which depends only on ²; ° such that if each bottom
supernode holds k(²; ° ) ln n random data items, then any subsetof bottom
supernodesof size ° n= ln n holds (1 ¡ ²)n unique data items.

Proof.
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We imagine the n data items as the left side of a bipartite graph and
the n= ln n bottom supernodesasthe right sideand an edgebetweena data
item and a bottom supernode in this graph if and only if the supernode
contains the data item. The bad event is that there is someset of ° n= ln n
supernodeson the right that shareno edgewith someset of ²n data items
on the right. We can ¯nd k(²; ° ) large enoughthat this event occurs with
probabilit y no more than 1=n2 by plugging in l = n, l0 = ²n into r = n= ln n,
r 0 = ° n= ln n into Lemma 1. We get:

k(²; ° ) ln n ¸
ln n
²° n

µ
° n
ln n

¢ln
e
°

+ ²n ¢ln
e
²

+ 2ln n
¶

;

( ) k(²; ° ) ¸
1
°

¢ln
e
²

+ o(1):

4.7. Connections between (®; ¯ )-good sup erno des

Lemma 10. Let ®; ¯ ; ®0; n be any positive valueswhere ®0 < ®, ® > 0
and let C be the number of supernodes to which each node connects. Let
X and Y be two supernodesthat are both (®C; ¯ C)-good. Let each node in
X haveedgesto k(®; ¯ ; ®0) random nodesin Y where k(®; ¯ ; ®0) is a value
depending only on ®; ¯ and ®0. Then with probability at least 1¡ 1=n2, any
set of ®0C ln n nodes in X has at least ®0C ln n live neighbors in Y

Proof. Considerthe event wherethere is somesetof ®0C ln n nodesin X
which do not have®0C ln n liveneighbors in Y . There are®C ln n livenodes
in Y so for this event to happen, there must be someset of (®¡ ®0)C ln n
live nodesin Y that shareno edgewith someset of ®0d ln n nodesin X . We
note that the probabilit y that there are two such setswhich shareno edge
is largest when X and Y have the most possiblenodes. Hencewe will ¯nd
a k(®; ¯ ; ®0) large enough to make this bad event occur with probabilit y
lessthan 1=n2 if in Lemma 1 we set l = ¯ C ln n, r = ¯ C ln n, l0 = ®0C ln n
and r 0 = (®¡ ®0)C ln n. When we do this, we get that k(®; ¯ ; ®0) must be
greater than or equal to:

µ
¯

®0(® ¡ ®0)

¶
¢
³

®0 ln
³ ¯ e

®0

´
+ (® ¡ ®0) ln

³ ¯ e
® ¡ ®0

´
+

2
C

´
:

4.8. Putting it All Together

We are now ready to give the proof of Theorem 3.1.

Proof. Let ±; ®; ° ; ®0; ¯ be any valuessuch that 0 < ± < 1, 0 < ® < 1=2,
0 < ®0 < ® , ¯ > 1 and 0 < ° < 1. Let
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C = 10
3 ¢ 2 ln(2 e)

±(1 ¡ ° )(1 ¡ 2®)2 ;

T =
ln ( e

² )
1¡ ± ;

B = 1
° ln

¡
e
²

¢
;

D =
³

¯
®0(®¡ ®0)

´ ³
®0ln

³
¯ e
®0

´
+ (®¡ ®0) ln

³
¯ e

®¡ ®0

´
+ 2

C

´

Let each node connect to C top, C bottom and C middle supernodes.
Then by Theorem4.3,at least (1¡ ±)n= ln n top supernodesare(° ; ®C; ¯ C)-
expansive. Let each node connect to T top supernodes. Then by Lemma 8,
at least (1 ¡ ²)n nodes can connect to some (° ; ®C; ¯ C)-expansive top
supernode. Let each data item map to B bottom supernodes. Then by
Lemma 9, at least (1 ¡ ²)n nodes have (®C; ¯ C)-good paths to at least
(1 ¡ ²)n data items.

Finally, let each node in a middle supernode have D random connec-
tions to nodes in neighboring supernodes in the butter°y network. Then
by Lemma 10, at least (1 ¡ ²)n nodes can broadcast to enough bottom
supernodesso that they can reach at least (1 ¡ ²)n data items.

Each node requires T links to connect to the top supernodes;2D links
for each of the C top supernodesit plays a role in; 2D links for each of the
C ln n middle supernodes it plays a role in and B ¯ ln n storagefor each of
the C bottom supernodes it plays a role in. The total amount of memory
required is thus

T + 2DC + C ln n(2D + B ¯ );

which is lessthan k1(²) logn for somek1(²) dependent only on ².
Our search algorithm will ¯nd paths to at most B bottom supernodes

for a given data item and each of thesepaths has lessthan logn hops in it
so the search time is no more than

k2(²) logn = B logn:

Each supernode contains no more that ¯ ln n nodesand in each search,
exactly T top supernodessendno more than B messagesso the total num-
ber of messagestransmitted during a search is no more than

k3(²) log2 n = (TB ¯ C) log2 n:

5. MODIFICA TIONS FOR SPAM RESISTANT CONTENT
ADDRESSABLE NETW ORK

We only sketch the changesin the network and the proofs to allow a
spam resistant content addressablenetwork. The arguments are basedon
slight modi¯cations to the proofs of section 4.
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The ¯rst modi¯cation is that rather than have a constant degreeex-
pander betweentwo supernodesconnectedin the butter°y , we will have a
full bipartite graph betweenthe nodesof thesetwo supernodes. Sincewe've
insisted that the total number of adversary controlled nodesbe strictly less
than n=2, we can guarantee that a 1¡ ² fraction of the paths in the butter-
°y have all supernodeswith a majorit y of good (non-adversary controlled)
nodes. In particular, by substituting appropriate values in Lemma 2 and
Lemma 3 we can guarantee that all but ²n= logn of the supernodes have
a majorit y of good nodes. This then implies that no more than an ² frac-
tion of the paths passthrough such \adv ersary-majorit y" supernodes. As
before, this implies that most of the nodescan accessmost of the content
through paths that don't contain any \adv ersary-majorit y" supernodes.

For a search in the newnetwork, the paths in the butter°y network along
which the search request and data item will be sent are chosenexactly as
in the original construction. However, we modify the protocol so that in
the downward °ow, every node passesdown a requestonly if the majorit y
of requests it received from nodes above it are the same. This means
that if there are no \adv ersary-majorit y" supernodes on the path, then
all good nodes will take a majorit y value from a set in which good nodes
are a majorit y. Thus, along such a path, only the correct request will be
passeddownwards by good nodes. After the bottommost supernodes are
reached, the data content °ows back along the same links as the search
went down. Along this return °ow, every node passesup a data value only
if a majorit y of the valuesit received from the nodesbelow it are the same.
This again ensuresthat along any path where there are no \adv ersary-
majorit y" supernodes,only the correct data value will be passedupwards
by good nodes. At the top, the node that issued the search takes the
majorit y value amongst the (O(log n)) valuesit receivesas the ¯nal search
result.

To summarize,the main theoremfor spamresistant content addressable
networks is as follows:

Theorem 5.1. For any constant c < 1=2 such that the adversary con-
trols no more than cn nodes, and for all ² > 0, there exist constants k1(²),
k2(²), k3(²) which depend only on ² such that

² Every node requires k1(²) log2 n memory.

² Search for a data item takes no more than k3(²) logn time. (This
is under the assumption that network latency overwhelmsprocessing
time for one message,otherwise the time is O(log2 n).)

² Search for a data item requires no more than k3(²) log3 n messages.

² All but ²n nodescan search successfully for all but ²n of the true data
items.
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6. DISCUSSION AND OPEN PROBLEMS

We concludewith someopen issues:

1. For the deletion resistant content addressablenetwork: Is there a
mechanismfor dynamically maintaining our network whenlargenum-
bers of nodes are deleted or added to the network? Is it possibleto
reduce the number of messagesthat are sent in a search for a data
item from O(log2 n) to O(log n)?

2. Can one improve on the construction for the spam resistant content
addressablenetwork?

3. Can one deal e±ciently with more general Byzantine faults? For
example, the adversary could use nodes under his control to °ood
the network with irrelevant searches, this is not dealt with by either
of our solutions.

4. We conjecture that our network has the property that it is poly-
log competitiv e with any ¯xed degreenetwork. I.e., we conjecture
that given any ¯xed degreenetwork topology, where n items are dis-
tributed amongstn nodes,and any set of accessrequeststhat can be
dealt with ¯xed sizedbu®ers,then our network will alsodeal with the
sameset of requestsby intro ducing no more than a polylog slowdown.
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Lemma 1: Let l ; r ; l0; r 0; d and n be any positive values where l0 · l and
r 0 · r and

d ¸
r

r 0l0

µ
l0ln

µ
le
l0

¶
+ r 0ln

³ r e
r 0

´
+ 2ln n

¶
:

Let G be a random bipartite multigraph with left side L and right side R
where jL j = l and jRj = r and each node in L has edges to d random
neighbors in R. Then with probability at least 1 ¡ 1=n2, any subsetof L of
size l0 shares an edgewith any subsetof R of size r 0 .

Proof.
We will usethe probabilistic method to show this. We will ¯rst ¯x a set

L 0 ½ L of size l0 and a set R0 ½ R of size r 0 and compute the probabilit y
that there is no edgebetweenL 0 and R0 and will then bound the probabilit y
of this bad event for any such set L 0 and R0. The probabilit y that a single
edgedoesnot fall in R0 is 1 ¡ r 0=r so the probabilit y that no edgefrom L 0

falls into R0 is no more than e¡ r 0l 0d=r .
The number of ways to choosea set L 0 of the appropriate sizeis no more

than (le=l0) l 0
and the number of ways to choosea set R0 of the appropriate

size is no more than (r e=r0)r 0
. So the probabilit y that no two subsetsL of

size l0 and R of sizer 0 have no edgebetweenthem is no more than:

µ
le
l0

¶ l 0

¢
³ r e

r 0

´ r 0

¢e¡ r 0l 0d
r

Below we solve for appropriate d such that this probabilit y is lessthan
1=n2.

µ
le
l0

¶ l 0

¢
³ r e

r 0

´ r 0

¢e¡ r 0l 0d
r · 1=n2 (1)

( ) l0ln
µ

le
l0

¶
+ r 0ln

³ r e
r 0

´
¡

r 0l0d
r

· ¡ 2 ln n (2)

( )
r

r 0l0

µ
l0ln

µ
le
l0

¶
+ r 0ln

³ r e
r 0

´
+ 2ln n

¶
· d

We get step (2) from step (1) in the above by taking the logarithm of
both sides.

Lemma 2: Let l ; r ; l0; r 0; d; ¸ and n be any positive values where l0 · l ,
r 0 · r , 0 < ¸ < 1 and

d ¸
2r

r 0l0(1 ¡ ¸ )2

µ
l0ln

µ
le
l0

¶
+ r 0ln

³ r e
r 0

´
+ 2ln n

¶

Let G be a random bipartite multigraph with left side L and right side R
where jL j = l and jRj = r and each node in L has edges to d random
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neighbors in R. Then with probability at least 1 ¡ 1=n2, for any set L 0 ½ L
where jL 0j = l0, there is no set R0 ½ R, where jR0j = r 0 such that all nodes
in R0 share lessthan ¸l 0d=r edgeswith L 0.

Proof.
We will usethe probabilistic method to show this. We will ¯rst ¯x a set

L 0 ½ L of size l0 and a set R0 ½ R of size r 0 and compute the probabilit y
that all nodesin R0 sharelessthan ¸l 0d=r edgeswith L 0. If this bad event
occurs then the total number of edgessharedbetweenL 0 and R0 must be
lessthan ¸r 0l0d=r. Let X be a random variable giving the number of edges
sharedbetweenL 0 and R0. The probabilit y that a single edgefrom L 0 falls
in R0 is r 0=r so by linearit y of expectation, E(X ) = r 0l0d=r.

We can then say that:

Pr
µ

X ·
¸r 0l0d

r

¶
= Pr(X · (1 ¡ ±)E(X )) · e¡ E (X )±2 =2:

Where ± = 1 ¡ ¸ and the last equation follows by Cherno®bounds if
0 < ¸ < 1.

The number of ways to choosea set L 0 of the appropriate sizeis no more
than (le=l0) l 0

and the number of ways to choosea set R0 of the appropriate
sizeis no more than (r e=r0)r 0

. So the probabilit y that no two subsetsL 0 of
size l0 and R0 of sizer 0 have this bad event occur is

µ
le
l0

¶ l 0

¢
³ r e

r 0

´ r 0

¢e¡ r 0l 0d± 2
2r :

Below we solve for appropriate d such that this probabilit y is lessthan
1=n2.

µ
le
l0

¶ l 0

¢
³ r e

r 0

´ r 0

¢e¡ r 0l 0d± 2
2r · 1=n2 (3)

( ) l0ln
µ

le
l0

¶
+ r 0ln

³ r e
r 0

´
¡

r 0l0d±2

2r
· ¡ 2 ln n(4)

( )
2r

r 0l0(1 ¡ ¸ )2

µ
l0ln

µ
le
l0

¶
+ r 0ln

³ r e
r 0

´
+ 2ln n

¶
· d

We get step (4) from step (3) in the above by taking the logarithm of
both sides.

Lemma 3: Let l ; r ; r 0; d; ¯ 0 and n be any positive valueswhere l0 · l , ¯ 0 > 1
and

d ¸
4r

r 0l (¯ 0 ¡ 1)2

³
r 0ln

³ r e
r 0

´
+ 2ln n

´
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Let G be a random bipartite multigraph with left side L and right side R
where jL j = l and jRj = r and each node in L has edges to d random
neighbors in R. Then with probability at least 1 ¡ 1=n2, there is no set
R0 ½ R, where jR0j = r 0 such that all nodes in R0 havedegree greater than
¯ 0ld=r.

Proof.
We will again use the probabilistic method to show this. We will ¯rst

¯x a set R0 ½ R of size r 0 and compute the probabilit y that all nodes in
R0 have degreegreater than ¯ 0ld=r. If this bad event occurs then the total
number of edgessharedbetweenL and R0 must be at least ¯ 0r 0ld=r. Let X
be a random variable giving the number of edgessharedbetweenL and R0.
The probabilit y that a single edgefrom L falls in R0 is r 0=r so by linearit y
of expectation, E(X ) = r 0ld=r.

We can then say that:

Pr
µ

X ¸
¯ 0r 0ld

r

¶
= Pr(X ¸ (1 + ±)E(X )) · e¡ E (X )±2 =4:

Where ± = ¯ 0 ¡ 1 and the last equation follows by Cherno®bounds if
1 < ¯ 0 < 2e¡ 1.

The number of ways to choose a set R0 of the appropriate size is no
more than (r e=r0)r 0

. So the probabilit y that no subsetR0 of sizer 0 has this
bad event occur is

³ r e
r 0

´ r 0

¢e¡ r 0l 0d± 2
4r :

Below we solve for appropriate d such that this probabilit y is lessthan
1=n2.

³ r e
r 0

´ r 0

¢e¡ r 0ld± 2
4r · 1=n2 (5)

( ) r 0ln
³ r e

r 0

´
¡

r 0ld±2

4r
· ¡ 2 ln n (6)

( )
4r

r 0l (¯ 0 ¡ 1)2

³
r 0ln

³ r e
r 0

´
+ 2ln n

´
· d

We get step (6) from step (5) in the above by taking the logarithm of
both sides.
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