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Abstract

We considerthe problemsof ByzantineAgreemenand
LeaderElection, wher a constantfractionb < 1=3 of
processos are controlled by a maliciousadvesary. The
r stproblemrequiresthatall uncorruptedprocessos come
to an agreementn a bit initially held by one of the un-
corruptedprocessas; the secondrequiresthat the uncor
ruptedprocessos choosea leaderwhois uncorrupted.

Motivatedby the needfor robustand scalablecompu-
tationin peerto-peemetworkswedesignthe r stscalable
protocolsfor theseproblemsfor a networkwhosedegree
is polylogarithmic in its size By scalable we meanthat
ead uncorruptedprocessosendsandprocessea number
of bits that is only polylogarithmicin n. (We assumeno
limit onthe numberof messgessentby corruptedproces-
sors.) With high probability, our ByzantineAgreemenpro-
tocolresultsin agreemenamongal O(1=In n) fraction
of the uncorruptedprocessos. With constantprobability,
our LeaderElectionprotocolelectsan uncorruptedeader
andensuesthatal O(1=Inn) fractionoftheuncorrupt
processos knowthis leader

We assumea full information model. Thus, the ad-
versaryis assumedo haveunlimitedcomputationapower
and hasaccesgo all communicationsbut doesnot have
accesgo processos' privaterandombits.

1 Intr oduction

The potentialof peerto-peer(p2phetworks hasbeenhob-
bled by our lack of understandingf how to designro-
bustalgorithmsfor large-scalenetworks. Networksthatare
truly p2p are currently very unsophisticated@omputation-
ally: they areonly ableto provide thefunctionality of very
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basicdatastructuressuchashashtablesor skip lists. This
limits their useto problemsof storing, retrieving anddis-
seminatingdata.

Thislack of sophistications in spiteof strongmotiva-
tion for building p2pnetworksthatdo non-trivial computa-
tion. For example thecompary Cloudmarkmaintainsahy-
brid peerto-peemetwork for detectingspamthatis already
beingusedby overonehundredmillion people[28]. Users
in this network mark thoseemailsthey receve that they
considerspam; ngerprints are thengeneratedor emails
that are marked as spamby mary usersandthese nger-
prints aredistributedto all usersin the network. The net-
work is hybrid peerto-peerin thatit critically relieson a
centralauthoritythattallies votesandperformsadmission
control by chaging usersan annualfeein orderto partic-
ipatein the network. It would bene t mary people nan-
cially if therewereatruly peerto-peernetwork for spam
prevention that did not chage a participationfee. How-
ever, designingsuchanetwork requireshedevelopmenbf
fully distributedalgorithmsthatcanfunctionrobustly with-
outadmissiorcontrol. Thesedistributedalgorithmswould
needto work correctly even in the casewherean adwer
sary controlsa large numberof the peersin the network.
E.g.,the algorithmswould needto be robustto attacksby
“zombienets”i.e. large numbersof computersthat have
beencompromisedndarenow underthe control of a sin-
gle malicioususer

We note that peerto-peeralgorithmshave beenpro-
posednot just for spamdetectionbut alsofor a wide va-
riety of othercomputationallychallengingtasksincluding:
worm detectionandsuppressiolfi27, 23], collaboratve I-
tering [9], reputationmanagemenf21, 1] and datamin-
ing [11]. Unfortunately all algorithmsproposedor these
problemshave no theoreticalguarantee®f being able to
work in anetwork whereanadwersarycontrolsalargenum-
ber of the peers. This is a barrierto implementationand
wide-spreadiseof thesealgorithms.

In this paper we take a steptowardsincreasingour
understandingf how to designrobustalgorithmsfor large-
scalepeerto-peemetworks. In particular we focuson de-
signingrobustandscalablealgorithmsfor two fundamental
problems:leaderelectionandByzantineagreementSolu-
tionsto thesetwo problemscanbe usedasbuilding blocks
for robust and scalablesolutionsto other problems. For
example,Byzantineagreements a key componenbf al-



gorithmsfor voting; databasemanagemenfl7, 18]; and
securemultiparty computation[29, 19, 3, 4]. Our algo-
rithmshave the following importantproperties.

Rolustness:Our algorithmswork on networks where
strictly less than a 1=3 fraction of the nodesare
controlled by an adwersary (i.e. suffer Byzantine
faults)

Scalability: The lateny of our algorithmsand the
numberof bits that eachuncorruptedpeersendsand
processesreat mostpolylogarithmicin n, the num-
berof peersin the network. Moreover our algorithms
operateon networkswhereeachpeerhasa numberof
neighborghatis at mostpolylogarithmicin n.

Almost-Everywher Agreement:lt is easyto seethat
in a sparsenetwork, an adwersarycan isolate some
numberof uncorruptedorocessordy taking over all
theirneighborsHence puralgorithmsonly guarantee
thatall butaO(1=In n) fractionof thecorrectproces-
sorsterminatewith the correctoutput.

The problem of distributed computingwith a mali-
cious adwersaryin a sparsenetwork was rst considered
in Dwork et. al. [14] in 1988andimprovedin [7, 8, 26, 6].
All of theseresultsrequirethateachprocessousea poly-
nomialnumberof bits of communicationOur contritution
is to bring the numberof bits of communicatiordown to
polylogarithmic numberof bits per processorthe compu-
tation time spentat eachprocessoiis polylogarithmic as
well if we assumethat eachprocessoknows the topol-
ogy of the network at the start. Our protocolsarerandom-
ized; for Byzantineagreementhe protocol succeedsvith
high probability With leaderelection,successs achieved
with aconstanprobability Ourcommunicatiormodeland
our modelof attackarethe sameasin thefull information
modeldescribedn the 2006 paperby Ben-Or et. al. [5],
exceptthatuncorruptedporocessorganonly communicate
alongthe x ededgesf the network.

1.1 Our model We designhanetwork with n processors
where each node has degree that is polylogarithmic in
n. We assumethat communicationamonguncorrupted
processorscan only occur over edgesin the network.
Communicationoccursin rounds In eachround, every
processomay sendout message$o its neighborsin the
network. The corruptedprocessorsare assumedo have
receved the message®f all the uncorruptedprocessors
beforethey sendout their own messagesThe processors
are synchronizedetweenroundsso that all message#n
roundi areassumedo be receved beforearny messages
in roundi + 1 aresentout. The size of eachmessageés
polylogarithmicin n.

Weassuméheadwersarygetsto pick which processors
will be corruptedbeforethe algorithmbeginsandcontrols
the actionsof all corruptedprocessorso asto maximize
the chanceof causingthe algorithm to fail. Also the
adwersaryis computationallyunboundedvhich disallovs
the use of cryptographicassumptions. We assumethat
eachprocessotas accessto private randombits which
are not known to other processoror the adwersary All
otherinformation, e.g. the topology of the network, the
algorithmsrun by the uncorruptechodes theinitial inputs
of the uncorruptechodesetc.,is assumedo be knowvn by
theadwersary

1.2 Our Results In this paperwe relaxtherequirement
thatall uncorruptedorocessorseachagreemenasto the

leader(or the valueof bit in the caseof ByzantineAgree-

ment) at the end of the protocol, insteadrequiringthat a

1 o(2) fraction of uncorruptedorocessorgeachagree-
ment. This relaxationis sometimegeferredto asalmost-

everywhereagreementOur mainresultsarestatedn The-

oremsl.landl1.2below.

THEOREM 1.1. Supposé¢herearen processogsandacon-
stantfraction,b < 1=3 of theseprocessos are corrupted.
Thek is a polylogarithmic (in n) boundeddegree network
anda protocolsud that

With constant probability greater than 0, a 1
O(1=Inn) fraction of the uncorrupted processos
agreeonaleader

Every uncorrupted processorsendsand processes
only a polylogarithmic(in n) numberof bits.

Thenumberof roundsrequired is polylogarithmicin
n.

THEOREM 1.2. Suppos¢heraren processosandacon-
stantfractionb < 1=3 of theseprocessos are corrupted.
Thee is a polylogarithmic (in n) boundeddegree network
anda protocolsud that:

With highprobability a1l O(1=In n) fractionof the
uncorruptedprocessaos agree on the samevalue (for
the bit).

Every uncorrupted processorsendsand processes
only a polylogarithmic(in n) numberof bits.

Thenumberof roundsrequired is polylogarithmicin
n.

The algorithmswe useto prove Theoreml.1and1.2
areadaptation®f the ScalableLeaderElectionalgorithm
describedn [22] for afully connectedetwork.



1.3 Related Work Therehasbeensigni cant work in
designingpeerto-peernetworks that are provably robust
to a large numberof Byzantinefaults[16, 24, 20, 2, 25].
This work focusesonly on robustly enablingstorageand
retrieval of dataitems. To the bestof our knowledgethere
is no previous work in the peerto-peerliteraturethat fo-
cusen provably robustalgorithmsfor moresophisticated
computation.

The notion of almost-@erywhee Byzantine agree-
mentin which not all, but almostall, correctprocessors
arerequiredto cometo agreementvasintroducedn a pa-
per by Dwork, et. al. [14] on fault tolerancein bounded
degree networks. They exhibited a communicationnet-
work of boundeddegreeconnectingn processorsghaten-
ablesall but O(t) correctprocessorso reachagreement
in the presencef uptot = O(n=Inn) faulty processors.
BermanandGarayimprovedontheef ciency of thesepro-
tocols[7, 8]. Theirmainresultis analgorithmthatachieves
consensuB thebutter y network usingO(t + In nIn In n)
one-bit parallel transmissionsteps,while toleratingt =
O(n=In n) corruptedprocessorandhaving O(t In t) con-
fusedprocessorgi.e. uncorruptecprocessorshathave de-
cidedon the incorrectbit). The numberof rounds,num-
berof corruptedprocessorshatcanbetoleratedandnum-
ber of confusedprocessorsn this result are all asymp-
totically optimal for the butter y network. Upfal proved
thatfor ary strong-enouglexpanderthereis analmostev-
erywhereagreemenprotocol that tolerateslinearly mary
faulty processor$26]. Thelocal computationrequiredby
eachprocessois exponentialin his protocoleventhough
the communicatiorcompleity is polynomial. Ben-Orand
Ron designeda boundeddegree network and an almost-
everywhereagreemenalgorithmthat is fully polynomial
andtoleratesa linear numberof faultswith high probabil-
ity if thefaulty processorarerandomlylocatedthroughout
thenetwork [6].

Dolev and Reischukshov a lower bound on deter
ministic communicationcompleity of Byzantineagree-
ment[13]. They shaw thateachprocessomustsend ( n)
bits.

In [22], King etal. describeprotocolsfor LeaderElec-
tion and Byzantine Agreementthat take polylogarithmic
roundsand require eachprocessoto sendand processa
polylogarithmic numberof bits. Theseprotocolsonly run
on fully connectedhetworks. Adaptingtheseprotocolsto
sparsenetworks is challengingbecausef problemswith
load-balancingFor example theideaof simulatinga scal-
ableleaderelectionprotocolsonastandaraxpandetbased
network topology suchasthosein [16, 24, 2, 26] fails to
work. Theproblemis thattheadwersarycanwait until near
the endof the computationjdentify thosenodesthat play
acritical role in completingthe computatiorandthensend
alarge numberof messagethroughthe network to neigh-

borsof thosenodes.Thistypeof denialof serviceattackal-

lows the adwersaryto dynamicallycut off importantnodes
from therestof thenetwork by overloadingtheir neighbors
with messagesThis is a valid attackin our modelsince
we assumehe corruptprocessorsansendout anarbitrary
numberof messages.

To avoid this attack, we introduce a nev way of
dynamically updating permissiblecommunicationpaths.
Each processordynamically updates,during the compu-
tation, thoseprocessorgo which it will listen and those
processorgor which it will forward messagesThis pro-
tectsmost processorgrom being overloadedby spurious
messages.

2 Overview

Throughoutthe paperwe usec to represent. (sometimes
different) constant. Sometimeswve specifythe value of c;
if its valueis unspeci edc shouldbe readasrepresenting
a sufciently large constant. We use the phrasewith
high probability (or simply w.h.p) to meanthatan event
happensvith probabilityatleastl o(n ©) forc> 3. For
readability we treatln n asaninteger.

We now give a high-level sketchof how our protocol
works. In its simplestform asin [22], we divide theproces-
sorsinto groupsof polylogarithmic size;eachprocessois
assignedo multiple groups. In parallel,eachgroupthen
“elects” a small numberof processordrom within their
groupto move on. We recursvely repeatthis stepon the
setof electedprocessoraintil thereis a setof processors
left which is polylogarithmicin size. At this point, there-
mainingprocessorn this setrun eitheraknown (random-
ized)LeaderElectionprotocolor (deterministicByzantine
Agreementprotocol. Provided the fraction of corrupted
processorss boundedaway from 1=3 (which we insure
w.h.p.) theneitherwith constanfprobability theseproces-
sors(in the set) electa uncorruptedeaderor with proba-
bility 1,they achieve ByzantineAgreementWe thenshav
how theseprocessorsancommunicatehe leader(or a bit
value)to therestof theprocessors.

In [22], the groupsof processorareviewed asnodes
in a layerednetwork. There,sincethe processorsre as-
sumedto befully connectedprocessorshatare“elected”
candirectlycommunicatevith eachother In thispaperwe
will referto the network of [22] asan electiongraph and
we will shav how it may be implementedobustly with a
polylogarithmically boundedstatic networkto achieve our
results.

For the corvenienceof the reader we describethe
electiongraphin Section3. We then describeour static
network in Section4. Section6 containsthe protocols
which establishTheoremsl.1 and 1.2, we establishtheir
correctnesi Section?.

Our protocolmakes useof the ByzantineAgreement



protocol in [12], which takes O(k) roundsand requires
O(k?) bits of communicatiorwhentherearek processors,
provided the fraction of corruptedprocessorss bounded
above by 1=3. (We notethat a straightforvard modi ca-
tion of the protocol describedin [22] gives a Byzantine
Agreemeniprotocolwhich w.h.p. (in k) worksin O(In k)
roundsandusesO(k?) bits of communicationsolong as
the fraction of corruptedprocessords strictly lessthan
1=3. Although this doesnot qualitatively changeour re-
sults,it resultsin asigni cantly fastemprotocolin practice.)
We referto this protocolasHEAVYWEIGHT-BYZANTINE-
AGREEMENT. We implementthis protocolon groupsof k
processorfor k = O(In*° n). Ourprotocolsalsomale use
of two protocolswhichwe call HEAVYWEIGHT-LEADER-
ELECTION and ELECT-SUBCOMMITTEE. Theseproto-
cols,describedn [22] allow smallgroupsof processorso
electa leaderor a subcommittegespectiely. Thesepro-
tocols adaptprotocolsfrom [15] which are designedfor
the broadcasmodel,by simulatingbroadcastvhenneces-
sary In particular eachtime it is necessaryor proces-
sor p to broadcastn the original protocol, we simulate
broadcasby having p sendthemessagéo all otherproces-
sorsfollowed by a call to HEAVYWEIGHT-BYZANTINE-
AGREEMENT ensuringall theprocessoragreeonthemes-
sage. Although Byzantine Agreementprotocolsare de-
signedfor a singlebit, it is easyto seethatthey canalso
be usedto agreeon ab-bit messagéor b> 1 aswell; sim-
ply runthe protocolin parallelbtimes,oncefor eachbit.
The HEAVYWEIGHT-LEADER-ELECTION protocolis
a straightforvard adaptatiorof the protocolfrom [15], so
we omit its descriptionhere. We give a high level sketch
of the ELECT-SUBCOMMITTEE protocolbelon. A more
detaileddescriptionwill begivenin Section6. We assume
theprocessor&now eachothers'identitiesat the start.

withk = (In &n).

1 Fori= 1tok,

2 Processop; randomlyselectoneof k=(cIn® n)
“bins” andtells the otherprocessorfn its
committeewhich bin it hasselected.

3 Theotherprocessorin the committeerun
HEAVYWEIGHT-BYZANTINE-AGREEMENT t0
cometo aconsensusnwhich bin p; hasselected.

4 LetB bethebin with theleasthumberof processors
in it, andlet Sg bethesetof processori thatbin.

5 AddthejSgj cIn®n lowestnumberecprocessors
in theinputwhich arenotin Sg to Sg to ensure
iSgj= cIn®n.

6 ReturnSg astheelectedsubcommittee.

LEMMA 2.1. Let S be a committeeof (In ®n) proces-

sors, whee the fraction, f 5, of uncorruptedprocessas is
greaterthan 2=3. Thenthere existssomeconstantc, suc

thatw.h.p.,thesubcommitteelectionprotocolelectsa sub-
setZ of S such thatjZj = cIn®n andthe fraction of un-
corruptedprocessasin Z is greaterthan(1  1=Inn)fs.
This protocol usesa polylogarithmic numberof bits and
polylogarithmicnumberof roundsin a fully connectedhet-
work.

The proof of LemmaZ2.1 is a simple adaptationof a
proof in [15]. The proof follows from a straightforvard
application of Chernof boundsto shav that with high
probabilityary bin is selectedby a numberof uncorrupted
processorghat is not far belov the expectednumber A
unionboundshaws thatwith high probabilitythis holdsfor
all bins.

3 Theelectiongraph

Ouralgorithmsmake useof anelectiongraphto determine
which processorsvill participatein which elections.This
graphwasdescribedn [22] andis repeatedhere.
Beforedescribingthe electiongraph,we rst present

a result similar to that usedin [10]. Let X be a set of
processorskor acollectionF of subset®f X , aparameter

, andasubseiX %of X, let F (X% ) bethesubcollection
ofall F°2 F for which

T
F® X9 _ X9
—_— > ot
JF9 iX]
In otherwords,F (X % ) is the setof all subsetsf F
whoseoverlapwith X % is larger thanthe “expected’size

by morethana fraction.
Let ( r) denotetheneighborof noder in agraph.

LEMMA 3.1. Letl;r;z;n be positiveintegers sud that |
andr are all no more thann andr=| Inl Zn. Then,
there is a bipartite graph G(L; R) sudh thatjLj = | and
jRj = r and

1. Eadh nodein R hasdegreein? n.
2. Each nodein L hasdegreeO((r=l) In* n).

3. LetF bethecollectionof sets ( r) foreadhr 2 R.
Thenfor anysubset_°of L,
jF (L% 1=Inn)j < max(l;r)=In? 2n.

The proof of Lemma 3.1 follows from a counting
argumentusingthe probabilisticmethodandis omitted.

The following corollariesfollows immediatelyby re-
peatedapplicationof theabove lemma.

COROLLARY 3.1. Let” bethesmallesinteger suc that
n=In n In'°n. Thee s a family of bipartite graphs
G(Li;Ri);i = 0;1;:::;" , andconstants; and ¢, suc
thatjLi;j = n=In' n,jRij = n=In'""* n, and



1. Each nodein R; hasdegreeln® n.
2. Each nodein L; hasdegreeO(In“ n).

3. LetF bethecollectionof sets ( r) foreachr 2 R.
Thenfor anysubset ?of L;,
iF (L% 1=In n)j < jRij=In®n.

1
4. Let F%bethe collectionof sets (1) foread | 2 L.
Thenfor anysubseR? of R},
iF ARY% 1=Inn)j < jLij=In®n.

COROLLARY 3.2. Let™ bethesmallestnteger sud that

n=ln" n In'®n. Theeis a family of bipartite graphs
G(Li;Ri);i = 0;L;:::;° , sud thatjLij = n=In"n,
jRij = n=In'*! n, and

1. Each nodein R; hasdegreeln5 n.
2. Each nodein L; hasdegreeO(In* n).

3. LetF bethecollectionof sets ( r) foreachr 2 R.
Thenfor anysubset °of L;,
iF (L% 1=Inn)j < jLij=Inn.

Lemma3.1andits corollariesshown thereexistsafam-
ily of bipartite graphswith strong expansionproperties
which allow the formationof subsetf processorsvhere
all but a small fraction containa majority that are uncor
rupted.

We are now ready to describethe election graph.
Throughout,we referto nodesof the electiongraphase-
nodego distinguishthemfrom nodesof the staticnetwork.
Let ° be the minimum integer ~ suchthat n=In n
In*%n; notethat™ = O(In n=InIn n). Thetopmostlayer

hasasinglee-nodewhichis adjacento every e-nodein
layer® 1. For theremaininglayers® = 0; 1;:::;" 1,
therearen=In *! n e-nodesThereis an edgebetweerthe
ith e-node,A, in layer* andthejth e-node,B, in layer
"+ 1iff thereis anedgebetweertheith nodein L-,; and
thej th nodein R-4; from Corollary 3.2. In sucha case,
we saythatB is the parentof A, andA is thechild of B.
Notethate-nodedhave mary parents.

Eache-nodewill containa setof processor&nown as
a committee All e-nodes.exceptfor the oneon the top

layer andthosein layer 0, will containcin®n processors.

Initially, we assignthe n processorgo e-nodeson layer
0 usingthe bipartitegraphG(L ¢; Ro) describedn Corol-
lary 3.2. Thei" processois a memberof the committee
containedn thej ™ e-nodeof layer 0 iff thereis an edge
in G betweerthei" nodeof L, andthej™ nodeof Ro.
Noteevery e-nodeon layer0 hasln® n processorin it.
The e-nodeson higher layers have committeesas-
signedto them during the courseof the protocol. Let

childrenof A onlayer™ 1, and supposethat we have

alreadyassignedcommitteesto e-nodeson layers lower
than™. If © < ° | we assigna committeeto A by run-
ning ELECT-SUBCOMMITTEE on the processorassigned

HEAVYWEIGHT-LEADER-ELECTION for LeaderElection
or HEAVYWEIGHT-BYZANTINE-AGREEMENT for Byzan-
tine Agreement.

4 The polylogarithmic
network.

We now describethe boundeddegree static network and
shav how it canbe usedto hold electionsspeci ed by the
electiongraph.For eache-nodeA, we form a collectionof
processorsvhich we call the s-nodes(A). Intuitively, the
s-nodes(A) senesasa centralcommunicationpoint for
an electionoccurringat e-nodeA. Our goalis to bound
the fraction of s-nodescontrolledby the adwersaryby a
decreasindunctionin n, namely1=In° n, for eachlayer
As the numberof s-nodeggrowns much smallerwith each
layer, we needto make eachs-nodamorerobust. To dothis,
thenumberof processorsontainedn thes-nodeincreases
with the layer. Speci cally, the s-nodesfor layeri are
setsof In'*12 n processors.We determinetheses-nodes
using the bipartite graphfrom Lemma3.1, wherelL is a
collectionof n nodes,onefor eachprocessarR is the set
of s-nodedor layeri andthe degreeof eachnodein R is
setto In'**? n. Theneighborof eachnodein R constitute
asetof processorin ans-nodeon layeri.

We usethe term link to denotea direct connection
in the static network. Since all the processorscannot
communicatalirectly with eachother thecommunications
for an election A will all be routed through s(A): a
messagdrom a processox to s(A) on layeri will pass
from the processoto a layer 0 s-node,whoseprocessors
will forwardthemessagé¢o alayer1 s-nodeandsoon,the
goalbeingto reliablytransmitthemessageia increasingly
larger s-nodesup to s(A). Similarly, communicationgo
an individual processoix from s(A) will be transmitted
down to a layer 0 s-nodewhoseprocessorswill transmit
themessagéo x. We describethe connectionsn the static
network.

bounded degree static

Connectionsn the staticnetwork

Let A beane-nodeon layer 0 in the electiongraph.
Every processoin A hasalink to every processoin
s(A).

Let A andB bee-nodesn theelectiongraphatlevels
i andi 1 respectiely suchthatA is a parentof B.
Thus,s(A) hasin'**2 n processorin it ands(B) has
In'"** n processorin it. Let G beabipartitegraphas



in Lemma3.1whereL isthesetof processors s(A),
R is the setof processorin s(B) andthedegreeof R
is setto In® n andthedegreeof L is setto O(In“* n).
If thereis an edgebetweentwo nodesin L andR
respectiely, thenthecorrespondingrocessom s(A)
hasalink to thecorrespondingrocessoin s(B). We
will sometimessaythat s(A) is adjacentto s(B) in
the staticnetwork.

The following lemmafollows easily from the appli-
cationof Lemma3.1 andits corollaries. Item (1) follows
from Lemma3.1;items(2) and(4) from Corollary3.2;and
item (3) from Corollary3.1. Althoughitem (2) only makes
a guaranteaboutlayer 0 e-nodeswe will seeeventually
that w.h.p., the fraction of bad e-nodeson every layer is
small.

LeEmMA 4.1. Wh.p., the election graph and the static
networkhavethefollowing properties:

1. (Bad s-nodes)Any s-nodewhosefraction of corrupt
processos exceed$+ 1=In n will becalledbad. Else
wewill call thes-nodegood.Nomorethana 1=In*° n
fractionof s-nodeson anygivenlayer are bad.

2. (Bad e-nodes)Any e-nodewhosefraction of corrupt
processos exceed$+ 1=In n will becalledbad. Else
we call the e-nodegood. No more than a 1=In?n
fractionof e-nodesonlayer 0 are bad.

3. (Bads-nodeto s-nodeconnection)or any pair of e-
nodesA andB joinedin the electiongraph, the pro-
cessosin s-nodes(A) ands(B) arelinkedsud that
the following holds. For any subsetS of processos
in s(A), at mosta 1=In® n fraction of processos in
s(B) havemore thana jSj=js(A)j + 1=Inn fraction
of their linksto s(A) with processosin S.

4. (Bad e-nodeto e-nodeconnection)Let jl j represent
thetotal numberof e-nodesn layeri in the election
graph. For anysetS of e-node®nanylayeri, at most
a1=In?n fractionof e-node®nlayeri + 1 havemore
thanjSj=jl j+ 1=In n fractionof their neighbosin S.

OBSERVATION 4.1. The dggree of the static network is
polylogarithmic.

5 Communication Protocols

A permissible path is a path of the form P =

X; S(Aog); s(A1);:::;:s(Aj) wherex is a processoin Ag,
i is thecurrentlayerof electionsbeingheld,eachA; is an
e-nodeonlayerj , andthereis anedgein theelectiongraph
betweenA; andA;., forj = 0;::;i. Eachprocessoy
in ans-nodes(A) on eachlayerj keepsa List of permis-
sible pathswhich determinewvhich processorsinessages

will forward. ThelList (fory 2 s(A)) representy's view
of which processorareelectedto thesubcommitteeat A
thatarestill participatingin electionson higherlayers. If
y's List indicatesthatx is sucha processqrthenthe List
will alsohave theentirepathfor x, which stretchegrom x
to the electionson layeri in which x is currently partici-
patingin. We have thefollowing de nitions.

We say a s-nodeknowsa message [resp., knowsa

permissiblepath, or resp. knowsa List of permissible
pathg if 1 b 2=Inn processorsn the s-node
areuncorruptedandreceve the samemessagégresp.,
have the samepathontheirLists, or resp. all have the

samelist.]

A permissiblepath P is goodif every s-nodeon the
pathknows P. Elsethe pathis bad. We will shav
our constructiorof the staticnetwork ensurest most
a l1=Inn fractionof the permissiblepathsarebad.

We now describethreeprimitive communicatiorsub-
routines:SENDHOP, SEND, andM ESSAGEPASS. Thesub-
routineSENDHOP describefiow s-nodegwith directlinks)
communicatevith eachother SEND describediow a pro-
cessorcommunicatesvith ans-node and MESSAGEPASS
describeshow two processorscommunicatewith each
othet

SENDHOP(S;r;m; P): A messagen canbe passedrom
s (the sender)to r (the recever) from alevel i to alevel
i 1orfromaleveli toaleveli + 1, wheres andr
are s-nodeson theselayersor one of s;r is a O-layers-
nodeandthe otheris a processorlf aprocessox sendsa
messagéeo a layer 0 s-nodes(A) it sendsthe messagéo
every processoin s(A) (noteby constructiont will have
adirectlink with every processoin s(A)). Similarly if a
messagés sentfrom alayer0 s-nodes(A) to a processor
X, every processoim s(A) sendghemessageo x.

Whenans-nodes(A) sendsamessag#o s-nodes(B),
every processoin s(A) sendghe messagéo thoseproces-
sorsof s(B) to which it hasa directlink. Wheneachpro-
cessolin s(B) recevessucha setof messagest takesthe
majority to determinethe message.If thereis no major
ity value,the processoignoresthe message Along with
sendingthe messagéehe processorsisosendinformation
which speci esalongwhich pathP the messagés being
sent.Eachtime amessagés receved by aprocessoof an
s-nodes(B) onlayerj i, it checkghat

1. The messageamefrom the s-nodepreviousto it in
thepathP; if notthemessagés dropped.

2. ThepathP (orits reverse)is onits List of permissible
paths.If not,the messagés dropped.



3. Only messageshat conformto the protocolin size
and numberare forwardedup and down the permis-
sible paths. If more or longermessagearereceved
from a processqrmessage$rom that processomre
dropped.

SEND(s;r; m; P): fOf the rst two parameterspne must
be a processo(“x”) andonemustbe ans-node(“s(A)”).
The pathP containsthe rst parametess asits startand
the secondparameter asits endpointy SEND(S;r; m; P)
sendsthe messagem from s to r alongthe pathP via
repeateapplicationof SENDHOP.

MESSAGEPASS(X 2 A;y 2 B;m; Py;Py): f BothA and
B areadjacene-nodesHences(A) ands(B) areadjacent
in the staticnetwork. g A messagérom processox in e-
nodeA sendsmessagen to processor in e-nodeB by
rst calling SEND(x; S(A); m; Px). Thens(A) sendsm

to s(B) by calling SENDHOP(S(A); s(B); m; P), whereP

is the path consistingof two s-nodess(A); s(B). Finally,

the messages transmittedfrom s(B) to y by calling

SEND(s(B);y; m; Py), wherePy is the reversalof path
Py.

6 The protocols for LEADER-ELECTION and
BYZANTINE-AGREEMENT

Before we describe the LEADER-ELECTION and
BYZANTINE-AGREEMENT protocols, we rst need to
adaptthe ELECT-SUBCOMMITTEE protocolfor the static

For eachi 2 [s] andx 2 Bj, let Py denotea good path
of s-nodesrom x to s(B;), concatenateavith s(A). At
the startof the electionfor A, we assumehat eachnode
in Py knows Py ands(A) knowsfPy j x 2 X g. We now
describeheimplementatiorof the subcommitteelection.
Every processox 2 X sendsa randombin numbermy
to every other processory 2 X. The processoraise
the HEAVYWEIGHT-BYZANTINE-AGREEMENT protocol
to determinea consensun the bin numberssent by
eachprocessar (Recallthat the numberof processorsn
e-nodesis always polylogarithmic, so this can be done
sendingonly polylogarithmicmessages.yhebin numbers
are sentup to s(A), whereeachprocessoiin s(A) takes
a majority to determinethe bin numbers,from which it
computesthe lightest bin and the winners. Then s(A)
sendsdown the list of winnersalong all the permissible
pathsto eachprocessok 2 X . Processorsnthepath(i.e.
in s-nodesalongthe path)updatetheir Lists of permissible
pathsto remove those processopathswho lost as well
asthoseprocessoepairswho won too mary elections(we
will quantify this shortly), andmale In* n copiesof each
of the winners' paths and concatenatea different layer

i + 1 s-nodeparentonto eachone. We presenta detailed
descriptionof ELECT-SUBCOMMITTEE below.

ELECT-SUBCOMMITTEE:

1 Foreachx 2 X: /l Thisphasedonein parallel
Processok randomlyselectsoneof k=(c, In® n)
“bins”. Let my bethebin selectedProcessoxk
tells every otherprocessoy 2 X its bin selection
My USiNgMESSAGEPASS(X; y; m; Px; Py;).

2 Theprocessorsf X run
HEAVYWEIGHT-BYZANTINE-AGREEMENT tO
cometo aconsensusn my.

3 Eachy 2 X sendany to s(A) by calling
SEND(y; S(A); My Py).

4 Theprocessorin s(A) determineesachmy by
takingthe majority of messagethey receve.
Eachdetermineshe processori thelightestbin,
addingthelowestnumberegrocessor§ neededo
bring thenumberto cIn® n. Thesebecomethe
electedprocessors.

5 Foreachprocessok 2 X thatis electedtheprocessors
in s(A) useSEND(S(A); x; m; Py) to tell x, along
with eachs-noden Py, thatx waselected.

6 Eachprocessom eachs-noderevisesits List of
permissiblgpathsto:

Retainonly thewinners.

Eliminateprocessorsvho have won morethan

8 elections.

Make In* n copiesof remainingpermissie paths,
concatenatingachwith adifferents-nodeneighbor
onlayeri + 1.

7 s(A) sendsdts List to every adjacens-nodes(B) on
layeri + 1 usingSENDHOP(S(A);s(B); m; P),
whereP is the pathconsistingonly of s(A); s(B).

The conditionin Step5 thatrequiresprocessorsvho
have won morethan8 electionsto be eliminatedis a tech-
nical condition that insuresthe protocolis load-balanced
andprocessori ans-nodedo notcommunicatenorethan
a polylogarithmic numberof bits. We now describethe
LeaderElection(ByzantineAgreementprotocol.

LEADER-ELECTION [resp.,BYZANTINE-AGREEMENT]:

1 For =1to" :

2 Foreache-nodeA inlayer’, (LetB;;:::;Bs bethe
childrenof A in layer™ 1 of theelectiongraph.)

3 If * < ,runELECT-SUBCOMMITTEE onthe

processorto nodeA.
4 Else,run HEAVYWEIGHT-LEADER-ELECTION
[resp.,HEAVYWEIGHT-BYZANTINE-AGREEMENT]

5 LetA bethee-nodeonlayer™ , every processok
assignedo A communicatesheresultof



HEAVYWEIGHT-LEADER-ELECTION
[resp.,HEAVYWEIGHT-BYZANTINE-AGREEMENT]
tos(A ) usingSEND(X; S(A ); m; Py) .

6 Everyprocessom s(A ) takesthemajority to determine

theresultof HEAVYWEIGHT-LEADER-ELECTION
[resp.,HEAVYWEIGHT-BYZANTINE-AGREEMENT].

Note every processoris a memberof s(A ), thus
Steps5 and 6 will insurethe nal resultof the protocol
is communicatedo every processar

7 Proofs

To establishthe correctnesof the protocol presentedn
Section6, we rst statesomeclaimsregardingtheprimitive
communicatiorprotocols.Their proofsfollow by straight-
forward probabilisticagumentsandare omittedin thein-
terestof space Recallthe fraction of corruptedprocessors
isb, whereb< 1=3.

CLAIm 7.1. Lets(A) ands(B) bes-nodesnconsecutive
layers. Assumehefollowing threeconditionshold.

Boths(A) ands(B) are good.
s(A) is ona permissiblepathknownby s(B).

There exists a set S of processas from s(A) sud
that for every messge m, all processcs in S are
uncorruptedand agree on a messge m. Further S
consistsof at leastal b 2=Inn fraction of the
processosin s(A)

Then there is a set S° of processos from s(B)
sud that for every messge m, every processorin
SO is uncorruptedand agrees on the messge m after
SENDHOP(S(A); s(B); m; P) is called. (Here, P is the
paths(A);s(B).) Further S°consistsof all buta 1=In°n
fractionof theuncorruptedorocessosin s(B).

CLAIM 7.2. Letx bean uncorruptedprocessar Assume
Py is a good path. Thenafter SEND(x; S(A); m; Py) is

executed,there is a xed set S of uncorruptedproces-
sors which containsall but a 1=In® n fraction of the un-

corruptedprocessas in s(A) and every processorz 2 S

agreesonm.

An electionat e-nodeA is legitimateif the following
two conditionshold simultaneouslyfor more thana 2=3
fraction of processorx participatingin the electionat A:
(1) Processox is uncorrupted(2) ThepathPy is good.

The following lemmashavs whenthe electionat e-
nodeA is legitimate all uncorruptedorocessorshat have
good pathsto s(A) cometo agreementboutthe List of
winners, and this List is known by all s-nodeson their
paths.

LEMMA 7.1. For a legitimate electionat nodeA, let X
be a setof uncorruptedprocessos with good permissible
paths. (NotejXj > 2In®n=3) LetS be the set of
uncorruptedprocessos in s(A) thatknowX . Thenafter
the executionof ELECT-SUBCOMMITTEE, the processos
in S knowthe winners of the electionin A, as do the s-
nodeghatbelongto goodpathsPy.

Proof. FromClaim7.2,wehavethateverymessagen sent
by MESSAGEPASS(y 2 Bi;z 2 Bj;m;Py;P;) fromy 2
X toz 2 X isrecevedby some x edsetS of uncorrupted
processorin s(B;), suchthatS containsataleastl b
2=In n fraction of the processorén s(B;). By Claim 7.1,
everymessagsentbyy isrecevedby z. SinceX contains
more than 2=3 of the total processorsparticipatingin
the election,(afterrunningHEAVYWEIGHT-BYZANTINE-
AGREEMENT) all the processorin X will all agreeonthe
samesetof bin values.Thusaftertheprocessorin X send
thesevaluesto s(A), s(A) will know the winners. When
s(A) sendghesewinnersto X , by repeatedapplicationof
Claim 7.1, we have every x 2 X andevery s-nodein Py
will know thesewinners.

We have shavn thatin alegitimateelectionat nodeA,
s(A) knows the list of winners. We next considerwhen
pathsaredroppedrom the permissiblepathLists.

7.1 The removal of permissible paths from Lists Let
y beaprocessoin somes-nodeon layeri. A permissible
path Py is removed from a processoly's List on layer i
if y receves a messagdrom an s-nodeabove it in Py,
indicating either x haswon more than 8 electionsor x
lost in the electionheld at the last nodeof Py. Here,we
considerwhenPy is removed for the formerreason.l.e.,
we give an upperboundon the fraction of processorshat
arereportedo have won too mary electionson layeri.
Firstwe considetheeffectof legitimateelections.The
following lemma,aversionof whichappearn [22], shovs
that on a given layer a very small fraction of uncorrupted
processorsvin morethan8 timesin legitimateelections.

LEMMA 7.2. Wh.p.,the processos that win more than 8
electionsgcountingmultiplicities,accountfor no more than
a 16=In? n fractionof theuncorruptedprocessos that are
winners of legitimateelections.

Next we bound the effect of electionsthat are not
legitimate. We rst considerthe casewheres(A) is good,
yet the fraction of uncorruptedprocessorparticipatingin
A with goodpathsis lessthan2/3. For theremaindeof the
proofwe shalltreatsuchane-nodeA asabade-node.

CLAIM 7.3. Supposdessthan a 1=7 fraction of the un-
corruptedprocessas of a goods(A) agreeon a messge



m. Thenafter SENDHOP(p(A); p(B); m; P) is executed,
all but a 1=In® n fraction of the good processcs in s(B)
will ignore m.

Proof. Evenif the corruptedprocessoragreeon m, since
b < 1=3, the total fraction of processorén s(A) sending
themessagen is lessthan10/21. Thusat mosta 1=In® n
fraction of the processorsn s(B) will receve m from a
majority of processorin s(A).

Henceagoods(A) canonly communicate’ different
setsof winnersto the s-nodeselow it. Sinceeachuncor
ruptedprocessowill sendin® n winnersthe total number
of winnerssentis atmost7In® n. Hencea bade-nodecan
causeat most7In®n processor$o have their permissible
pathsremoved.

Next we considerthe effect of a bad s-node. We
will assumeone bad s-nodes(A) on layer i can cause
the removal of all the permissiblepathsfor every proces-
sor participatingin the electionat A. Sinceln® n proces-
sorsparticipatein an election,andfewer thana 1=In'° n
fraction of the s-nodesare bad on a layer, the fraction of
uncorruptedwinnersaffectedis lessthan1=In>n. Thus
we canboundthe fraction of the uncorruptedwinnerson
ary layeri that have their permissiblepathsremoved by
1=In?n + 1=In®n + 7 ;; where ; representshe frac-
tion of bade-nodesn layeri. Thuswe have thefollowing
lemma.

LEMMA 7.3. Assumehefractionof bade-nodesonlayer
i is boundedby c=In?n, for someconstantc. Thenthe
fractionof uncorruptedvinnersthathavetheir permissible
pathsremaedon layeri is boundedby 8c=In?n.

7.2 Proof of Theoremsl.1and 1.2 We now complete
the proof of Theoremsl.1and1.2. They will follow from
thelemmabelow.

LEMMA 7.4. On layer i, wh.p., at leastal 4=In®n
fractionof s-nodess(A; ) havethefollowing properties:

S(Aj) is good.

Atleastal b 4i=Inn fractionof the processos
in nodeA; are uncorruptedand havegood pathsto
S(A;) (notethisimpliess(A; ) knowsthis path). That
is, Aj is agoode-node

Proof. We prove the lemmaby induction. On all layers
andparticularlylayer0, only a 1=In'° n fraction of the s-
nodesarebad. If s(A) is good,thenevery processoin A

hasa goodpathto s(A). Furtherby constructiorall but a
1=In? n fractionof thee-node®n layer0 consistof atleast
al b 1=Inn fractionof uncorruptegrocessorsSothe
lemmais trueon layerO.

Assumethe lemmais true for layeri. Thenal
4=In%n fraction of e-nodesare good, more speci cally
thesee-nodeshave at leastal b 4i=Inn fraction
of uncorruptedprocessorghat have a good pathto their
corresponding-node. Sincethe electionis legitimate by
Lemmag2.1land7.1,w.h.p.,afterELECT-SUBCOMMITTEE
atleastal b 4i=Inn 1=Inn fractionof theprocessors
electedareuncorruptecandhave a goodpathto ary good
parentof theirs-node Thusatleastal b (4i+ 1)=Inn
fractionof theprocessorslectedatlayeri areuncorrupted
andhave goodpathsto goodparents-nodesn layeri + 1.
By Lemma?7.3thisfractionis reducedy atmost32=In% n.
Thusatleastal b (4i + 2)=Inn fraction of the
processorelectedatlayeri areuncorruptecandhave good
pathsto good parents-nodeson layeri + 1. Sincethe
fractionof bads-node®nlayeri+ 1is atmostl=In' n, by
Corollary 3.2atleastal 1=In?n 1=In°n fractionof
the e-nodegqandtheir corresponding-nodeshregoodon
layeri+ 1, andhaveatleastal b (4i+2)=Inn 1=Inn
fraction of uncorruptedorocessorshathave goodpathsto
their corresponding-nodes.

By Lemma7.4, w.h.p. thelayer™ e-nodeis good.
Thus the processorsn this e-nodeeither reach Byzan-
tine Agreemenby runningHEAVYWEIGHT-BY ZANTINE-
AGREEMENT or elect an uncorruptedleaderwith con-
stant probability by running HEAVYWEIGHT-LEADER-
ELECTION . Sinceall the processorsare in the s-node
(thoughthey may appeamultiple times)correspondingo
A on” , by Claim7.2all butaO(1=Inn) fraction of the
goodprocessortearnthe nal result. To prove thenumber
of bits sentby eachprocessois polylogarithmic we note
eachprocessois in a polylogarithmic numberof e-nodes
ands-nodeson eachlayeri, andparticipatesn at mosta
polylogarithmic numberof electionon layeri. Sincethe
numberof layersis O(In n) Theoremsl.1and1.2follow.

8 Conclusion

We have presentedcalableandrobust protocolsfor solv-
ing Byzantineagreemengaind leaderelection. Our proto-
cols are scalablein that they operatein a network of n

nodeswhere eachnodein the network hasa numberof

neighborghatis polylogarithmicin n. Further thelateny

of the protocolsarepolylogarithmicin n, andeachproces-
sor sendsand processes numberof bits thatis polylog-
arithmicin n. Our algorithmsarerobustin the sensethat
they work correctly even if an omniscientand computa-
tionally unboundedadwersarycontrolsa constantfraction
of the nodesin the network. Many openproblemsremain
including the following. First, the protocolsdescribedn

this paperwork on static networks. Canwe adaptthem
to work on dynamic networks, which can grow, shrink,
or have signi cant nodeturnover during the courseof the



computation?Secondwhat typesof computationaprob-

lems canand cannot be solved in our model of scalable
androbustcomputation?Third, canwe designscalableand
robust protocolthatwork correctlyon ary sparsenetwork

with sufciently good expansion? Alternatively, canwe

prove thatsucharesultis not possible#inally, canwe de-

signsimpli cations of our protocolsor heuristicsbasedon

our protocolsthatcanbedeployedin anactualpeerto-peer
network?
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