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Abstract

Weconsidertheproblemsof ByzantineAgreementand
LeaderElection, where a constantfraction b < 1=3 of
processors are controlled by a maliciousadversary. The
�r stproblemrequiresthatall uncorruptedprocessorscome
to an agreementon a bit initially held by one of the un-
corruptedprocessors; the secondrequiresthat the uncor-
ruptedprocessors choosea leaderwhois uncorrupted.

Motivatedby theneedfor robustandscalablecompu-
tation in peer-to-peernetworks,wedesignthe�r st scalable
protocolsfor theseproblemsfor a networkwhosedegree
is polylogarithmic in its size. By scalable, we meanthat
each uncorruptedprocessorsendsandprocessesa number
of bits that is only polylogarithmic in n. (We assumeno
limit on thenumberof messagessentby corruptedproces-
sors.) With highprobability, our ByzantineAgreementpro-
tocol resultsin agreementamonga 1� O(1=ln n) fraction
of the uncorruptedprocessors. With constantprobability,
our LeaderElectionprotocolelectsan uncorruptedleader
andensuresthata 1� O(1=ln n) fractionof theuncorrupt
processors knowthis leader.

We assumea full information model. Thus, the ad-
versaryis assumedto haveunlimitedcomputationalpower
and hasaccessto all communications,but doesnot have
accessto processors' privaterandombits.

1 Intr oduction

Thepotentialof peer-to-peer(p2p)networkshasbeenhob-
bled by our lack of understandingof how to designro-
bustalgorithmsfor large-scalenetworks.Networksthatare
truly p2p arecurrentlyvery unsophisticatedcomputation-
ally: they areonly ableto provide thefunctionalityof very
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basicdatastructuressuchashashtablesor skip lists. This
limits their useto problemsof storing,retrieving anddis-
seminatingdata.

This lackof sophisticationis in spiteof strongmotiva-
tion for building p2pnetworksthatdonon-trivial computa-
tion. Forexample,thecompany Cloudmarkmaintainsahy-
brid peer-to-peernetwork for detectingspamthatis already
beingusedby overonehundredmillion people[28]. Users
in this network mark thoseemailsthey receive that they
considerspam;�ngerprints are thengeneratedfor emails
that aremarked asspamby many usersandthese�nger-
printsaredistributedto all usersin thenetwork. Thenet-
work is hybrid peer-to-peerin that it critically relieson a
centralauthoritythat talliesvotesandperformsadmission
controlby charging usersanannualfee in orderto partic-
ipatein the network. It would bene�t many people�nan-
cially if therewerea truly peer-to-peernetwork for spam
prevention that did not charge a participationfee. How-
ever, designingsuchanetwork requiresthedevelopmentof
fully distributedalgorithmsthatcanfunctionrobustlywith-
out admissioncontrol. Thesedistributedalgorithmswould
needto work correctly even in the casewherean adver-
sarycontrolsa large numberof the peersin the network.
E.g., thealgorithmswould needto berobust to attacksby
“zombienets”i.e. large numbersof computersthat have
beencompromisedandarenow underthecontrolof a sin-
glemalicioususer.

We note that peer-to-peeralgorithmshave beenpro-
posednot just for spamdetectionbut also for a wide va-
riety of othercomputationallychallengingtasksincluding:
worm detectionandsuppression[27, 23], collaborative �l-
tering [9], reputationmanagement[21, 1] and datamin-
ing [11]. Unfortunately, all algorithmsproposedfor these
problemshave no theoreticalguaranteesof beingable to
work in anetworkwhereanadversarycontrolsalargenum-
ber of the peers. This is a barrier to implementationand
wide-spreaduseof thesealgorithms.

In this paper, we take a steptowardsincreasingour
understandingof how to designrobustalgorithmsfor large-
scalepeer-to-peernetworks. In particular, we focuson de-
signingrobustandscalablealgorithmsfor two fundamental
problems:leaderelectionandByzantineagreement.Solu-
tionsto thesetwo problemscanbeusedasbuilding blocks
for robust and scalablesolutionsto other problems. For
example,Byzantineagreementis a key componentof al-



gorithmsfor voting; databasemanagement[17, 18]; and
securemultiparty computation[29, 19, 3, 4]. Our algo-
rithmshave thefollowing importantproperties.

� Robustness:Our algorithmswork on networkswhere
strictly less than a 1=3 fraction of the nodes are
controlled by an adversary (i.e. suffer Byzantine
faults)

� Scalability: The latency of our algorithmsand the
numberof bits that eachuncorruptedpeersendsand
processesareat mostpolylogarithmic in n, thenum-
berof peersin thenetwork. Moreover our algorithms
operateonnetworkswhereeachpeerhasanumberof
neighborsthatis atmostpolylogarithmicin n.

� Almost-Everywhere Agreement:It is easyto seethat
in a sparsenetwork, an adversarycan isolatesome
numberof uncorruptedprocessorsby taking over all
theirneighbors.Hence,ouralgorithmsonly guarantee
thatall but aO(1=ln n) fractionof thecorrectproces-
sorsterminatewith thecorrectoutput.

The problem of distributed computingwith a mali-
cious adversaryin a sparsenetwork was �rst considered
in Dwork et. al. [14] in 1988andimprovedin [7, 8, 26, 6].
All of theseresultsrequirethateachprocessorusea poly-
nomialnumberof bitsof communication.Ourcontribution
is to bring the numberof bits of communicationdown to
polylogarithmicnumberof bits perprocessor;thecompu-
tation time spentat eachprocessoris polylogarithmic as
well if we assumethat eachprocessorknows the topol-
ogy of thenetwork at thestart.Our protocolsarerandom-
ized; for Byzantineagreementthe protocolsucceedswith
high probability. With leaderelection,successis achieved
with aconstantprobability. Ourcommunicationmodeland
our modelof attackarethesameasin thefull information
modeldescribedin the 2006paperby Ben-Or, et. al. [5],
exceptthatuncorruptedprocessorscanonly communicate
alongthe�x ededgesof thenetwork.

1.1 Our model We designa network with n processors
where each node has degree that is polylogarithmic in
n. We assumethat communicationamonguncorrupted
processorscan only occur over edgesin the network.
Communicationoccursin rounds. In eachround, every
processormay sendout messagesto its neighborsin the
network. The corruptedprocessorsare assumedto have
received the messagesof all the uncorruptedprocessors
beforethey sendout their own messages.The processors
aresynchronizedbetweenroundsso that all messagesin
round i are assumedto be received beforeany messages
in roundi + 1 aresentout. The sizeof eachmessageis
polylogarithmicin n.

Weassumetheadversarygetstopickwhichprocessors
will becorruptedbeforethealgorithmbeginsandcontrols
the actionsof all corruptedprocessorsso asto maximize
the chanceof causingthe algorithm to fail. Also the
adversaryis computationallyunboundedwhich disallows
the use of cryptographicassumptions. We assumethat
eachprocessorhas accessto private randombits which
are not known to other processorsor the adversary. All
other information, e.g. the topology of the network, the
algorithmsrun by theuncorruptednodes,theinitial inputs
of theuncorruptednodesetc., is assumedto beknown by
theadversary.

1.2 Our Results In thispaper, werelaxtherequirement
that all uncorruptedprocessorsreachagreementasto the
leader(or thevalueof bit in thecaseof ByzantineAgree-
ment)at the endof the protocol, insteadrequiring that a
1 � o(1) fraction of uncorruptedprocessorsreachagree-
ment. This relaxationis sometimesreferredto asalmost-
everywhereagreement.Ourmainresultsarestatedin The-
orems1.1and1.2below.

THEOREM 1.1. Supposetherearen processorsanda con-
stantfraction,b < 1=3 of theseprocessors are corrupted.
There is a polylogarithmic(in n) boundeddegreenetwork
anda protocolsuch that

� With constant probability greater than 0, a 1 �
O(1=ln n) fraction of the uncorrupted processors
agreeona leader.

� Every uncorrupted processorsendsand processes
onlya polylogarithmic(in n) numberof bits.

� Thenumberof roundsrequired is polylogarithmic in
n.

THEOREM 1.2. Supposetherearen processorsanda con-
stantfraction b < 1=3 of theseprocessors are corrupted.
There is a polylogarithmic(in n) boundeddegreenetwork
anda protocolsuch that:

� With highprobability, a 1 � O(1=ln n) fractionof the
uncorruptedprocessors agreeon thesamevalue(for
thebit).

� Every uncorrupted processorsendsand processes
onlya polylogarithmic(in n) numberof bits.

� Thenumberof roundsrequired is polylogarithmic in
n.

Thealgorithmswe useto prove Theorem1.1 and1.2
areadaptationsof the ScalableLeaderElectionalgorithm
describedin [22] for a fully connectednetwork.



1.3 Related Work Therehasbeensigni�cant work in
designingpeer-to-peernetworks that are provably robust
to a large numberof Byzantinefaults [16, 24, 20, 2, 25].
This work focusesonly on robustly enablingstorageand
retrieval of dataitems.To thebestof our knowledge,there
is no previous work in the peer-to-peerliteraturethat fo-
cusesonprovablyrobustalgorithmsfor moresophisticated
computation.

The notion of almost-everywhere Byzantine agree-
ment in which not all, but almostall, correctprocessors
arerequiredto cometo agreementwasintroducedin a pa-
per by Dwork, et. al. [14] on fault tolerancein bounded
degree networks. They exhibited a communicationnet-
work of boundeddegreeconnectingn processorsthat en-
ablesall but O(t) correctprocessorsto reachagreement
in thepresenceof up to t = O(n= ln n) faulty processors.
BermanandGarayimprovedontheef�ciency of thesepro-
tocols[7, 8]. Theirmainresultis analgorithmthatachieves
consensusin thebutter�y network usingO(t + ln n ln ln n)
one-bit parallel transmissionsteps,while tolerating t =
O(n= ln n) corruptedprocessorsandhaving O(t ln t) con-
fusedprocessors(i.e. uncorruptedprocessorsthathave de-
cidedon the incorrectbit). The numberof rounds,num-
berof corruptedprocessorsthatcanbetolerated,andnum-
ber of confusedprocessorsin this result are all asymp-
totically optimal for the butter�y network. Upfal proved
thatfor any strong-enoughexpander, thereis analmostev-
erywhereagreementprotocol that tolerateslinearly many
faulty processors[26]. The local computationrequiredby
eachprocessoris exponentialin his protocoleven though
thecommunicationcomplexity is polynomial.Ben-Orand
Ron designeda boundeddegreenetwork and an almost-
everywhereagreementalgorithm that is fully polynomial
andtoleratesa linearnumberof faultswith high probabil-
ity if thefaultyprocessorsarerandomlylocatedthroughout
thenetwork [6].

Dolev and Reischukshow a lower bound on deter-
ministic communicationcomplexity of Byzantineagree-
ment[13]. They show thateachprocessormustsend
( n)
bits.

In [22], King etal. describeprotocolsfor LeaderElec-
tion and ByzantineAgreementthat take polylogarithmic
roundsand requireeachprocessorto sendand processa
polylogarithmicnumberof bits. Theseprotocolsonly run
on fully connectednetworks. Adaptingtheseprotocolsto
sparsenetworks is challengingbecauseof problemswith
load-balancing.For example,theideaof simulatingascal-
ableleaderelectionprotocolsonastandardexpander-based
network topologysuchasthosein [16, 24, 2, 26] fails to
work. Theproblemis thattheadversarycanwait until near
theendof thecomputation,identify thosenodesthatplay
acritical role in completingthecomputationandthensend
a largenumberof messagesthroughthenetwork to neigh-

borsof thosenodes.Thistypeof denialof serviceattackal-
lows theadversaryto dynamicallycut off importantnodes
from therestof thenetwork by overloadingtheirneighbors
with messages.This is a valid attackin our modelsince
weassumethecorruptprocessorscansendoutanarbitrary
numberof messages.

To avoid this attack, we introduce a new way of
dynamically updatingpermissiblecommunicationpaths.
Eachprocessordynamicallyupdates,during the compu-
tation, thoseprocessorsto which it will listen and those
processorsfor which it will forward messages.This pro-
tectsmostprocessorsfrom beingoverloadedby spurious
messages.

2 Overview

Throughoutthe paperwe usec to representa (sometimes
different)constant.Sometimeswe specifythe valueof c;
if its valueis unspeci�edc shouldbe readasrepresenting
a suf�ciently large constant. We use the phrasewith
high probability (or simply w.h.p.) to meanthat an event
happenswith probabilityat least1� o(n � c) for c > 3. For
readability, we treatln n asaninteger.

We now give a high-level sketchof how our protocol
works. In its simplestform asin [22], wedividetheproces-
sorsinto groupsof polylogarithmicsize;eachprocessoris
assignedto multiple groups. In parallel,eachgroupthen
“elects” a small numberof processorsfrom within their
groupto move on. We recursively repeatthis stepon the
setof electedprocessorsuntil thereis a setof processors
left which is polylogarithmic in size. At this point, there-
mainingprocessorsin thissetruneitheraknown (random-
ized)LeaderElectionprotocolor (deterministic)Byzantine
Agreementprotocol. Provided the fraction of corrupted
processorsis boundedaway from 1=3 (which we insure
w.h.p.) theneitherwith constantprobability theseproces-
sors(in the set)electa uncorruptedleaderor with proba-
bility 1, they achieveByzantineAgreement.We thenshow
how theseprocessorscancommunicatetheleader(or a bit
value)to therestof theprocessors.

In [22], thegroupsof processorsareviewedasnodes
in a layerednetwork. There,sincethe processorsareas-
sumedto befully connected,processorsthatare“elected”
candirectlycommunicatewith eachother. In thispaper, we
will refer to thenetwork of [22] asanelectiongraph, and
we will show how it maybe implementedrobustly with a
polylogarithmicallyboundedstaticnetworkto achieve our
results.

For the convenienceof the reader, we describethe
electiongraphin Section3. We then describeour static
network in Section4. Section6 containsthe protocols
which establishTheorems1.1 and1.2, we establishtheir
correctnessin Section7.

Our protocolmakesuseof the ByzantineAgreement



protocol in [12], which takes O(k) roundsand requires
O(k3) bitsof communicationwhentherearek processors,
provided the fraction of corruptedprocessorsis bounded
above by 1=3. (We note that a straightforward modi�ca-
tion of the protocol describedin [22] gives a Byzantine
Agreementprotocolwhich w.h.p. (in k) works in O(ln k)
roundsandusesO(k2) bits of communication,so long as
the fraction of corruptedprocessorsis strictly less than
1=3. Although this doesnot qualitatively changeour re-
sults,it resultsin asigni�cantly fasterprotocolin practice.)
We referto this protocolasHEAVYWEIGHT-BYZANTINE-
AGREEMENT. We implementthis protocolon groupsof k
processorsfor k = O(ln 10 n). Ourprotocolsalsomakeuse
of two protocolswhich we call HEAVYWEIGHT-LEADER-
ELECTION and ELECT-SUBCOMMITTEE. Theseproto-
cols,describedin [22] allow smallgroupsof processorsto
electa leaderor a subcommitteerespectively. Thesepro-
tocols adaptprotocolsfrom [15] which are designedfor
thebroadcastmodel,by simulatingbroadcastwhenneces-
sary. In particular, eachtime it is necessaryfor proces-
sor p to broadcastin the original protocol, we simulate
broadcastby having p sendthemessageto all otherproces-
sorsfollowed by a call to HEAVYWEIGHT-BYZANTINE-
AGREEMENT ensuringall theprocessorsagreeonthemes-
sage. Although ByzantineAgreementprotocolsare de-
signedfor a singlebit, it is easyto seethat they canalso
beusedto agreeon a b-bit messagefor b > 1 aswell; sim-
ply run theprotocolin parallelb times,oncefor eachbit.

The HEAVYWEIGHT-LEADER-ELECTION protocolis
a straightforward adaptationof the protocolfrom [15], so
we omit its descriptionhere. We give a high level sketch
of the ELECT-SUBCOMMITTEE protocol below. A more
detaileddescriptionwill begivenin Section6. We assume
theprocessorsknow eachothers'identitiesat thestart.

ELECT-SUBCOMMITTEE: Input is processors p1; : : : ; pk ,
with k = 
(ln 8 n).
1 For i = 1 to k,
2 Processorpi randomlyselectsoneof k=(cln3 n)

“bins” andtells theotherprocessorsin its
committeewhichbin it hasselected.

3 Theotherprocessorsin thecommitteerun
HEAVYWEIGHT-BYZANTINE-AGREEMENT to
cometo aconsensusonwhichbin pi hasselected.

4 Let B bethebin with theleastnumberof processors
in it, andlet SB bethesetof processorsin thatbin.

5 Add thejSB j � c ln3 n lowestnumberedprocessors
in theinputwhicharenot in SB to SB to ensure
jSB j = cln3 n.

6 ReturnSB astheelectedsubcommittee.

LEMMA 2.1. Let S be a committeeof 
(ln 8 n) proces-
sors, where the fraction, f S , of uncorruptedprocessors is
greaterthan2=3. Thenthere existssomeconstantc, such

thatw.h.p.,thesubcommitteeelectionprotocolelectsa sub-
setZ of S such that jZ j = cln3 n and the fractionof un-
corruptedprocessors in Z is greaterthan(1 � 1=ln n)f S .
This protocol usesa polylogarithmic numberof bits and
polylogarithmicnumberof roundsin a fully connectednet-
work.

The proof of Lemma2.1 is a simpleadaptationof a
proof in [15]. The proof follows from a straightforward
applicationof Chernoff boundsto show that with high
probabilityany bin is selectedby a numberof uncorrupted
processorsthat is not far below the expectednumber. A
unionboundshowsthatwith highprobabilitythisholdsfor
all bins.

3 The electiongraph

Ouralgorithmsmakeuseof anelectiongraphto determine
which processorswill participatein which elections.This
graphwasdescribedin [22] andis repeatedhere.

Beforedescribingthe electiongraph,we �rst present
a result similar to that usedin [10]. Let X be a set of
processors.For acollectionF of subsetsof X , aparameter
� , anda subsetX 0 of X , let F (X 0; � ) bethesubcollection
of all F 0 2 F for which

jF 0T
X 0j

jF 0j
>

jX 0j
jX j

+ � :

In otherwords,F (X 0; � ) is thesetof all subsetsof F
whoseoverlapwith X 0 is larger thanthe “expected”size
by morethana � fraction.

Let �( r ) denotetheneighborsof noder in agraph.

LEMMA 3.1. Let l ; r ; z; n be positiveintegers such that l
and r are all no more than n and r =l � ln1� zn. Then,
there is a bipartite graph G(L; R) such that jL j = l and
jRj = r and

1. Each nodein R hasdegreelnz n.

2. Each nodein L hasdegreeO((r =l) lnz n).

3. Let F be the collectionof sets�( r ) for each r 2 R.
Thenfor anysubsetL 0 of L ,
jF (L 0; 1=ln n)j < max(l ; r )=lnz� 2 n.

The proof of Lemma 3.1 follows from a counting
argumentusingtheprobabilisticmethodandis omitted.

The following corollariesfollows immediatelyby re-
peatedapplicationof theabove lemma.

COROLLARY 3.1. Let ` � bethesmallestinteger such that
n= ln` �

n � ln10 n. There is a family of bipartite graphs
G(L i ; Ri ); i = 0; 1; : : : ; ` � , andconstantsc1 andc2 such
that jL i j = n= ln i n, jRi j = n= ln i +1 n, and



1. Each nodein Ri hasdegreelnc1 n.

2. Each nodein L i hasdegreeO(ln c2 n).

3. Let F be the collectionof sets�( r ) for each r 2 R.
Thenfor anysubsetL 0

i of L i ,
jF (L 0

i ; 1=ln n)j < jRi j=ln6 n.

4. Let F 0 be the collectionof sets�( l ) for each l 2 L .
Thenfor anysubsetR0

i of Ri ,
jF 0(R0

i ; 1=ln n)j < jL i j=ln6 n.

COROLLARY 3.2. Let ` � bethesmallestinteger such that
n= ln` �

n � ln10 n. There is a family of bipartite graphs
G(L i ; Ri ); i = 0; 1; : : : ; ` � , such that jL i j = n= ln i n,
jRi j = n= ln i +1 n, and

1. Each nodein Ri hasdegreeln5 n.

2. Each nodein L i hasdegreeO(ln4 n).

3. Let F be the collectionof sets�( r ) for each r 2 R.
Thenfor anysubsetL 0

i of L i ,
jF (L 0

i ; 1=ln n)j < jL i j=ln3 n.

Lemma3.1andits corollariesshow thereexistsa fam-
ily of bipartite graphswith strong expansionproperties
which allow the formationof subsetsof processorswhere
all but a small fraction containa majority that areuncor-
rupted.

We are now ready to describethe election graph.
Throughout,we refer to nodesof the electiongraphase-
nodesto distinguishthemfrom nodesof thestaticnetwork.
Let ` � be the minimum integer ` such that n= ln ` n �
ln10 n; notethat` � = O(ln n= ln ln n). Thetopmostlayer
` � hasa singlee-nodewhich is adjacentto every e-nodein
layer` � � 1. For theremaininglayers` = 0; 1; :::; ` � � 1,
therearen= ln` +1 n e-nodes.Thereis anedgebetweenthe
i th e-node,A, in layer ` and the j th e-node,B , in layer
` + 1 iff thereis anedgebetweenthei th nodein L ` +1 and
the j th nodein R` +1 from Corollary 3.2. In sucha case,
we saythatB is theparentof A, andA is thechild of B .
Notethate-nodeshave many parents.

Eache-nodewill containa setof processorsknown as
a committee. All e-nodes,except for the one on the top
layerandthosein layer0, will containcln3 n processors.
Initially, we assignthe n processorsto e-nodeson layer
0 usingthebipartitegraphG(L 0; R0) describedin Corol-
lary 3.2. The i th processoris a memberof thecommittee
containedin the j th e-nodeof layer 0 iff thereis an edge
in G betweenthe i th nodeof L 0 andthe j th nodeof R0.
Noteeverye-nodeon layer0 hasln5 n processorsin it.

The e-nodeson higher layers have committeesas-
signed to them during the courseof the protocol. Let
A be an e-nodeon layer ` > 0, let B1; : : : ; Bs be the
children of A on layer ` � 1, and supposethat we have

alreadyassignedcommitteesto e-nodeson layers lower
than `. If ` < ` � , we assigna committeeto A by run-
ning ELECT-SUBCOMMITTEE on the processorsassigned
to B1; : : : ; Bs, andassigningthewinningsubcommitteeto
A. (Note thatwe canrun eachof theseelectionsin paral-
lel.) If A is atlayer` � , theprocessorsin A, B1; : : : ; Bs, run
HEAVYWEIGHT-LEADER-ELECTION for LeaderElection
or HEAVYWEIGHT-BYZANTINE-AGREEMENT for Byzan-
tineAgreement.

4 The polylogarithmic bounded degree static
network.

We now describethe boundeddegreestatic network and
show how it canbeusedto hold electionsspeci�edby the
electiongraph.For eache-nodeA, we form acollectionof
processorswhich we call thes-nodes(A). Intuitively, the
s-nodes(A) servesasa centralcommunicationpoint for
an electionoccurringat e-nodeA. Our goal is to bound
the fraction of s-nodescontrolledby the adversaryby a
decreasingfunctionin n, namely1=ln10 n, for eachlayer.
As the numberof s-nodesgrows muchsmallerwith each
layer, weneedto makeeachs-nodemorerobust.To dothis,
thenumberof processorscontainedin thes-nodeincreases
with the layer. Speci�cally, the s-nodesfor layer i are
setsof ln i +12 n processors.We determinetheses-nodes
using the bipartite graphfrom Lemma3.1, whereL is a
collectionof n nodes,onefor eachprocessor, R is theset
of s-nodesfor layer i andthedegreeof eachnodein R is
setto ln i +12 n. Theneighborsof eachnodein R constitute
asetof processorsin ans-nodeon layeri .

We use the term link to denotea direct connection
in the static network. Since all the processorscannot
communicatedirectlywith eachother, thecommunications
for an election A will all be routed through s(A): a
messagefrom a processorx to s(A) on layer i will pass
from the processorto a layer 0 s-node,whoseprocessors
will forwardthemessageto a layer1 s-nodeandsoon, the
goalbeingto reliablytransmitthemessagevia increasingly
larger s-nodesup to s(A). Similarly, communicationsto
an individual processorx from s(A) will be transmitted
down to a layer 0 s-nodewhoseprocessorswill transmit
themessageto x. Wedescribetheconnectionsin thestatic
network.

Connectionsin thestaticnetwork

� Let A be an e-nodeon layer 0 in the electiongraph.
Every processorin A hasa link to every processorin
s(A).

� Let A andB bee-nodesin theelectiongraphat levels
i andi � 1 respectively suchthatA is a parentof B .
Thus,s(A) hasln i +12 n processorsin it ands(B ) has
ln i +11 n processorsin it. Let G beabipartitegraphas



in Lemma3.1whereL is thesetof processorsin s(A),
R is thesetof processorsin s(B ) andthedegreeof R
is setto lnc1 n andthedegreeof L is setto O(ln c2 n).
If there is an edgebetweentwo nodesin L and R
respectively, thenthecorrespondingprocessorin s(A)
hasa link to thecorrespondingprocessorin s(B ). We
will sometimessay that s(A) is adjacentto s(B ) in
thestaticnetwork.

The following lemmafollows easily from the appli-
cationof Lemma3.1 andits corollaries. Item (1) follows
from Lemma3.1;items(2) and(4) from Corollary3.2;and
item(3) from Corollary3.1.Althoughitem(2) only makes
a guaranteeaboutlayer 0 e-nodes,we will seeeventually
that w.h.p., the fraction of bad e-nodeson every layer is
small.

LEMMA 4.1. W.h.p., the election graph and the static
networkhavethefollowingproperties:

1. (Bad s-nodes)Any s-nodewhosefraction of corrupt
processorsexceedsb+ 1=ln n will becalledbad.Else
wewill call thes-nodegood.Nomorethana 1=ln10 n
fractionof s-nodesonanygivenlayerarebad.

2. (Bad e-nodes)Any e-nodewhosefraction of corrupt
processorsexceedsb+ 1=ln n will becalledbad.Else
we call the e-nodegood. No more than a 1=ln2 n
fractionof e-nodeson layer0 arebad.

3. (Bads-nodeto s-nodeconnection)For anypair of e-
nodesA andB joined in theelectiongraph,thepro-
cessors in s-nodess(A) ands(B ) are linkedsuch that
the following holds. For any subsetS of processors
in s(A), at mosta 1=ln6 n fraction of processors in
s(B ) havemore thana jSj=js(A)j + 1=ln n fraction
of their links to s(A) with processors in S.

4. (Bad e-nodeto e-nodeconnection)Let jI j represent
the total numberof e-nodeson layer i in theelection
graph.For anysetS of e-nodesonanylayeri , at most
a 1=ln2 n fractionof e-nodesonlayer i + 1 havemore
thanjSj=jI j + 1=ln n fractionof their neighbors in S.

OBSERVATION 4.1. The degree of the static network is
polylogarithmic.

5 Communication Protocols

A permissible path is a path of the form P =
x; s(A0); s(A1); :::; :s(A i ) wherex is a processorin A0,
i is thecurrentlayerof electionsbeingheld,eachA j is an
e-nodeonlayerj , andthereis anedgein theelectiongraph
betweenA j andA j +1 for j = 0; :::; i . Eachprocessory
in ans-nodes(A) on eachlayer j keepsa List of permis-
siblepathswhichdeterminewhichprocessors'messagesit

will forward. TheList (for y 2 s(A)) representsy's view
of whichprocessorsareelected(to thesubcommittee)atA
that arestill participatingin electionson higherlayers. If
y's List indicatesthat x is sucha processor, thenthe List
will alsohave theentirepathfor x, whichstretchesfrom x
to the electionson layer i in which x is currentlypartici-
patingin. Wehave thefollowing de�nitions.

� We say a s-nodeknowsa message [resp., knowsa
permissiblepath, or resp.,knowsa List of permissible
paths] if 1 � b � 2=ln n processorsin the s-node
areuncorruptedandreceive thesamemessage[resp.,
havethesamepathontheirLists,or resp.,all havethe
sameList.]

� A permissiblepathP is goodif every s-nodeon the
pathknows P. Else the path is bad. We will show
our constructionof thestaticnetwork ensuresat most
a1=ln n fractionof thepermissiblepathsarebad.

We now describethreeprimitive communicationsub-
routines:SENDHOP, SEND, andMESSAGEPASS. Thesub-
routineSENDHOPdescribeshow s-nodes(with directlinks)
communicatewith eachother, SEND describeshow a pro-
cessorcommunicateswith ans-node,andMESSAGEPASS

describeshow two processorscommunicatewith each
other.

SENDHOP(s; r; m; P): A messagem canbe passedfrom
s (the sender)to r (the receiver) from a level i to a level
i � 1 or from a level i to a level i + 1, wheres and r
are s-nodeson theselayersor one of s; r is a 0-layer s-
nodeandtheotheris a processor. If a processorx sendsa
messageto a layer 0 s-nodes(A) it sendsthe messageto
every processorin s(A) (noteby constructionit will have
a direct link with every processorin s(A)). Similarly if a
messageis sentfrom a layer0 s-nodes(A) to a processor
x, everyprocessorin s(A) sendsthemessageto x.

Whenans-nodes(A) sendsamessageto s-nodes(B ),
everyprocessorin s(A) sendsthemessageto thoseproces-
sorsof s(B ) to which it hasa direct link. Wheneachpro-
cessorin s(B ) receivessucha setof messages,it takesthe
majority to determinethe message.If thereis no major-
ity value,the processorignoresthe message.Along with
sendingthemessagetheprocessorsalsosendinformation
which speci�esalongwhich pathP the messageis being
sent.Eachtime a messageis receivedby a processorof an
s-nodes(B ) on layerj � i , it checksthat

1. The messagecamefrom the s-nodeprevious to it in
thepathP; if not themessageis dropped.

2. ThepathP (or its reverse)is on its List of permissible
paths.If not, themessageis dropped.



3. Only messagesthat conform to the protocol in size
andnumberare forwardedup anddown the permis-
sible paths. If moreor longermessagesarereceived
from a processor, messagesfrom that processorare
dropped.

SEND(s; r; m; P): f Of the �rst two parameters,onemust
bea processor(“x”) andonemustbeans-node(“s(A)”).
The pathP containsthe �rst parameters as its startand
thesecondparameterr asits endpoint.g SEND(s; r; m; P)
sendsthe messagem from s to r along the path P via
repeatedapplicationof SENDHOP.

MESSAGEPASS(x 2 A; y 2 B ; m; Px ; Py ): f Both A and
B areadjacente-nodes.Hence,s(A) ands(B ) areadjacent
in thestaticnetwork. g A messagefrom processorx in e-
nodeA sendsmessagem to processory in e-nodeB by
�rst calling SEND(x; s(A); m; Px ). Then s(A) sendsm
to s(B ) by calling SENDHOP(s(A); s(B ); m; P), whereP
is the pathconsistingof two s-nodess(A); s(B ). Finally,
the messageis transmittedfrom s(B ) to y by calling
SEND(s(B ); y; m; P r

y ), whereP r
y is the reversalof path

Py .

6 The protocols for LEADER-ELECTION and
BYZANTINE-AGREEMENT

Before we describe the LEADER-ELECTION and
BYZANTINE-AGREEMENT protocols, we �rst need to
adaptthe ELECT-SUBCOMMITTEE protocol for the static
network. Let A be an e-nodewith children B1; : : : ; Bs,
and let X be the set of all processorsfrom B1; : : : ; Bs.
For eachi 2 [s] andx 2 B i , let Px denotea goodpath
of s-nodesfrom x to s(B i ), concatenatedwith s(A). At
the startof the electionfor A, we assumethat eachnode
in Px knows Px ands(A) knows f Px j x 2 X g. We now
describetheimplementationof thesubcommitteeelection.
Every processorx 2 X sendsa randombin numbermx

to every other processory 2 X . The processorsuse
the HEAVYWEIGHT-BYZANTINE-AGREEMENT protocol
to determinea consensuson the bin numberssent by
eachprocessor. (Recall that the numberof processorsin
e-nodesis always polylogarithmic, so this can be done
sendingonly polylogarithmicmessages.)Thebin numbers
are sentup to s(A), whereeachprocessorin s(A) takes
a majority to determinethe bin numbers,from which it
computesthe lightest bin and the winners. Then s(A)
sendsdown the list of winnersalong all the permissible
pathsto eachprocessorx 2 X . Processorson thepath(i.e.
in s-nodesalongthepath)updatetheir Lists of permissible
pathsto remove thoseprocessor-pathswho lost as well
asthoseprocessor-pairswho won too many elections(we
will quantify this shortly), andmake ln4 n copiesof each
of the winners' pathsand concatenatea different layer

i + 1 s-nodeparentonto eachone. We presenta detailed
descriptionof ELECT-SUBCOMMITTEE below.

ELECT-SUBCOMMITTEE:
1 For eachx 2 X : // Thisphasedonein parallel

Processorx randomlyselectsoneof k=(c1 ln3 n)
“bins”. Let mx bethebin selected.Processorx
tellseveryotherprocessory 2 X its bin selection
mx usingMESSAGEPASS(x; y; m; Px ; Py ; ).

2 Theprocessorsof X run
HEAVYWEIGHT-BYZANTINE-AGREEMENT to
cometo aconsensusonmx .

3 Eachy 2 X sendsmx to s(A) by calling
SEND(y; s(A); mx ; Py ).

4 Theprocessorsin s(A) determineeachmx by
takingthemajorityof messagesthey receive.
Eachdeterminestheprocessorsin thelightestbin,
addingthelowestnumberedprocessorsif neededto
bring thenumberto cln3 n. Thesebecomethe
electedprocessors.

5 For eachprocessorx 2 X thatis elected,theprocessors
in s(A) useSEND(s(A); x; m; P r

x ) to tell x, along
with eachs-nodein Px , thatx waselected.

6 Eachprocessorin eachs-noderevisesits List of
permissiblepathsto:

Retainonly thewinners.
Eliminateprocessorswhohave wonmorethan
8 elections.
Make ln4 n copiesof remainingpermissivepaths,
concatenatingeachwith adifferents-nodeneighbor
on layeri + 1.

7 s(A) sendsits List to everyadjacents-nodes(B ) on
layeri + 1 usingSENDHOP(s(A); s(B ); m; P),
whereP is thepathconsistingonly of s(A); s(B ).

The conditionin Step5 that requiresprocessorswho
have won morethan8 electionsto beeliminatedis a tech-
nical condition that insuresthe protocol is load-balanced
andprocessorsin ans-nodedonotcommunicatemorethan
a polylogarithmic numberof bits. We now describethe
LeaderElection(ByzantineAgreement)protocol.

LEADER-ELECTION [resp.,BYZANTINE-AGREEMENT]:
1 For ` = 1 to ` � :
2 Foreache-nodeA in layer`, (Let B1; : : : ; Bs bethe

childrenof A in layer` � 1 of theelectiongraph.)
3 If ` < ` � , run ELECT-SUBCOMMITTEE on the

processorsin nodesB1; : : : ; Bs. Assignwinning
processorsto nodeA.

4 Else,run HEAVYWEIGHT-LEADER-ELECTION

[resp.,HEAVYWEIGHT-BYZANTINE-AGREEMENT]
on theprocessorsin nodesB1; : : : ; Bs.

5 Let A � bethee-nodeon layer` � , everyprocessorx
assignedto A � communicatestheresultof



HEAVYWEIGHT-LEADER-ELECTION

[resp.,HEAVYWEIGHT-BYZANTINE-AGREEMENT]
to s(A � ) usingSEND(x; s(A � ); m; Px ) .

6 Everyprocessorin s(A � ) takesthemajority to determine
theresultof HEAVYWEIGHT-LEADER-ELECTION

[resp.,HEAVYWEIGHT-BYZANTINE-AGREEMENT].

Note every processoris a memberof s(A � ), thus
Steps5 and 6 will insurethe �nal result of the protocol
is communicatedto everyprocessor.

7 Proofs

To establishthe correctnessof the protocol presentedin
Section6,we�rst statesomeclaimsregardingtheprimitive
communicationprotocols.Their proofsfollow by straight-
forwardprobabilisticargumentsandareomittedin the in-
terestof space.Recallthefractionof corruptedprocessors
is b, whereb < 1=3.

CLAIM 7.1. Lets(A) ands(B ) bes-nodesonconsecutive
layers. Assumethefollowing threeconditionshold.

� Boths(A) ands(B ) aregood.

� s(A) is ona permissiblepathknownbys(B ).

� There exists a set S of processors from s(A) such
that for every message m, all processors in S are
uncorruptedand agreeon a message m. Further S
consistsof at leasta 1 � b � 2=ln n fraction of the
processors in s(A)

Then there is a set S0 of processors from s(B )
such that for every message m, every processor in
S0 is uncorruptedand agrees on the message m after
SENDHOP(s(A); s(B ); m; P) is called. (Here, P is the
paths(A); s(B ).) Further, S0 consistsof all but a 1=ln6 n
fractionof theuncorruptedprocessors in s(B ).

CLAIM 7.2. Let x be an uncorruptedprocessor. Assume
Px is a good path. Thenafter SEND(x; s(A); m; Px ) is
executed,there is a �xed set S of uncorruptedproces-
sors which containsall but a 1=ln6 n fraction of the un-
corruptedprocessors in s(A) and every processorz 2 S
agreesonm.

An electionat e-nodeA is legitimateif the following
two conditionshold simultaneouslyfor more than a 2=3
fractionof processorsx participatingin theelectionat A:
(1) Processorx is uncorrupted;(2) ThepathPx is good.

The following lemmashows when the electionat e-
nodeA is legitimate, all uncorruptedprocessorsthat have
good pathsto s(A) cometo agreementaboutthe List of
winners, and this List is known by all s-nodeson their
paths.

LEMMA 7.1. For a legitimate electionat nodeA, let X
be a setof uncorruptedprocessors with goodpermissible
paths. (Note jX j > 2ln8 n=3.) Let S be the set of
uncorruptedprocessors in s(A) that knowX . Thenafter
the executionof ELECT-SUBCOMMITTEE, the processors
in S know the winners of the electionin A, as do the s-
nodesthatbelongto goodpathsPx .

Proof. FromClaim7.2,wehavethateverymessagem sent
by MESSAGEPASS(y 2 B i ; z 2 B j ; m; Py ; Pz ) from y 2
X to z 2 X is receivedby some�x edsetS of uncorrupted
processorsin s(B i ), suchthatS containsata least1 � b�
2=ln n fractionof theprocessorsin s(B i ). By Claim 7.1,
everymessagesentby y is receivedby z. SinceX contains
more than 2=3 of the total processorsparticipating in
theelection,(after runningHEAVYWEIGHT-BYZANTINE-
AGREEMENT) all theprocessorsin X will all agreeon the
samesetof bin values.Thusaftertheprocessorsin X send
thesevaluesto s(A), s(A) will know the winners. When
s(A) sendsthesewinnersto X , by repeatedapplicationof
Claim 7.1, we have every x 2 X andevery s-nodein Px

will know thesewinners.

Wehaveshown thatin a legitimateelectionatnodeA,
s(A) knows the list of winners. We next considerwhen
pathsaredroppedfrom thepermissiblepathLists.

7.1 The removal of permissible paths fr om Lists Let
y bea processorin somes-nodeon layer i . A permissible
path Px is removed from a processory's List on layer i
if y receives a messagefrom an s-nodeabove it in Px ,
indicating either x has won more than 8 electionsor x
lost in the electionheld at the last nodeof Px . Here,we
considerwhenPx is removed for the former reason.I.e.,
we give anupperboundon the fractionof processorsthat
arereportedto have won toomany electionson layeri .

Firstweconsidertheeffectof legitimateelections.The
following lemma,aversionof whichappearsin [22], shows
that on a given layer a very small fraction of uncorrupted
processorswin morethan8 timesin legitimateelections.

LEMMA 7.2. W.h.p.,theprocessors that win more than8
elections,countingmultiplicities,accountfor nomorethan
a 16=ln3 n fractionof theuncorruptedprocessors that are
winners of legitimateelections.

Next we bound the effect of electionsthat are not
legitimate. We �rst considerthecasewheres(A) is good,
yet the fraction of uncorruptedprocessorsparticipatingin
A with goodpathsis lessthan2/3. For theremainderof the
proofweshalltreatsuchane-nodeA asabade-node.

CLAIM 7.3. Supposelessthan a 1=7 fraction of the un-
corruptedprocessors of a goods(A) agreeon a message



m. Thenafter SENDHOP(p(A); p(B ); m; P) is executed,
all but a 1=ln6 n fraction of the goodprocessors in s(B )
will ignorem.

Proof. Evenif thecorruptedprocessorsagreeon m, since
b < 1=3, the total fraction of processorsin s(A) sending
themessagem is lessthan10/21. Thusat mosta 1=ln6 n
fraction of the processorsin s(B ) will receive m from a
majorityof processorsin s(A).

Hencea goods(A) canonly communicate7 different
setsof winnersto thes-nodesbelow it. Sinceeachuncor-
ruptedprocessorwill sendln3 n winners,thetotal number
of winnerssentis at most7 ln3 n. Hencea bade-nodecan
causeat most7 ln3 n processorsto have their permissible
pathsremoved.

Next we considerthe effect of a bad s-node. We
will assumeone bad s-nodes(A) on layer i can cause
the removal of all the permissiblepathsfor every proces-
sor participatingin the electionat A. Sinceln8 n proces-
sorsparticipatein an election,andfewer thana 1=ln10 n
fraction of the s-nodesarebadon a layer, the fraction of
uncorruptedwinnersaffectedis lessthan 1=ln2 n. Thus
we canboundthe fraction of the uncorruptedwinnerson
any layer i that have their permissiblepathsremoved by
1=ln2 n + 1=ln3 n + 7� i ; where� i representsthe frac-
tion of bade-nodeson layeri . Thuswehave thefollowing
lemma.

LEMMA 7.3. Assumethefractionof bade-nodeson layer
i is boundedby c=ln2 n, for someconstantc. Thenthe
fractionof uncorruptedwinnersthathavetheir permissible
pathsremovedon layer i is boundedby8c=ln2 n.

7.2 Proof of Theorems1.1 and 1.2 We now complete
theproof of Theorems1.1and1.2. They will follow from
thelemmabelow.

LEMMA 7.4. On layer i , w.h.p., at least a 1 � 4=ln2 n
fractionof s-nodess(A j ) havethefollowingproperties:

� s(A j ) is good.

� At leasta 1 � b � 4i= ln n fractionof theprocessors
in nodeA j are uncorruptedand havegoodpathsto
s(A j ) (notethis impliess(A j ) knowsthis path).That
is, A j is a goode-node.

Proof. We prove the lemmaby induction. On all layers
andparticularlylayer0, only a 1=ln10 n fractionof thes-
nodesarebad. If s(A) is good,thenevery processorin A
hasa goodpathto s(A). Furtherby constructionall but a
1=ln2 n fractionof thee-nodesonlayer0 consistof at least
a1� b� 1=ln n fractionof uncorruptedprocessors.Sothe
lemmais trueon layer0.

Assumethe lemmais true for layer i . Then a 1 �
4=ln2 n fraction of e-nodesare good, more speci�cally
thesee-nodeshave at least a 1 � b � 4i= ln n fraction
of uncorruptedprocessorsthat have a good path to their
correspondings-node. Sincethe electionis legitimateby
Lemmas2.1and7.1,w.h.p.,afterELECT-SUBCOMMITTEE

at leasta1� b� 4i= ln n � 1=ln n fractionof theprocessors
electedareuncorruptedandhave a goodpathto any good
parentof theirs-node.Thusat leasta1� b� (4i + 1)=ln n
fractionof theprocessorselectedat layeri areuncorrupted
andhavegoodpathsto goodparents-nodeson layeri + 1.
By Lemma7.3thisfractionis reducedby atmost32=ln2 n.
Thus at least a 1 � b � (4i + 2)=ln n fraction of the
processorselectedat layeri areuncorruptedandhavegood
pathsto good parents-nodeson layer i + 1. Since the
fractionof bads-nodesonlayeri + 1 is atmost1=ln10 n, by
Corollary 3.2at leasta1� 1=ln2 n � 1=ln10 n fractionof
thee-nodes(andtheir correspondings-nodes)aregoodon
layeri + 1, andhaveatleasta1� b� (4i + 2)=ln n� 1=ln n
fractionof uncorruptedprocessorsthathave goodpathsto
their correspondings-nodes.

By Lemma7.4, w.h.p. the layer ` � e-nodeis good.
Thus the processorsin this e-nodeeither reachByzan-
tine Agreementby runningHEAVYWEIGHT-BYZANTINE-
AGREEMENT or elect an uncorruptedleader with con-
stant probability by running HEAVYWEIGHT-LEADER-
ELECTION . Since all the processorsare in the s-node
(thoughthey mayappearmultiple times)correspondingto
A on ` � , by Claim 7.2 all but a O(1=ln n) fractionof the
goodprocessorslearnthe�nal result.To prove thenumber
of bits sentby eachprocessoris polylogarithmic we note
eachprocessoris in a polylogarithmic numberof e-nodes
ands-nodeson eachlayer i , andparticipatesin at mosta
polylogarithmic numberof electionon layer i . Sincethe
numberof layersis O(ln n) Theorems1.1and1.2follow.

8 Conclusion

We have presentedscalableandrobustprotocolsfor solv-
ing Byzantineagreementand leaderelection. Our proto-
cols are scalablein that they operatein a network of n
nodeswhereeachnodein the network hasa numberof
neighborsthatis polylogarithmicin n. Further, thelatency
of theprotocolsarepolylogarithmicin n, andeachproces-
sor sendsandprocessesa numberof bits that is polylog-
arithmic in n. Our algorithmsarerobust in the sensethat
they work correctly even if an omniscientand computa-
tionally unboundedadversarycontrolsa constantfraction
of thenodesin thenetwork. Many openproblemsremain
including the following. First, the protocolsdescribedin
this paperwork on static networks. Can we adaptthem
to work on dynamic networks, which can grow, shrink,
or have signi�cant nodeturnover during the courseof the



computation?Second,what typesof computationalprob-
lemscanandcannot be solved in our modelof scalable
androbustcomputation?Third, canwedesignscalableand
robustprotocolthatwork correctlyon any sparsenetwork
with suf�ciently good expansion? Alternatively, can we
prove thatsucharesultis notpossible?Finally, canwede-
signsimpli�cations of our protocolsor heuristicsbasedon
ourprotocolsthatcanbedeployedin anactualpeer-to-peer
network?

References

[1] Z. Abrams, R. McGrew, and S. Plotkin. Keepingpeers
honestin eigentrust. In 2nd Workshopon the Economics
of Peer-to-PeerSystems, 2004.

[2] B. Awerbuch and C. Scheideler. Group spreading: A
protocol for provably securedistributednameservice. In
Thirty-First Int. Colloquiumon Automata,Languages,and
Programming(ICALP), 2004.

[3] M. Ben-Or, R. Canetti,andO. Goldreich. Asynchronous
securecomputation. In Proceedingsof the Twenty-Fifth
ACM Symposiumon the Theory of Computing(STOC),
1993.

[4] M. Ben-Or, B. Kelmer, andT. Rabin.Asynchronoussecure
computationswith optimal resilience. In Proceedingsof
the ThirteenthAnnual ACM Symposiumon Principles of
DistributedComputing(PODC), pages183–192,1994.

[5] M. Ben-Or, E. Pavlov, andV. Vaikuntanathan.Byzantine
agreementin thefull-informationmodelin O(logn) rounds.
In Proceedingsof the Thirty-Eighth Annual ACM Sympo-
siumonTheoryof Computing(STOC), 2006.

[6] M. Ben-OrandD. Ron. Agreementin thepresenceof faults,
on networks of boundeddegree. Information Processing
Letters, 1996.

[7] P. BermanandJ.Garay. Asymptoticallyoptimaldistributed
consensus.In ProceedingsICALP 89 (16th International
Colloquiumon Automata,Languages and Programming),
1989.

[8] P. Bermanand J. Garay. Fast consensusin networks of
boundeddegree. In Fourth International Workshop on
DistributedAlgorithms, 1990.

[9] J. Canny. Collaborative �ltering with privacy. In IEEE
SymposiumonSecurityandPrivacy, 2002.

[10] J. CooperandN. Linial. Fast perfect-informationleader-
election protocol with linear immunity. Combinatorica,
15:319–332,1995.

[11] S. Datta,K. Bhaduri,C. Giannella,R. Wolff, andH. Kar-
gupta.Distributeddatamining in peer-to-peernetworks. In
IEEEInternetComputingspecialissueonDistributedData
Mining, 2005.

[12] D. Dolev, M. Fischer, R. Fowler, N. Lynch,andH. Strong.
An ef�cient algorithm for byzantineagreementwithout
authentication.InformationandControl, 1982.

[13] D. Dolev and R. Reischuk. Boundson information ex-
changefor byzantineagreement.In Proceedingsof the�r st

annualACM symposiumon Principlesof distributedcom-
puting(PODC), 1982.

[14] C. Dwork, D. Peleg, N. Pippenger, and E. Upfal. Fault
tolerancein networks of boundeddegree. SIAM Journal
onComputing, 17:975–988,1988.

[15] U. Feige. Noncryptographicselection protocols. In
Proceedingsof 40th IEEE Foundationsof ComputerSci-
ence(FOCS), 1999.

[16] A. Fiat andJ. Saia. Censorshipresistantpeer-to-peercon-
tentaddressablenetworks. In Proceedingsof theThirteenth
ACM SymposiumonDiscreteAlgorithms(SODA), 2002.

[17] H. Garcia-Molina,F. Pittelli, andS.Davidson. Is byzantine
agreementusefulin adistributeddatabase?In the3rd ACM
SIGACT-SIGMOD symposiumon Principles of database
systems, 1984.

[18] H. Garcia-Molina,F. Pittelli, andS.Davidson.Applications
of byzantineagreementin databasesystems.ACM Transac-
tionsonDatabaseSystems(TODS), 1986.

[19] O. Goldreich,S. Micali, andA. Wigderson. How to play
any mentalgame- a completenesstheoremfor protocols
with honestmajority. In Proceedingsof the Nineteenth
ACM Symposiumon Theoryof Computing(STOC), pages
218–229,1987.

[20] K. Hildrum and J. Kubiatowicz. Asymptotically ef�cient
approachesto fault-tolerancein peer-to-peernetworks. In
Proceedingsof the 17th InternationalSymposiumon Dis-
tributedComputing, 2004.

[21] S.Kamvar, M. Sclosser, andH. Garcia-Molina.Theeigen-
trustalgorithmfor reputationmanagementin p2pnetworks.
In Proceedingsof the 12th InternationalWorld Wide Web
Conference(WWW), 2003.

[22] V. King, J.Saia,V. Sanwalani,andE. Vee. Scalableleader
election.In Proceedingsof 27thACM-SIAMSymposiumon
DiscreteAlgorithms(SODA), 2006.

[23] D. Malan and M. Smith. Host-baseddetectionof worms
throughpeer-to-peercooperation. In Third Workshopon
RapidMalcode(WORM), 2005.

[24] M. NaorandU. Wieder. A simplefault tolerantdistributed
hash table. In Proceedingsof the SecondInternational
WorkshoponPeer-to-PeerSystems(IPTPS), 2003.

[25] C. Scheideler. How to spreadadversarialnodes?rotate! In
Proceedingsof theThirty-SeventhAnnualACM Symposium
onTheoryof Computing(STOC), 2005.

[26] E. Upfal. Toleratinglinearnumberof faultsin networksof
boundeddegree. In 10thAnnualSymposiumon Principles
of DistributedComputing(PODC), 1992.

[27] V. Vlachos,S. Androutsellis-Theotokis,and D. Spinellis.
Securityapplicationsof peer-to-peernetworks. Computer
Networks, 45:195–205,2004.

[28] C. Website.http://cloudmark.com/.

[29] A. Yao. Protocolsfor SecureComputations.In Proceedings
of theTwenty-Third IEEESymposiumontheFoundationsof
ComputerScience(FOCS), pages160–164,1982.


