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Abstract

In this paper, we presentand verify a new
modeldesignedto capturethebenefitsof protocol
offload in the context of high performancecom-
putingsystems.Othermodelscapture thebenefits
of offloador theperformanceof parallel applica-
tions. However, the extensiblemessage-oriented
offloadmodel(EMO) is thefirst modelto empha-
sizetheperformanceof thenetworkprotocolitself
and modelsit in a message-orientedrather than
flow-orientedmanner. EMOallowsusto consider
benefitsassociatedwith thereductionin message
latencyalongwith benefitsassociatedwith reduc-
tion in overheadandimprovementsto throughput.

In order to verify EMO, we use the tool to
model a very commonoffload technique, inter-
rupt coalescing. We discussthe assumptionsof
our modelandshowthemodeledoffloadand la-
tencyperformanceof interruptcoalescingandno
interruptcoalescing. Wethenpresentpreliminary
resultsto verify thatour modelis accurate.

�
LosAlamosComputerScienceInstituteSCR71700H-

29200001

1 Intr oduction

Network speedsareincreasing.Both Ethernet
and Infiniband are currently promising40 Gb/s
performance,and Gigabit performanceis now
commonplace.Offloadingall or portionsof com-
municationprotocol processingto an intelligent
NIC (Network InterfaceCard)is frequentlyused
to ensurethat benefitsof thesetechnologiesare
available to applications. However, determining
whatportionsof aprotocolto offloadis still more
of an art thana science.Furthermore,thereare
few tools to help protocol designerschooseap-
propriatefunctionalityto offload.

Currently, thereareno modelsthataddressthe
specific concernsof high-performancecomput-
ing. We createa model that explores offload-
ing of commodityprotocolsfor individual mes-
sageswhich allows usto consideroffloadingper-
formancefor message-orientedapplicationsand
librarieslikeMPI.

In this paper, we first briefly outline our new
model, the extensiblemessage-orientedoffload
model(EMO), thatallowsusto evaluateandcom-
parethe performanceof network protocolsin a
message-orientedoffloadedenvironment.[2] pro-
vides an in-depth introduction to EMO, along
with a comparisonof this model to other popu-
lar performancemodels,LAWS [4] andLogP[1]
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anda casestudyfor usingthe model to develop
new offloadednetwork protocols.Second,weuse
EMO to modelthe latency andoverheadof mes-
sagesusingno interruptcoalescing,usingdefault
interruptcoalescingandusingmaximumdefault
interruptcoalescing.Third, we discussthemeth-
odsusedto measuretheactuallatency andover-
headof variousaspectsof a protocol. Finally,
wepresentourpreliminaryresultsin verifying the
modelby comparingmodeledlatenciesfor inter-
rupt coalescingwith actualresults.

2 ExtensibleMessage-Oriented
Offload Model

We wanteda performancemodel that is not
specificto any oneprotocol,but ourchoiceswere
informedby our understandingof MPI over TCP
over IP.

Figure1showsthecommunicationarchitecture
usedfor EMO. The latency andoverheadthat is
necessaryto communicatebetweencomponents
mustincludethe movementof datawhenappro-
priate.

Host OS

Protocol overhead = C_h

Protocol overhead = C_a

Latency = L_ha

Overhead = O_ha

Application

Latency = L_na

Overhead = O_na

Overhead = O_nh

Latency = L_nh

CPU rate = R_h

CPU rate = R_n

NIC

Protocol overhead = C_n

Figure 1. The Extensib le Message-oriented
Offload Model

Thevariablesfor this modelareasfollows:

� CN � # cyclesof protocolprocessingonNIC

� RN � Rateof CPUonNIC

� LNH � Time to move dataandcontrol from
NIC to HostOS

� CH � #cyclesof protocolprocessingonHost

� RH � Rateof CPUonHost

� LHA � Time to move dataandcontrol from
Hostto App

� LNA � Time to move dataandcontrol from
NIC to App

� CA � # cyclesof protocolprocessingat Ap-
plication

� ONH � # hostcyclesto move dataandcon-
trol from NIC to HostOS

� OHA � # hostcyclesto move dataandcon-
trol from HostOSto App

� ONA � # hostcyclesnecessaryto communi-
cateandmovedatafrom NIC to Application

2.0.1 Extensibility

The model allows for extensibility with respect
to protocol layers. We hopethis model can be
usefulfor researchersworkingonoffloadingparts
of the MPI library (like MPI MATCH) or parts
of thematchingmechanismsfor any languageor
API. Weconstructedthemodelsothatit cangrow
through levels of protocols. For example, Our
modelcanby extended,or telescoped,to include
offloading portionsof MPI. We simply addCm,
Lam and Oam to the equationsfor overheadand
latency.
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2.0.2 Overhead

EMO allows us to explore the fundamentalcost
of any protocol,its overhead.Overheadoccursat
theper-messageandper-bytelevel. Ourmodelal-
lows usto estimateandgraphicallyrepresentour
understandingaboutoverheadfor variouslevels
of protocoloffload.

Overheadis modeledas

Overhead� ONH
�

CH
�

OHA
�

CA
�

ONA

. However, all methodswill only usesomeof the
communicationpatternsto processthe protocol.
Traditional overhead,for example,will not use
thecommunicationpathbetweentheNIC andthe
applicationanddoesnoprocessingat theapplica-
tion.

TraditionalOverhead� ONH
�

CH
�

OHA

2.0.3 Gap

Gapis theinterarrival time of messagesto anap-
plicationon a receive andtheinterdeparturetime
of messagefrom an applicationon a send. It
is a measureof how well-pipelinedthe network
protocol stackis. But gap is also a measureof
how well-balancedthesystemis. If thehostpro-
cessoris processingpackets for a receive very
quickly, but theNIC cannotkeepup,thehostpro-
cessorwill starveandthegapwill increase.If the
hostprocessoris notableprocesspacketsquickly
enoughon a receive, theNIC will starve andthe
gapwill increase.If thenetwork is slow, boththe
NIC andhostwill starve. Gapis ameasureof how
well-balancedthesystemis. As weminimizegap,
webalancethesystem.

Gap � max� CN

RN �
CH

RH � LW �
� min� CN

RN �
CH

RH � LW �

2.0.4 Latency

Latency is modeledas

Latency � CN

RN

�
LNH

� CH

RH

�
LHA

�
LNA

� CA

RH

�
LW

. However, all methodswill only usesomeof the
communicationpatternsto processthe protocol.
Traditionalnetwork protocols,for example,will
notusethecommunicationpathbetweentheNIC
andtheapplicationanddoesno processingat the
application.

TraditionalLatency � CN

RN

�
LNH

� CH

RH

�
LHA

3 Interrupt CoalescingusingEMO

Thereareseveraloptionsfor reducinginterrupt
pressuresdueto communication.Most conserva-
tively, onecancoalesceinterrupts.Theuseof al-
gorithmsto reduce(or coalesce)the numberof
interruptshasbeenwidespread.In this approach,
the receiving NIC only interruptsthehostaftera
specifiedamountof time or numberof arriving
packets. We model the latency andoverheadof
a messagewhenthereis no interruptcoalescing
occurring,whenanidealinterruptcoalescingpat-
tern is occurringandwhenthe specifiednumber
of packetsto wait beforeaninterruptis veryhigh.

3.1 Overhead

Figure 2 graphically representsthe protocol
processingoverheadfor traditionalUDPusingno
interruptcoalescingandfor UDPusingmaximum
interruptcoalescing.

Recallthattraditionaloverheadis modeledas

TraditionalOverhead� ONH
�

CH
�

OHA

Interrupt coalescingamortizesthe cost of the
ONH over many messages. In order to model
advantagesof interrupt coalescingin EMO, the
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O_nh + C_h + O_ha

Interrupt coalescing

Figure 2. Extensib le Message-Oriented Of-
fload - overhead

overheadis measuredin the limit as ONH ap-
proacheszero.

InterruptcoalescingOverhead� CH
�

OHA

Interruptcoalescingstill requiresthe copy be-
tween the operatingsystemand the application
and so overheadis still linear in the size of the
message.

3.2 Latency

Figure3 graphicallyrepresentsthe latency of
traditionalUDP, andprovidesarangeof latencies
for UDPmessageswith interruptcoalescing.

InterruptCoalescingdecreasestheoverheadby
waiting to interrupt the operatingsystemuntil a
numberof messageshave arrivedfor processing.
While this decreasestheamountof protocolpro-
cessingoverhead,it actually increaseslatency.
Figure3 graphicallyrepresentsthe bestcasela-
tency for the interruptcoalescingmethodas the
sameasthelatency of amessageprocessedusing
a traditionalUDP stack. Another latency for in-
terruptcoalescingis alsorepresented.Here, the
slopeof the line remainsthe samebut the exact
offsetfrom thetraditionallatency will dependon
theamountof timetheinterruptcoalescingmech-
anismwaits beforeinterruptingthe host. Thus,

(worst case)

Size of message

C_n/R_n

L_ha

C_h/R_h

La
te

nc
y

L_nh

L_nh’

(best case)
Interrupt Coalescing
Standard UDP

Interrupt Coalescing

Figure 3. Extensib le Message-Oriented Of-
fload - Latenc y

Lnh will dependon the implementationof the in-
terruptcoalescingmechanism.

4 Model Verification - Initial Results

Wemeasuredlatenciesby creatingaping-pong
testbetweenHostA andHostB. HostA remains
constantthroughoutthe measurements.Host A
is a 933MHz PentiumIII runninganunmodified
Linux 2.4.25kernelwith theAcenicGigabitEth-
ernetcardsetto default valuesfor interruptcoa-
lescingand transmitratios. Host B is the same
machineconnectedto HostA by cross-overfiber.
Host B also runs an unmodifiedversionof the
Linux 2.4.25kernel.

Wemeasuredoverheadby modifyingourping-
pong test. Host A continuesthe ping-pongtest,
but Host B includesa cycle-soaker that counts
thenumberof cyclesthatcanbecompletedwhile
communicationis in progress.

4.1 Latency

In order to verify the model for latency, we
measuredactuallatency andapproximatedmea-
surementsfor thevariouspartsof thesumfor our
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equation:

TraditionalLatency � CN

RN

�
LNH

� CH

RH

�
LHA

Ourmodelis verifiedto theextentthatthesum
of theaddendsapproximatestheactualmeasured
latency.

4.1.1 Application to Application Latency

In orderto measurethetraditionallatency, weran
a simpleUDP echoserver in userspaceon Host
B. HostA simplymeasuresping-ponglatency for
varioussizemessages.We measuredthis latency
from 100bytemessagesthrough8900bytemes-
sages. We wantedto remainwithin the jumbo
framesizeto avoid fragmentationandreassembly
or multiplepackets,but wewantedto exercisethe
crossingof pageboundaries.The pagesize for
theLinux 2.4.25kernelis 4KB.

We configuredtwo 933 MHz, Linux 2.4.0(re-
lease)serverswith version0.49of JesSorenson’s
Acenic driver (patchedonly to support trace-
dumps). The machineswere connectedby a
cross-overfiber cable(with no switch).

The Acenic driver has four configurablepa-
rameters, the receive-side interrupt threshold,
the send-sideinterrupt threshold, the receive-
sidemaximuminterruptinter-arrival timeandthe
send-sidemaximum interrupt inter-arrival time.
Thedefault parameterswereusedfor thedefault
interrupts. To disable interrupt coalescing,the
receive-sideinterruptthresholdandthesend-side
interruptthresholdweresetto0andthemaximum
interrupt inter-arrival times were set to 0. For
maximuminterrupts,thereceive-sideandsender-
sideinterruptthresholdsweresetto 1000andthe
maximuminterruptinter-arrival timesweresetto
100µs.

4.1.2 Application to NIC Latency

In order to measureapplicationto NIC latency
we moved the UDP echoserver into the Acenic

firmware. This allows us to measurethe latency
of a messageasit travels throughHostA, across
the wire, and to the NIC on Host B. This la-
tency shouldnot reflect the costof the interrupt
on Host B, the cost of moving throughthe ker-
nel receive or sendpathson HostB, nor thecost
of the copy of data into userspaceon Host B.
The UDP echoserver exercisesall of the codein
thetraditionalUDP receive andsendpathsin the
Acenicfirmwarewith theexceptionof theDMA
to thehost.Becauseof thestructureof theAcenic
firmware,we hadto includea bcopy (bytecopy)
of the entiremessagefrom the receive buffer to
a transmitbuffer. This copy is performedat the
speedof the Acenic processor(88 MHz). We
assumethat the applicationto NIC latency mea-
surementincludesboth the copy of entire mes-
sageand the CN

RN
portion of the latency calcula-

tion. It is importantto notethat the startuptime
for the DMA engineon the Acenic cardsis ap-
proximately5mus. This will be accountedfor in
theLNH portionof thecalculation.

4.1.3 Application to Kernel Latency

For our initial results,wechoseto measurethela-
tency betweenan applicationon Host A andthe
kernelon HostB usingtheUDP echoserver util-
ity alreadyprovided by the inetd daemon. This
should give a reasonableapproximationof the
latency betweenthe applicationand the kernel.
While theUDP echomessagedoesnot travel the
exactcodepathasa UDP messagein thekernel,
it doesexercisethesameIP pathandverysimilar
codeat the level above IP. TheUDP echoserver
doesnotperformacopy of datato userspaceand
doesnot performa routelookup.

Theapplicationto kernellatency wasmeasured
with anunmodifiedHostA with default interrupt
coalescingand with Host B with default inter-
ruptcoalescing,nointerruptcoalescing,andmax-
imuminterruptcoalescing.Weexpectthatthedif-
ferencesbetweeninterruptcoalescingandno in-
terruptcoalescingshouldbepresentat this level.
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4.1.4 Results

We want to verify EMO in two ways. First, we
wantto show thattheassumptionswe have made
aboutthevariablesin our latency equationareac-
curate.Second,we want to verify that our com-
parisonof interruptcoalescingschemesis accu-
rate.

Figure 4 representsour verification that the
overall latency is reflectedin the variablesof its
equationandshows theminimumlatency of var-
iouspartsof theprotocolusingdefault interrupts
on both Host A andHost B. The ToNIC latency
includesthebcopy of datafrom thereceivebuffer
on the Acenic to the transmitbuffer. The pro-
jectedToNIC latency is calculatedby determin-
ing theapproximateusecrequiredto performthe
bcopy and subtractingthat from the actual la-
tency. We assumedthenumberof cyclesneeded
perbyteto performthecopy was4.
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The latency representedin the resultscan be
modeledthroughEMO as:

X
� CN

RN

�
LNH

� CH

RH

�
LHA

whereX is thelatency of themessageasit trav-
els theprotocolstackduringsendandreceive on
Host A andasit travels the wire. The projected
ToNIC latency includesboth the processingon
theNIC, CN

RN
, andthetimeonHostA andthewire,

X. The differencebetweenthe projectedToNIC
latency andthe the ToKernellatency is LNH and
CH
RH

and the differencebetweenthe ToKernel la-
tency andthe ToApp latency is LHA. As we ex-
pected,theslopeof theToNIC andToKernelare
thesamesincewe expectthe interruptlatency to
beconstant.Also asweexpected,theslopeof the
ToApp latency increasesmorequickly asit is de-
pendanton the messagesizeduring the crossing
of the wire X which is reflectedin the ToKernel
slopeandon the copy from kernelto userspace
LHA. The model,andthe assumptionswe made
aboutthevariables,areverifiedby theresults.

Figure 5 representsour verification that the
comparisonof offloadschemesusingEMO is ac-
curate.Theexpectationis thattheaveragelatency
will be generallysmallerwhenthereis no inter-
rupt coalescing.This is shown in our model. In-
terruptcoalescingcanbe seenasa move to de-
creasetheoverheadeffect of theinterruptONH at
the cost of the time that an interrupt will reach
the host. This meanswe expect that LNH is the
variableaffected. Figure5 shows that generally
latency is slightly lowerwhenHostB disablesin-
terruptcoalescingandthelatency for messagesis
higherwhenthemaximuminterruptcoalescingis
enabled.

Moreover, Figure 6 further isolatesthis phe-
nomenonby measuringthe ping-pongmeasure-
ment without the final move from kernel to ap-
plication space.If we let X be the latency of all
communicationon HostA, thewire andtheNIC
onHostB, thenFigure6 representsacomparison
between:

X
�

LNH
� CH

RH

andtheinterruptcoalescinglatency

X
�

L 
NH
� CH

RH

4.2 Overhead

In order to verify the model for overhead,we
measuredactualoverheadandapproximatedmea-
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surementsfor thevariouspartsof thesumfor our
equation:

TraditionalOverhead� ONH
�

CH
�

OHA

Ourmodelis verifiedto theextentthatthesum
of theaddendsapproximatestheactualmeasured
overhead.

4.2.1 Application to Application Overhead

Wemeasuredtheamountof cycle-soakworkHost
B cando without any communicationoccurring.
Thenwemeasuredtheamountof cycle-soakwork
Host B can do with standardping-pong com-
municationof varioussizedmessagesoccurring

betweenan applicationon Host A and a UDP
echoserver on Host B. The differencebetween
theseto amountsof work is theoverheadassoci-
atedwith thecommunication.It is thethenumber
of cyclesbeingtakenaway from calculation.

Wemeasuredtheoverheadof applicationto ap-
plication communicationwith default interrupts
on HostA andwith default interruptson HostB,
no interruptcoalescingon HostB, andmaximum
interruptcoalescingonHostB. Weexpectthatthe
overheadof applicationto applicationcommuni-
cationwhenHostB is usinginterruptcoalescing
will belowerthanwhenHostB is notusinginter-
rupt coalescing.

4.2.2 Kernel to Application Overhead

In orderto measuretheoverheadfor kernelto ap-
plicationcommunication,HostA ranapingflood
onHostB andHostB ranthecycle-soakworkcal-
culation.We expectthat interruptcoalescingwill
still make a differenceat this level of communi-
cationsothatHostB with no interruptcoalescing
will have higheroverheadthanHost B with de-
fault interrupt coalescing. However, we do not
expectthe sizeof the messageto make asmuch
of a differencein thecommunicationoverheadat
this level asit doesat theapplicationto applica-
tion communicationlevel.

4.2.3 NIC to Application Overhead

In order to measurethe overheadfor applica-
tion to NIC communication,Host B is run with
the modified Acenic firmware with the UDP
echoserverat theNIC level. HostA runstheUDP
ping-pongtest and Host B runs the cycle-soak
work calculation.We expectquite low overhead
onHostB asthereis nohostinvolvementwith the
communicationandthereforeno communication
overhead.

7



4.2.4 Results

As expected,therewasno communicationover-
headwhen the UDP echoserver runsat the NIC
level. This verified our modeledexpectations.
We expectedthattheoverheadfor communiction
would belower whenHostB employedinterrupt
coalescing.Figure7 shows that thedifferenceis
negligible at best,but this reflectsgeneralresults
regardinginterruptcoalescingandits efficacy in
loweringoverhead[3].Moreover, Figure7 shows
that this effect occursat thekernelto application
communicationpathasexpectedsincethe inter-
rupt is still presentin this path. As the size of
the messageapproaches9000bytes,the number
of interruptsdecreasesandsotheoverallcommu-
nicationprocessingoverheadalsodecreases.This
is truefor all schemesbut themaximuminterrupt
coalescingschemewhich utilizes large delaysin
processinginterruptsto flatten out the overhead
curve.
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Figure 7. Kernel to Application Overheads

Figure8 shows thegapthatrepresentsOHA in-
creasesas the size of the messageincreasesas
expected. This verifies the assumptionsin our
EMO model. However, the overall overheadfor
applicationto applicationmessagesremainscon-
stant.We expectthatasmessagesbecomelarger,
the increasecostof overheadassociatedwith the
copy of datato theapplication(OHA) is justoffset
by thedecreasecostof overheadassociatedwith

fewer interrupts(ONH ). Measurementsfor much
larger messagesshouldreveal applicationto ap-
plicationoverheadsthatbegin to slopeupwith the
sizeof the message,especiallysincethe savings
in interruptsin maximizedat 9000bytes. These
resultsshouldalsobringamoreclearunderstand-
ing of theroleof thememorysubsystemin EMO.
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5 Conclusionsand Futur eWork

Theextensiblemessage-orientedoffloadmodel
(EMO) allows us to explore the spaceof net-
work protocol implementationfrom the applica-
tion messaginglayers through to the NIC on a
messageby messagebasis. This new language
givesus a freshunderstandingof the role of of-
floadingin termsof overhead,latency andgapin
high-performancesystems.

The preliminary work begins to verify the
EMO modelandits assumptions.Generally, both
the latency and the overheadequationsareveri-
fied by actualmeasurements.Also, thecompari-
sonbetweenvariousinterruptcoalescingschemes
further verifies EMO. Futurework will include
verificationthroughgapmeasurementsandover-
headmeasurementsfor largemessages.
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EMO as a languagefor exploring offload de-
sign is already being used. We plan on us-
ing EMO to boundtheresourcerequirementsfor
NICs or TCP offload enginesat 10Gb/sand 40
Gb/sspeeds.We planalsoto extendEMO to in-
clude memorymanagementconsiderationssuch
ascaching.
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