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Abstract

This paper describes the evolution of the Portals mes-
sage passing architecture and programming interface from
its initial development on tightly-coupled massively paral-
lel platforms to the current implementation running on a
1792-node commodity PC Linux cluster. Portals provides
the basic building blocks needed for higher-level protocols
to implement scalable, low-overhead communication. Por-
tals has several unique characteristics that differentiate it
from other high-performance system-area data movement
layers. This paper discusses several of these features and
illustrates how they can impact the scalability and perfor-
mance of higher-level message passing protocols.

Keywords—messageassing,network protocol, os by-
passworkstationcluster massvely parallel

1. Intr oduction

The adwent of cluster computingover the last several
yearshas motivated much researchinto messagepassing
APIsandprotocolgtargetedfor deliveringlow-lateng high-
bandwidthperformanceo parallelapplications.Relatively
inexpensve Programmabl@etwork interfacecards(NICs),
like Myrinet[2], have madelow-level messag@assingoro-
tocols and programminginterfacesa popular areaof re-
search[33, 34, 26, 22, 14, 9, 28]. Most of theseresearch
actiitieshave beenfocusedn deliveringlateng andband-
width performanceascloseto the hardware limitations as
possible.

To someextent, the researchon clustersof PCswith
gigabit networking hardware is addressingmary of the
sameproblemsthat proprietarydistributed-memorymes-
sagepassingparallel machinesof the early 1990% faced.
Despitethe differencesin hardware architecturebetween
custom-hiilt parallel machinesand today's PC cluster

*Sandiais a multiprogramlaboratoryoperatecby SandiaCorporation,
aLockheedMartin Compayy, for the United StatedDepartmenbf Enegy
undercontractDE-AC04-94AL85000.

Bill Lawry A. B. Maccabe
Universityof New Mexico
ComputerScienceDepartment
FEC313,AlbuquerqueNM, 87131
{bill,maccabé@cs.unm.edu

mary of theissueswith respecto deliveringmessag@ass-
ing performanceo parallelapplicationsaresimilar.

Researclinto high-performancenessag@assingproto-
cols andinterfaceswas begun at SandiaNational Labora-
toriesin collaborationwith the University of New Mexico
nearlytenyearsago. This researcladdressethe poor per
formanceand scalability of applicationsrunning on mas-
sively parallel machinescontainingthousandsof proces-
sors. This researchculminatedin the Cougarlightweight
kernel, which was deployed on the 9000+ processonn-
tel ASCI/Red machineinstalled at Sandiain early 1997.
Laterthatsameyear, we beganthe ComputationaPlant[4]
(Cplant™) project, which was an evolution of our system
softwareresearcrom customyvendorsuppliedsystemgo
Linux-basedPCclusters.

A key componentof this evolution is the Portalsdata
movementlayer This paperdiscusseshe developmentof
Portalsfrom the lightweight kernel researchthrough the
currentimplementationin useon our 1792-nodeCplant™
cluster We will show that Portalsprovidesaninterfacefor
implementingmary of thefeaturesequiredfor low-latengy,
high-bandwidth,low-overhead,scalablemessagepassing
on massvely parallel distributed-memorycomputingplat-
forms.

The restof this paperis organizedasfollows. We be-
gin with anintroductionto Portalsasthey wereshapedy
our lightweightkernelresearchn Section2. Section3 de-
scribesthe challengeawith implementingPortalson a PC
runningthe Linux operatingsystems.We continuein Sec-
tion 4 by discussinghe currentPortalsAP| andsemantics.
We outlineseveralbenefitsof this APl ascomparedo other
similar researclprojectsin Section5. We concludein Sec-
tion 6 with a summaryof this paperandoutline our plans
for futurework in Section?.

2.Puma Portals

Portalswere an outcomeof early researchinto high-
performancemessageassingin the Sandia/Uniersity of
New Mexico Operating System(SUNMOS)[17] on the



nCUBE andIntel Paragonmachines.Portalswereinitially
designedandimplementedn the successoto SUNMOS,
called Puma,to addressthe needfor zero-coy message
passing,where incoming messagesire delivereddirectly
into an applications addressspacewithout intermediate
bufferingby theoperatingsysten{18]. ThePumaoperating
system[31] implementedhe secondgeneratiorof Portals
(now called Portals2.0), which extendedthe functionality
of theoriginaldesignandprovidedthebasicbuilding blocks
for varioushigh-level message-passifgyers.

Pumawas designedo take full advantageof the hard-
ware architectureof computenodeson the Intel Paragon
andASCI/Red. Computenodesare composef two pro-
cessorsmemory anda high-speechetwork interfaceinte-
gratedon the memorybus. The Pumakerneldeliversmes-
sagesdirectly from the network into an applications ad-
dressspacewith no intermediatebuffering. The network
interfaceis ableto perform DMAs directly betweenuser
spaceandthe network.

Portalsn Pumaaredatastructuresn anapplicationsad-
dressspacahatdeterminehow thekernelshouldrespondo
message-passimgents.Portalsallow messaget® bedeliv-
ereddirectly to the applicationwithout ary interventionby
the applicationprocess.In particular the applicationpro-
cesmeednotbethecurrentlyschedulegrocesor perform
ary messageelectionoperationssuchastag matching,to
processncomingmessages\We referto this featureasap-
plication bypass, sincetheapplicationis notinvolvedin the
datatransferonceit hasbeensetup. We will discussthe
benefitsof applicationbypassin greaterdetail in Section
5.1.

Thefundamentatharacteristicandsemantic®f Portals
can be attributedto their origin on thesemassiely paral-
lel distributedmemorymachines.In particulay Portalsare
connectionlesandprovide protectedyeliable,in-orderde-
livery. They weredesignedo supportmultiple communi-
catingprocessepernodeandcommunicatiorbetweerpro-
cessesreatedrom differentexecutablesPortalswerealso
designedo efficiently supporimultiple protocolswithin the
sameprocess. Sincethe only way to communicatewith
a processon a computenodeis via Portals,they had to
supportnot only applicationmessaggassing put alsol/O
protocolsto aremotefilesystemandprotocolsbetweerthe
component®f the parallelruntimeernvironment.

SincePortalspre-datedhedevelopmenbf the MPI stan-
dard[20], multiple application-leel messag@assingAPIs
wereimplementedntop of Portals suchasintel’'sNX [27]
interfaceandnCUBE's Vertex [23] interface. The MPI im-
plementatiorfor Portalsin Puma[7] also utilized a high-
performancecollectve communicationlibrary [1] imple-
menteddirectly on Portalsandcontaineda preliminaryim-
plementatiorof the MPI-2 [21] one-sidedunctions.

3. Portals in Linux

Despiteour experiencewith the poor performanceand
scalability of full-featured UNIX kernelsthat motivated
the researchon lightweight kernels, the effort requiredto
port and maintain thesekernelson commodity PC hard-
warefor the Cplant™ projectwasextensve. In usingLinux
on Cplant", we hopedto leverageits portability andopen
sourcemodel. Linux allows usto have an operatingsys-
temthatrunswell on the very latestcommodityhardware,
andthe sourcecodeavailability givesusthe opportunityto
manipulatethe standardkernelto createan operatingsys-
tem that exhibits the importantcharacteristicof our past
lightweightkernels.

Our initial planwasto port Portals2.0to Linux, first as
a Linux kernelmoduleandthenasa Myrinet Control Pro-
gram (MCP) running on the Myrinet NIC. We hopedthat
the moduleimplementatiorwould allow for a rapid port of
the parallelruntime environmentandthat the MCP imple-
mentationwould eventuallyallow us to realizethe perfor-
mancebenefitsof applicationbypassthat Portalsin Puma
provide.

Portals2.0 in Linux was implementedvia two kernel
modulesthatwork with a Sandia-deelopedMCP thatruns
ontheLANai processopnthe Myrinet interfacecard. The
Portals2.0 moduleis responsibl€for determininghow in-
coming messagesire processed. It readsthe application
process’'memoryandinterpretsthe Portalsdatastructures.
The Portalsmodulecommunicategnformationaboutmes-
sagedelivery to the RTS/CTSmodule,which is responsi-
ble for pacletizationandflow control. The RTS/CTSmod-
ule communicatepaclet delivery informationto the MCP,
which is essentiallya paclet delivery device. Outgoing
messageélatais copiedinto kernelmemory thencopiedinto
the Myrinet NIC. On the receve side, paclets are copied
from the Myrinet NIC into kernelmemory andthenfrom
kernelmemoryinto the applications memory All of these
memorycopiesare overlapping,sowe are ableto achieve
reasonabldandwidthdueto paclet pipelining. But since
the moduleimplementationwas not our end goal, we put
little effort into furtheroptimizingthis approach.

Soonafter beginning the implementationof the Portals
2.0kernelmodule we discoveredseveralproblemswith our
approachMost of theseproblemswerea resultof the lack
of a functional API for Portals2.0 andour limited knowl-
edgeof the internalsof the Linux kernel. We discusstwo
of theseproblemshelow. For amorein-depthdiscussiorof
thesdimitations, see[6].

The lack of an API preventedus from moving Portals-
related data structuresout of userspace. ldeally, these
datastructureshouldbeableto exist in userspacekernel-
spacepr NIC-space- whichever providesthe highestper
formancefor the underlyingnetwork hardware.



Thelack of anAPI alsodoesnotallow for pre-validation
of userspaceaddresseBecausdhereis no API, theappli-
cationprocesshasno way to give the Pumakernela desti-
nationaddresdeforea matchingmessagerrives. There-
fore, addressesf messagelestinationsrevalidatedwhen
themessagearrivesandthe appropriataiserspacebufferis
located. This strateyy works well for Puma,which usesa
physicallycontiguousnemorymanagemendéchemewvhere
addreswalidationis a simpleboundscheckandthe trans-
lation from virtual to physicalis simply an offsetfrom the
basephysicaladdress.

However, Linux only validatesaddressedor the cur
rently running process,usually via a systemcall. Linux
kernelsbeyondversion2.1assuméhatagivenuseraddress
is valid and perform the read or write operation. Should
the addressot be valid, the hardwarewill generatea page
fault, andthe kernelwill gracefullyrecover. This method
optimizesfor the commoncasewherethe addresss valid,
andtakesa significantperformancéit whenthe addresss
notvalid. This createsnary problemsfor Portals2.0, since
addressvalidationis not donefrom a systemcall for the
currentlyrunningprocess.

It becameclearthatPortals2.0 wasdesignedo take ad-
vantageof the highly specializedeaturesof the Pumaker-
nel and that we would never be ableto reachour perfor
mancegoalswith a Portals2.0 MCP implementationfor
Linux. We decidedto try to developa functional API that
would allow for the key message-passirdatastructuredo
exist in the mostoptimumaddresspacewhile still provid-
ing the key messag@assingeaturesof Portals2.0.

In Decemberof 1999, we releasedhe first version of
the Portals3.0 messagepassinginterface[5]. We imple-
menteda referenceamplementatiorover TCP/IR aswell as
an implementationthat works with the existing RTS/CTS
module for Myrinet. We have a port of MPICH version
1.2.0 over Portals 3.0, a port of MPI Software Technol-
ogy’s MPI/Pra® implementatiorof MPI over Portals3.0,
andthe componentof the Cplant" parallel runtime sys-
tem[3] have beenportedto usePortals3.0 aswell. Portals
3.0hasbeenin productionuseonourlargeCplant clusters
sinceAugustof 2000. Our largestCplant" clusteris cur-
rently 1792 nodes,and hasdemonstrate@06 gigaFLOPS
on the Linpack benchmarkplacingit at number30 on the
November2001list of the Top 500 fastestsupercomputers
in theworld [24].

We believe the Portals3.0 API will allow usto achieve
the functionality and relative performancefor Linux and
Myrinet that Portals2.0 provided for Pumaon ASCI/Red.
A Portals3.0 MCP implementations currentlyin progress,
andis achieving lessthan 20 usecfor a zero-lengthping-
ponglateng test.

4. An Overview of the Portals API

Our primary goalin developingthe Portals3.0 APl was
to supportanimplementatioron Cplant". However, Por
tals3.0is an API thatallows for differentimplementations
on mary differenttypesof networking hardware. Someof
this hardwareis bettersuitedto our performanceandscal-
ability goalsthan others. In this section,we provide an
overview of the API, semanticsandcharacteristicthatwe
believe areimportantfor ahigh-performancescalablenes-
sagepassindayer. See[5] for amorecompletedescription
of the APl andsemantics.

4.1 Scalability

The primary goal in the designof Portalsis scalability
Portalsaredesignedspecificallyfor animplementatiorca-
pableof supportinga parallel job runningon the order of
ten thousandhodes. Performancas critical only in terms
of scalability Thatis, the level of messaggassingperfor
manceis characterizedby how far it allows anapplication
to scaleandnotby how it performsin atwo-nodeping-pong
benchmark.

Portalsare designedo allow for scalability but do not
guaranteet. Portalscannotovercomethe shortcomingof
apoorly designedhpplicationprogramor overcomelimita-
tionsin anunderlyingnetwork transporfayer. Applications
thathave inherentscalabilitylimitations, eitherthroughde-
signor implementationwill not betransformedoy Portals
into scalableapplications.Scalabilitymustbe addressedt
all levels. Portalsaredesignedo notlimit scalability

To supportscalability the Portalsinterfacemaintainsa
minimal amountof state. Portalsprovide reliable,ordered
delivery of messagedetweenpairs of processes. They
are connectionlessa processis not requiredto explicitly
establisha point-to-pointconnectionwith anotherprocess
in orderto communicate. Moreover, all buffers usedin
thetransmissiorof messageare maintainedn userspace.
The target processdetermineshow to respondto incom-
ing messagesandmessagefor which thereareno buffers
arediscarded.Thatis, Portalsare basedon expectedmes-
sages.Higherlevel messaggassingayersthat needsup-
port for unexpectedmessagessuch as MPI, needto set
asidea certainamountof spaceto recevve unexpectedmes-
sagesFor mary messag@assingystemssuchasVIA [9],
the amountof memoryrequiredfor unexpectedmessages
grows linearly with the numberof connections Portalsal-
low for theamountof memoryusedfor unexpectednessage
buffersto be basedon the needsandbehaior of the appli-
cationratherthanbasedsimply on the numberof processes
in aparalleljob.



4.2 Communication Model

Portalscombinethe characteristicef both one-sideand
two-sidedcommunication. They definea “matching put”
operationanda “matchingget” operation.The destination
of a put (or send)is not an explicit addressjnstead,each
messageontainsa setof matchbits thatallow therecever
to determinewhereincoming messageshouldbe placed.
Thisflexibility allows Portalsto supportbothone-sidecp-
erationsandtraditionaltwo-sidedsend/receie operations.

Portalsallows thetargetto determinewhetherincoming
messageareacceptableA targetprocessanchooseo ac-
ceptmessageperationsfrom arny specificprocessor can
chooseo ignoremessageperationgrom ary specificpro-
cess.

4.3 Data Movement

A Portalrepresent&n openingin the addressspaceof
a process. Other processegan usea Portalto read(get)
or write (put) thememoryassociateavith the Portal. Every
datamovementbperatiorinvolvestwo processegheinitia-
tor andthetarget Theinitiator is the procesghatinitiates
thedatamovementoperation.Thetargetis the procesghat
respondgo the operationby eitheracceptinghe datafor a
putoperationor replyingwith the datafor a getoperation.

In this discussionactiities attributedto a processmay
referto actvities thatareactuallyperformedby the process
or on behalf of the process. The inclusivenessof our ter-
minologyis importantin the contet of application bypass.
In particulay whenwe notethatthe tamgetsendsareply in
the caseof a get operation,it is possiblethatreply will be
generatedy anothercomponenin the system,bypassing
theapplication.

Figuresl and 2 presentgraphicalinterpretationf the
Portaldatamovementoperations:put andget. In the case
of aputoperationtheinitiator sendsa put requesimessage
containingthe datato the target. The targettranslateshe
Portaladdressingnformationin the requestusingits local
PortalstructuresWhentherequestasbeenprocessedhe
targetoptionally sendsanacknavledgmentmessage.

Initiator Target

Data
Transmission |~

Portal
Translation

=17 bﬁt{oﬁa}
Acknowledgemerjt

Figure 1. Portal Put (Send)

In the caseof a get operation,the initiator sendsa get
requesto thetarget. As with the put operation the target

translateghe Portaladdressingnformationin the request
usingits local Portalstructures.Onceit hastranslatedhe

portal addressingnformation, the target sendsa reply that

includestherequestediata.

Initiator __| Target

—
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Portal
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Data
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Figure 2. Portal Get

We shouldnotethat Portaladdresgranslationsareonly
performedon nodesthatrespondo operationsnitiated by
other nodes. Acknowledgmentsand repliesto get opera-
tionsbypasghe Portalsaddressranslationstructures.

4.4. Portal Addressing

One-sideddata movementmodels (e.g., shmem[10],
ST[32], MPI-2[21]) typically useatriple to addressnem-
ory on aremotenode. This triple consistsof a processd,
memorybuffer id, andoffset. The processd identifiesthe
targetprocessthe memorybuffer id specifieghe region of
memoryto beusedfor theoperationandtheoffsetspecifies
anoffsetwithin the memorybuffer.

In additionto thesestandarcaddressomponentsa por-
tal addressncludesa setof matchbits. This addressing
modelis appropriatdor supportingone-sidedperationsas
well astraditional two-sidedmessageassingoperations.
Specifically the PortalsAPI providestheflexibility needed
for an efficient implementationof the send/receie opera-
tionsin MPI, which definestwo-sidedoperationswith one-
sidedcompletionsemantics.

Figure3 presentsa graphicalrepresentationf the struc-
turesusedby a targetin the interpretationof a Portal ad-
dress. The procesdd is usedto route the messagéeo the
appropriatenodeandis not reflectedin this diagram. The
memory buffer id, called the portal id, is usedasan in-
dex into the Portaltable. Eachelementof the Portaltable
identifiesa matchlist. Eachelementof the matchlist spec-
ifies two bit patterns:a setof “don’t care” bits, and a set
of “must match”bits. In additionto the two setsof match
bits, eachmatchlist elementhasa list of memorydescrip-
tors. Eachmemorydescriptoridentifiesa memoryregion
andan optionaleventqueue.The memoryregion specifies
thememoryto beusedin the operationandthe eventqueue
is usedto recordinformationabouttheseoperations.

1The ProgressRule in MPI mandatesdocal completionsemanticgor
the standarchon-blockingtwo-sidedmessag@assingoperations
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Figure 3. Portal Addressing Structures

Figuredillustrateshestepdnvolvedin translatinga Por
tal addressstartingfrom thefirst elementin a matchlist. If
the matchcriteria specifiedin the matchlist entry are met
andthefirst entryin the memorydescriptoiist acceptghe
operation the operation(put or get)is performedusingthe
memoryregion specifiedin the memorydescriptor (Note,
while the matchlist is searchedor a matchingentry, only
thefirst elementn the memorydescriptollist is considered
for theoperation.)If thememorydescriptorspecifieghatit
is to be unlinked aftera successfubperation|t is unlinked
from the list of memorydescriptors.Next, if the memory
descriptoiis unlinkedandthis emptieshememorydescrip-
tor list, the matchentry will alsobe unlinkedif its unlink
flag hasbeenset. Finally, if thereis an eventqueuespeci-
fiedin thememorydescriptortheoperations loggedin the
eventqueue.
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Figure 4. Portals Address Translation

If the matchcriteria specifiedin the matchlist entryare
notmetor thememorydescriptoassociateavith thematch
list entry rejectsthe operationthe addresgranslationcon-
tinueswith thenext matchlist entry If theendof thematch
list hasbeenreachedthe addresdranslationis abortedand
theincomingrequests discarded.

4.5, AccessControl

A processcancontrol accesdo its Portalsusingan ac-
cesscontrollist. Eachentryin theaccessontrollist speci-
fiesaprocessd andaPortaltableindex. Theaccesgontrol
list is actuallyanarrayof entries.Eachincomingrequestn-
cludesanindex into the accessontrollist (i.e., a “cookie”
or hint). If theid of the procesdssuingthe requesidoesnt
matchtheid specifiedin theaccesgontrollist entryor the
Portaltableindex specifiedn therequestioesnt matchthe
Portaltableindex specifiedin the accessontrol list entry;
therequesis rejected.

ProcessdentifiersandPortaltableindexesmay include
wildcard valuesto increasethe flexibility of this mecha-
nism. Whenthe accessontrol list is initialized, the entry
with index zeroenablesccess$o all Portalsfor all processes
in thesameparallelapplicationandtheentrywith index one
enablesaccesdo all Portalsfor all systemprocessesThe
remainingentriesaresetto disableall otheraccess.

Two aspect®f thisdesignmeritfurtherdiscussionFirst,
themodelassumethattheinformationin amessagéeadey
thesendersid in particularis trustworthy. In mostcontexts,
we assumehatthe entity thatconstructghe headeis trust-
worthy; however, usingcryptographidcechniquesye could
easilydevise a protocolthat would ensurethe authenticity
of thesender

Second,becausehe accesscheckis performedby the
recever, it is possiblethata maliciousproceswill generate
thousand®f messagethatwill be deniedby therecever.
This could saturatethe network and/orthe recever, result-
ing in a denial of service attack. Moving the checkto the
senderusing capabilities,would remove the potentialfor
this form of attack. However, the solutionintroducesthe
compleities of capabilitymanagemenfexchangeof capa-
bilities, revocation,protectionsgtc).

4.6. The Semanticsof Messagelransmission

The PortalsAPI usesfour typesof messagesput re-
guestsacknavledgmentsgetrequestsandreplies. In this
section,we describethe informationpassedan the wire for
eachtype of messageWe alsodescribehow this informa-
tion is usedto processncomingmessages.

Information | Description

operation Indicatesa putrequest
initiator Localprocessd

taget Targetprocessd

portalindex TargetPortaltableentry

cookie Accesscontroltableentry
matchbits Matchingcriteria

offset Offsetwithin thetargetmemory
memorydesc Localmemoryregion for anack
length Lengthof thedata

data Payload

Table 1. Information Passed in a Put Request



4.7. SendingMessages

Table 1 summarizeghe informationthatis transmitted
for a put request. Most information thatis transmittedis
obtaineddirectly from the put operation. Notice that the
handlefor the memorydescriptorusedin the put operation
is transmittedeven thoughthis value cannotbe interpreted
by the tamget. A processcanalsosignify that no acknawl-
edgments requestedy usinga specialflag.

Information | Description

operation Indicatesanacknavledgment
initiator Acking processd

tamget Targetprocessd

portalindex Echoed

matchbits Echoed

offset Echoed

memorydesc Echoed

requestedength Echoed

manipulatedength Obtainedfrom the operation

Table 2. Information Passed in an Acknowl-

edgment

Table2 summarizesheinformationtransmittedn anac-
knowledgment. Most of the informationis simply echoed
from the putrequestNotice thattheinitiator andtargetare
obtaineddirectly from the put requestbut are swappedin
generatinghe acknavledgment.The only new pieceof in-
formationin theacknavledgments themanipulatedength,
whichis determinedasthe putrequesis satisfied.

Information | Description

operation Indicatesagetoperation
initiator Local processd

tamget Targetprocessd

portalindex TargetPortaltableentry
cookie Accesscontroltableentry
matchbits Matchingcriteria

offset Offsetwithin targetmemory
memorydesc Local memoryregion for reply
length Lengthof requestediata

Table 3. Information Passed in a Get Request

Table 3 summarizeghe informationthat is transmitted
for agetrequest.Like theinformationtransmittedn a put
requestmostof theinformationtransmittedn a getrequest
is obtaineddirectly from the get operation. Unlike put re-
guestsgetrequestslo not includethe eventqueuehandle.
In this case thereply is generatedvheneer the operation
succeedsndthe memorydescriptormustnot be unlinked
until thereplyis receved. As such thereis no advantagdo
explicitly sendingtheeventqueuehandle.

Table4 summarizesheinformationtransmittedn are-
ply. Like anacknavledgmentmostof the informationis
simply echoedrom thegetrequestTheinitiator andtarget
areobtaineddirectly from the getrequestbut are swapped
in generatinghe acknavledgment.The only new informa-
tion in the acknavledgmentarethe manipulatedengthand
thedatawhich aredeterminedhsthe getrequests satisfied.

Information | Description

operation Indicatesanacknaviedgment
initiator Replyingprocessd
target Tamgetprocessd
portalindex Echoed

matchbits Echoed

offset Echoed

memorydesc Echoed
requestedength Echoed
manipulatedength Lengthof requestediata
data Payload

Table 4. Information Passed in a Reply

4.8 Receving Messages

Whenanincomingmessagearriveson a network inter-
facetheruntimesystenfirst checksthatthetargetprocess
identifiedin therequests avalid procesghathasinitialized
thenetwork interface(i.e., thatthetarmgetprocesasavalid
Portaltable). If this testfails, the runtime systemdiscards
themessagandincrementthe droppedmessageountfor
theinterface. The remaindetrof the processinglependon
thetypeof theincomingmessagePutandgetmessageare
subjectto accesontrol checksandtranslation(searching
a matchlist), while acknavledgmentand reply messages
bypasgheaccessontrolchecksandthetranslationstep.

Acknowledgment messagesnclude a handle for the
eventqueuewherethe eventshouldbe recorded.Uponre-
ceiptof anacknavledgmenttheruntimesystenonly needs
to confirmthatthe eventqueusstill exists. Shouldtheevent
gueueno longerexist, the messagés simply discardedand
thedroppedmessageountfor theinterfaceis incremented.
Otherwise the runtime systembuilds an acknavledgment
eventfrom theinformationin theacknavledgmenimessage
andaddsit to the eventqueue. Eventqueuesare circular,
which preventsindexing out of bounds. The higherlevel
protocol needsto insurethat there are enoughevent slots
andthe rate of eventconsumptionis ableto keepup with
therateof eventproductionto avoid missingevents.

Receptionof reply messagess alsorelatively straight-
forward. Eachreply messagéncludesa handlefor amem-
ory descriptor If this descriptorexists, it is usedto receve
themessageA reply messagevill be droppedf the mem-
ory descriptoiidentifiedin therequestioesnt exist or if the
eventqueuein the memorydescriptorhasno spaceandis
notnull. In eitherof thesecasesthedroppedmessageount
for theinterfaceis incrementedThesearethe only reasons
for droppingreply messagesEvery memorydescriptorac-
ceptsand truncatesncoming reply messagesgliminating
theotherpotentialreasongor rejectingareply message.

Thecritical stepin processing@nincomingputor getre-
guestinvolvesmappingtherequesto amemorydescriptor
This stepstartsby usingthe Portalindex in the incoming
requesto identify alist of matchentries.This list of match
entriesis searchedn order until a matchentry is found
whosematchcriteria matcheghe matchbits in theincom-



ing requestandwhosefirst memorydescriptoracceptshe
request.

Becauseacknavledgeandreply messagearegenerated
in responséo requestsnadeby the procesgseceving these
messageghe checksperformedby the runtime systemfor
acknavledgmentsandrepliesareminimal. In contrastput
andgetmessagearegeneratedby remoteprocesseandthe
checksperformedfor thesemessagesre more extensie.
Incomingput or getmessagemay berejectecbecausethe
Portalindex suppliedin the requesis not valid; the cookie
suppliedin the requestis not a valid accesscontrol entry;
the accesscontrol entry identified by the cookie doesnot
matchthe identifier of the requestingprocess;the access
controlentryidentifiedby theaccessontrolentrydoesnot
matchthePortalindex suppliedin therequestpr, thematch
bits suppliedin the requestdo not matchany of the match
entrieswith amemorydescriptothatacceptsherequestin
all casesijf the messagés rejectedtheincomingmessage
is discarde@ndthedroppednessageountfor theinterface
isincremented.

A memorydescriptomayrejectanincomingrequesfor
ary of the following reasons:the memorydescriptorhas
not beenenabledor theincomingoperation;or, the length
specifiedn therequests toolong for thematchingmemory
descriptorandthe truncateoption hasnot beenenabled;

5. Benefitsof Portals

We believe that the PortalsAPI providesmary benefits
over other messagepassinginterfacesdesignedfor clus-
tersaswell asproprietarydistributedmemoryparallelplat-
forms. In this sectionwe outline several of thesebenefits.

5.1 Zero Copy, OS-Bypassand Application Bypass

In traditional systemarchitecturesnetwork pacletsar
riveatthenetwork interfacecard,arepassedhroughoneor
moreprotocollayersin theoperatingsystemandeventually
copiedinto theaddresspaceof theapplication.As network
bandwidthbeganto approachmemorycopy ratesreduction
of memorycopiesbecamea critical concern.This concern
leadto the developmenbf zero-coly messag@assingoro-
tocolsin which messageopiesareeliminatedor pipelined
to avoid thelossof bandwidth.

A typical zero-copy protocol hasthe NIC generatean
interruptfor the CPUwhena messagarrivesfrom the net-
work. Theinterrupthandlerthencontrolsthetransferof the
incomingmessagénto the addresspaceof theappropriate
application. The interruptlateng, the time from the initi-
ation of aninterruptuntil the interrupthandleris running,
is fairly significant. To avoid this cost,somemodernNICs
have processorghatcanbe programmedo implementpart
of a messag@assingprotocol. Given a properlydesigned

protocol, it is possibleto programthe NIC to control the
transferof incomingmessagesyithoutneedingo interrupt
the CPU.Becausehis stratgly doesnot needto involve the
OS on every messagéransfer it is frequentlycalled OS
bypass. Scheduledransfer(ST) [32], Virtual InterfaceAr-
chitecture(VIA) [9], FM [16], GM [22], and Portalsare
examplesof APIs and/orprotocolsthatsupportOS-bypass.

However, mary protocolsthat supportOS-bypassstill
requirethat the applicationactively participatein the pro-
tocolfor datato betransferredThisis especiallytruein the
caseof active messagearchitecturessuchasAM [34] and
FM [26]. The fundamentakonceptof active messagess
to integratecomputationand communication.Corversely
the fundamentaktonceptof Portalsis to decouplethe host
processofrom the network andallow datato flow with vir-
tually no applicationprocessing.

Portalsareaimedat significantlyreducingreceve over-
headwhich hasbeenshavn to have agreatetimpactonap-
plicationperformancg35, 19] thanlatengy andbandwidth.
Most studiesthatanalyzereceve overheadalsodo not ac-
countfor thenecessarprotocolprocessinghathigherlevel
protocolssuchasMPIl mustdo aswell.

5.2 MPI Progress

The limitations of OS-bypassvith respecto overlapof
computationand communicationare most evident in im-
plementation®f higherlevel protocols,suchasMPI. Since
MPI is typically the main messagepassinginterfacethat
OS-bypasgrotocolsare targeting, it is interestingto ana-
lyze the effectivenesf OS-bypasprotocolsin supporting
overlapfor implementationsf MPI.

MPI hasasynchronousendand receve calls that al-
low highqualityimplementationsheopportunityto overlap
computationand communication. MPI also definesrules
for how asynchronouscommunicationoperationsmalke
progress. The Standardstates: “A communicationis en-
abled oncea sendanda matchingreceive have beenposted
by two processes.The progressule requiresthat oncea
communicationis enabledthen eitherthe sendor the re-
ceive will proceedto completion. ... In particular if the
matchingsendis nonblocking,thenthe receve completes
evenif nocomplete-sendall is madeonthesendeside....
Similarly, acall ... thatcompletesa sendeventuallyreturns
if amatchingreceve hasbeenstarted gvenif no complete-
receve call is madeonthereceving side”

Every OS-bypasMPI implementatiordescribedn cur
rentliterature[15, 29, 25, 11] requiresapplicationprocess-
ing to move data. Theseimplementationgypically usea
two-level protocol, whereshortmessagesre senteagerly
and long messagesire sentusing a rendezwus protocol.
The shorteagermessagesre buffered at the recever and
copiedby theapplicationinto theappropriateeceve buffer



aftercontext andtagmatchingoccurt In therendezwuspro-
tocol,thesendesendsarequestotherecever. Thisrequest
is recognizedy theapplication the context andtagmatch-
ing occur, andwhentheappropriateeceve buffer is found,
amessages sentbackto senderindicatingthe exactloca-
tion in memorywherethe datacanbe delivered. However,
becausehe applicationmustbeinvolvedin thesetransfers,
the opportunityfor significantoverlapis lost.

The semanticsof Portals 3.0 support the necessary
progressenginefor an MPI implementationwithout the
needfor explicit applicationintervention. Portals3.0 pro-
videsthe necessarypuilding blocksfor protocolsto beim-
plementedn NICsin away thatis not specificto MPI and
is generakenoughto supportseveral otherhigherlevel data
movementinterfaces.

5.3 Demonstration of Application Bypass

In order to demonstratethe benefits of application-
bypass,we conductedan experimentusing a simple MPI
programrunningon two nodes. Table5 outlinesthe basic
experiment. Both nodesiterate over this outline although
only onenodeperforms‘work.”

pre-postsereralnon-blockingreceves;
barrier;

postabatchof sends;

work (fixedloopiterations);

gettime A;

wait for the batchof messages;
getTimeB;

repeat;

Figure 5. Testing For Application Bypass

In our experiment,a batch consistsof ten equalsized
messagesnd timings were averagedby repeatingthe ex-
perimentsereraltimes. Also, the work, or fixed numberof
loop iterations,establishes “work internval” during which
parallelor concurrenimessagdéandlingmay proceedf al-
lowed by the MPI implementation. We varied the work
interval andtimed how much of the messagédandlingre-
mainedto be doneafterthework interval.

We ranthis applicationbypassteston a 500 MHz Pen-
tium 11l with aLANai 7.2Myrinet NIC runningGM 1.4and
MPICH/GM 1.2..7.We alsoranthetestona Cplant clus-
ter running the Portals3.0 and RTS/CTS kernel modules
with our Portals3.0 port of MPICH 1.2.0.

Figure 6 presentsthe duration of waiting for mes-
sagesas a function of work interval for MPICH/GM and
MPICH/Portals3.0for 50 KB messagedMPICH/GM does
not make any progreson messageassinguntil we either
wait for the message®sr make other calls to the MPI li-
brary. In relatedtestingnotshavn here weintroducedhree

Wait Duration as a Function of Work Interval (50kB)
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Figure 6. Progress in MPICH/GM and
MPICH/Portals For 50KB Messages

callsto MPI_Testduringthework interval andMPICH/GM
couldthenmale significantprogresdeforethe call to wait.

In contrastthe Portalsimplementatiorhasa greaterde-
gree of applicationbypassand makes progressindepen-
dently of the applicationmaking library calls. Given a
large enoughwork interval, Portalscanvirtually complete
messagéhandling whereasMPICH/GM malkes very little
progress.We ran the sameexperimenton MPICH/Portals
with thework interval having threetestcalls. Theresulting
graphof Portalsdatais essentiallythe samecurve asshavn
in Figure6.

Thisissueis notonly specificto implementationsf MPI
on clustersusingMyrinet [30], but have alsobeenanalyzed
on proprietaryparallelplatformsaswell [13]. The funda-
mental problemis the protocolsunderlyingthe MPI im-
plementatiorthat requirethe MPI library to be directly in-
volvedin themessagselectioractvities. Thereareseveral
waysto accomplishthis, assuggestednostrecentlyin [30]:
aseparat¢hreadcanhandleMPI progressinterruptscanbe
usedto run MPI handlerroutines,or MPl-aware firmware
canbe placedon the NIC. However, the mostpopularap-
proachis to ignore the progressrule and simply require
the applicationto make frequentcalls to the MPI library.
This methodallows the MPI library to continually check
for outstandingcommunicationoperationsand attemptto
completethem.

Using a separatghreadto facilitatethe overlapof com-
putationandcommunicatiorhasseveraldisadwantagesThe
implementatiorof MPI mustbe designedo take advantage
of usinga separatehreadfor progress.Unfortunately the
most popularimplementationof MPI, MPICH [12], was
not. Caremustbe taken to reducethe amountof interfer
encethat a separatecommunicatiorthreadcreates. Since
nearlyall messag@assingsystemaio not allow threadgo
bescheduledn responséo messagevents,someoverhead
is incurredon the hostprocessar



Using interruptsto run MPI handlerroutinesalso has
mary drawbacks. Interruptsand context switchingcanbe
very expensve. In fact, it is this costthat motivatedthe OS
Bypassapproacthin thefirst place.

Requiring the applicationto make frequentMPI calls
in orderto guarantegprogressdirectly conflicts with the
progressrule. In fact, this is the very situationthat the
progressuleintendedto avoid. Someimplementationgx-
plicitly statethislimitation [8], but mostdo not. Along with
theillegality of this approachit alsohasseveralimplemen-
tationdravbacks.Primarily, it forcesnon-portabilityof ap-
plications. Applicationsthat are MPI compliantmust be
sprinkledwith superfluousMPI callsin orderfor commu-
nicationsto make progress. The most effective placesto
insertcalls are highly dependenbn the underlyingimple-
mentation. More importantly someoperationsare atomic
andMPI calls cannotbe insertedat all. For example,post-
ing areceie just beforecalling a BLAS library routineor
callingan|/O operation.The BLAS library or I/O routines
would needto be compiledto occasionallymake unneces-
saryMPI calls. Thesearetheverytypesof operationsvhere
overlapis mostdesirableandwould be mosteffective.

Finally, implementingMPI-aware firmwareon the NIC

alleviatesmary of the problemswith the otherapproaches.

The NIC is able to make progresson MPI messageop-
erationsindependentlyfrom the applicationprocessthus
providing the opportunityto efficiently overlap computa-
tion andcommunication.However, this methodis specific
to MPI constructsand semantics.ldeally, the opportunity
for overlap should be exploitable by all high-level mes-
sagepassinginterfaces. The PortalsAPI allows for NIC
firmwareto implementMPI semanticsvithout being spe-
cific to MPI, so that otherhigherlevel protocolscan also
reapthe benefitsof applicationbypassand reducedover
head.

The particularimplementationof Portals 3.0 that we
usedfor the above experimentis interrupt-driven, soit has
the samedrawbacksthat an interrupt-driven implementa-
tion of MPI would have. However, the NIC-basedimple-
mentationof Portalswill addresgheselimitationsandstill
provide the desiredbenefitsof applicationbypass.

6. Summary

This paperhas describedthe evolution of the Portals
messagepassingarchitectureand programminginterface
from its initial developmenton tightly-coupledmassiely
parallel platformsto the currentimplementationrunning
on a 1792-nodecommodity Linux cluster The current
generationPortalsAPI providesthe basicbuilding blocks
necessaryor higherlevel protocolsto implementscalable,
high-performanceommunication.The availability of pro-
grammableNICs with significantprocessingpower makes

it possibleto implementPortalsin sucha way asto signif-
icantly reducereceve overheadgvenfor higherlevel mes-
sagepassindayerssuchasMPI.

7. Future Work

As mentionedpreviously, work on the PortalsMCP for
Myrinet is currentlyunderway. We expectto completethis
work in early2002andbe ableto demonstrat¢he full per
formanceadvantage®f the programmingnterface.We are
alsoworking on portsto othernetworking hardware,specif-
ically Quadricsand programmablegigabit Ethernetcards.
We arealsoconsideringporting Portals3.0into the Cougar
lightweightkernelto validateour approacton a massvely
paralleltightly coupledplatform.

We have also consideredaddinga few featuresto Por
tals sincethe initial releaseof the API. We would like to
extendthe API to supportgather/scattesperationsnoreef-
ficiently, andwe have hadrequestdrom filesystemimple-
mentorsto extend the functionality of memorydescriptor
processingo moreeasilyaccommodatanin-kernelimple-
mentation.
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