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I. INTRODUCTION Algorithm 1 DaSH: Degree-Based Self-Healing

1: Init: for given networkG(V, E), Initialise each vertex with a
Self-healinginvolves maintainance of basic properties of ~ random numberf D between [0,1] selected uniformly at random.
the network, such as connectivity, in face of an attack. -Self 2 Whl']!e truetdo < deleted. d
healing can occur oReconfigurable Networks Reconfig- - fravertexv s deleted, do - .
urable Networks are networks in which we can add new con-* Nodes i N (v, G) U N (v, ) are reconnected intogom-

nections between nodes. Examples of such networks are peer- plete binary tree To connect the tree, go right to left, bottom
: P p up, mapping nodes to tremplete binary treén decreasing

to-peer networks, cellular networks and ad-hoc networks . order ofd’ value.

There has been significant past work on self-healing algo-s. et M/NID be the minimum ID of any node in

rithms [1] [6] [4] [2]. UN(v,G) U N(v,G"). Propagate/ INID to all the nodes
In this paper, we introduce an algorithm for self healing of in the tree ofU N (v, G) U N (v, G") in G

reconfigurable networks, callddaSH which is an acronym  6: end while

for Degree based Self-HealingWe prove thatDaSH is an

efficient algorithm i.e. with low latency and small number

of messages, which meets our objectives. We build upon the e Let E’ be the edges (i.enealing edge)s that have been
earlier work done in [3], which used a line algorithm for self a(ided by the algorithm up to that time step. (nbteC
healing. E).

e LetG’ = (V, E'). Note that is a forest.

Il. DASH: ALGORITHM e Let N(v, G) be the neighbors of vertexin graphG.

We define the following objectives for self-healing: e Let N(v, ") be the neighbors of vertexin graphG’.
e LetUN (v, @) (Unique Neighboursbe the neighbours
1. The network stays connected, after self-healing. of v in G with /D not equal to/ D of v such that no

two members o/ N (v, G) have the samé&D. If two or
2. No node is overloaded, after the healing i.e. there is more neighbours aof have the saméD we include the

only a reasonablej(logn)) increase in degree of any one with the lowest initial D. Note thatU N (v, G) N
node in the network. N(v,G") = ¢pandUN(v,G) UN(v,G") C N(v,G)
3. The Algorithm must be efficient i.e. it hasgn latency e LetT (v, r) be the tree i’ — = that containg.

and! number of messages are exchanged. . . .
ogn 9 9 e Each vertexv will have a weight,w(v). The weight

Our algorithm uses only local information, therefore, &ésl- of a vertex will start at 1 and may increase during the

able and can be implemented in a Distributed manner. algorithm. Ifv is deletedi(v) is added to an arbitrarily
We assume our network is attacked by an adversary that ~ chosen neighbour i

deletes nodes. Our adversary is omniscient. Thus, it has

/ H /
knowledge of our network and our algorithms. However, we ~ * Letd'(v) be the degree of the vertexn .

assume that it attacks one node at a time and after a deletion, o For verticesy andz, let W (v, z) = S w)
there is a small amount of time in which the network detects v €T (v,z)

the attack and tries to heal itself. Also, we assume nodes

maintain Neighbour-of-NeighbouNpPN) information [5] i.e. o For vertexv, let rem(v) = > W(uw) -

if  andy are neighbours, thenknows all ofy’s neighbours. ueN(v,6")

The nodes in the network, especially the neighbours of the uelﬁl&%,)
deleted node may communicate with each other and set up . )
links to heal the network. Our AlgorithDaSHis shown as ~ Our main results aboldaSHare stated in theorem 1.
Algorithm 1.

W (u,v) + w(v)

Theorem 1. DaSHhas the following properties:

We introduce the following notations and definitions for
DaSHand its analysis: e The degree of any vertex is increased by at most
2(logn) + 1.

e The actual network at a particular time stefgi§V, ). e The latency to do healing after a deletion is constant.



e The number of messages any node sends out and re- e The number of messages any node sends out and re-

ceives i (logn) with high probability ceives igD(logn) with high probability.
e The algorithm is completely distributed. In DaSH after the reconnections have been made, mes-
) ) _ sages are sent out by nodes when the mininiimhas
Proof. We give only a brief sketch of the proofs here: to be propagated. With similarity to thecord breaking

e The degree of any vertex is increased by at most problem it can be ;hown thaw.h.p, anode.has itg D ,
2(logn) + 1. reduced onlyogn times, where the record is the node’s
_ . ID. These are the only messages the node needs to
To prove this, we state here lemma 1, without proof. transmit or receive. Thus, it sends or receigdogn)
> (d'(v)—1)/2 messages. . o
Lemma 1. For any node vrem(v) = 2 e The algorithm is completely distributed.
Corrolary 1. The valuerem(v), at least, doubles each time

o's degree increases due to a deletion. DaSH is completely distributed since it requires no

global communication and can be implemented by

Proof. When v's degree goes fromi — 110 j or to j + 1, nodes locally using local communication.

rem(v) goes from2°z" to at least2?, thusrem(v) at least
doubles. O

Lemma 2. For all verticesv, rem(v) is always no more than

n.
lll. EXPERIMENTS

Proof. No vertex is counted twice in aem value since the
subtrees of a vertex are disjoint. Since the number of \estic
in the subtrees cannot be more than the number of vertic

:ﬁ?@gg&;g?ﬁﬁﬁggg da\l/\évziycseggﬁmore than the sum of ;) oy degree nodeMaxNodeStrategy or deletion of neigh-

' bour of maximum degree nod®léx-NeighbourStrategyWe
We definelV* = sum of weights of all undeleted vertices in implemented a number of healing strategies based on the idea
G of reconnecting neighbours of deleted nodes as binary trees
After initialization, W* = n, since there are vertices. or graphs. Our experiments confirmed thetSH succeeded
At each step of the algorithniy* = n , since the weight of While naive algorithms failed to meet our objectives.
the deleted vertex is added to one of the remaining vertices.
Thus, for nodey, rem(v) < n. O

We carried out a number of experiments to f2aBH (also
referred to by it's working nameBinaryTree Degree Heah
SRe figure). The adversial strategies included deletionaX-m

The following proves our theorem:
Every vertexv starts withrem(v) = w(v) = 1.

rem(v) > 2@®=-D/2 py| emmal B
2 ()-1/2 < p pyLemmall ‘
(d'(v) —1)/2 < logn (by taking log of both sides) T
=d'(v) < 2logn+1 o

e The latency to do healing after a deletion is constant.

During the reconnection proced3aSH requires com-
munication only between nodes one hop away, thus, the
latency is a constant.

FIG. 1: Self-healing demonstrated
by DaSHand related Algorithms.
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