
CS 485/ECE 440/CS 585 Fall 2017 Lab 1

Lab 1 is due by 11:59pm on Tuesday, September 12th, 2017.

Send your answers to the following questions as a PDF attachment in an email to 
crandall@cs.unm.edu.  Failure to follow these instructions will result in a zero on the assignment, so 
DO NOT DO YOUR LAB AS ANY OTHER TYPE OF DOCUMENT BESIDES A PDF.

Lab 1 is worth 100 points, 10 points per question below.  I may give partial credit, or in some cases full
credit if you made an honest attempt to answer the question.  Your answers should be as concise as 
possible.

In the following report (which you should read the whole thing)...

https://citizenlab.ca/2015/04/chinas-great-cannon/

...there are 11 packet captures, which you can either download from the report or from the course 
website.  The questions below pertain to those 11 packet captures and how they support the arguments 
made in the report.  Using wireshark, tshark, Python dpkt, and/or any other tools you wish to use, 
answer all of the ten questions below. 

You are expected to do your own work.  From analyzing the packet captures to researching the great 
cannon to writing the answers, for all phases of this project you should do your own work.  Any 
instance of not doing your own work will be considered cheating.  For your submission, if you copy 
even a single question from a classmate that will be considered cheating.  If you're not sure whether 
something will be considered cheating or not, ask me before you do it.  You are encouraged to discuss 
the assignment with your classmates at a high level.  Exchanging tools, source code that existed before 
the assignment was assigned, and general thoughts about approaches to specific problems is okay.  As a
reminder of the course policy, if you cheat on any assignment in this class including this assignment 
(cheating includes, but is not limited to, representing somebody else's work as your own or having 
someone else do the assignment for you) you will receive an F in the class.  If you want to share source
code written for the assignment with a classmate, you should get my permission first and share it with 
the whole class.

Modulo all of the above, don't hesitate to discuss the assignment with your classmates.  I want students 
to work together, but if someone is simply copying answers I need the above language to refer to when 
I go to the Dean of Students about it.  But please don't let the above language discourage you from 
working with your classmates on this assignment.  If you're not sure how in-detail you can share 
information with your classmates, just ask me.

Here are the questions you should answer about the eleven packet captures:
 (be concise in your answer, but provide enough details that someone could re-trace your steps and 
understand how you're supporting your answer):

1. Were all of the experiments performed from the same machine or from different machines?  What 
can you tell me about the machine(s) and network(s) from which the researchers performed their 
experiments?
2. In gfc_test.pcap, what evidence do the researchers cite to suggest that the TCP RST comes from the 
Great Firewall?  What other evidence can you see that the GFW, not the web server, produced the RST 

mailto:crandall@cs.unm.edu
https://citizenlab.ca/2015/04/chinas-great-cannon/


packet?
3. In falun_traceroute.pcap, what was the route that the packets took (list the routers in order)?  Is there 
any reason to believe that there may have been changes in the route during the experiment?  What 
could the researchers have done differently to have more confidence that that route was stable during 
their experiment?
4. In the section “The GC operates as a separate, in-path system”, the researchers make two separate 
claims: that the GC is separate from the GFW and that the GC is in-path.  How do they support each of 
these claims?  Give some details about the packets in the packet capture that support these claims that 
aren't in the report itself (a graphic of some kind may be helpful here).
5. For the two packet captures linked to in the section “The GC appears to be co-located with the 
GFW”, enumerate three or more interesting similarities or differences between corresponding GFW 
injected packets and GC injected packets.
6. Explain the experiment that supports the claim in the section “How big is the GC flow cache?”  
Provide some details that aren't in the report.
7. Regarding “multisender-bigblast.tcpdump” and the associated claims in the section “Unlike the 
GFW, the GC appears to act probabilistically”, does the fact that the GC acts probabilistically affect the
results for the experiments for the section “How big is the GC flow cache?”?  I.e., should the 
researchers have accounted for the probabilistic behavior in the flow cache experiments?  Why, or why 
not?
8. In the section “Does the GC have a load-balanced architecture?”, is the TTL side channel mentioned 
visible in the file multi_ip_blowout.tcpdump in a way that suggest source IP is how the GC does load 
balancing?
9. Describe an experiment that the researchers should have done that they didn't do, and what could 
have been learned from it (or confirmed by it).
10. Show me a cool picture or screencap of some kind based on the pcaps.


