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Natural Selection of Software

chat

Insight

Over the past 50 years developers and engineers have selected,
copied, modified, and pasted software tools, environments and
code in a process resembling natural selection.

Research Questions

e What effects have these processes had on software?

e Can these insights lead to new tools and techniques?
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e 1.3 Million employed software developers in the US in 2008.
o Expect 21% increase by 2018 [Bureau of Labor Statistics, 2011].

Opportunity
Software Engineering  Biology

[Weimer et al., 2009]

[Beal and Sussman, 2008]

[Holland, 1992]
[Raman and Wagner, 2010]

[Rinard et al., 2004]
[Perkins et al., 2009]
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Biological Robustness o ™ i
Genotype and Phenotype

Realms

genotype genetic information which specifies an organism

phenotype resulting physical organism in the world

Robustness

genotypic (mutational) robustness to internal variance in
genetic information

phenotypic (environmental) robustness to external variance in
the world
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Biological Robustness

Mechanisms of robustness
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e Important amino acids
over represented
[Knight et al., 1999]

e Buffer changes
(e.g., metabolic pathways)

[Wagner, 2005]

e Degenerate vital functions
[Edelman and Gally, 2001]
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Robustness and Evolution

e Evolution finds large
neutral spaces

e Evolution increases
mutational robustness
[Van Nimwegen et al., 1999]

e Accrued genetic information
leads to evolutionary

innovation
[Ciliberti et al., 2007]
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Evolutionary Computation st 5 ™

Genetic Programming

e Natural selection as a heuristic used to program computers
e Simplified programming languages [Koza, 1992]
e Used to repair real-world extant software written by humans
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Software Engineering A 2
Acceptably Correct Computation

e |gnore memory errors
[Rinard et al., 2004]

e Hallucinate acceptable inputs
[Beal and Sussman, 2008]

e Dynamically enforce learned invariants
[Perkins et al., 2009]

e Drop loop executions at runtime
[Misailovic et al., 2011]
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Software Mutational Robustness o5 D S

Software Mutational Robustness:
The fraction of mutants of software that are functional.
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Software Mutational Robustness:
The fraction of mutants of software that are functional.

Depends upon:

e The software itself
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Software Mutational Robustness:
The fraction of mutants of software that are functional.

Depends upon:
e The software itself

e The mutation operators
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Software Mutational Robustness:
The fraction of mutants of software that are functional.

Depends upon:
e The software itself
e The mutation operators

e The test of functionality

11/28



Dissertation Proposal: The Evolution of Robust Software Preliminary Work

my s, Chg wit a \=h
Y = “ * o QT

Software Mutational Robustness o5 D S

Software Mutational Robustness:
The fraction of mutants of software that are functional.

Independent of:
e The software itself
e The mutation operators

e The test of functionality
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Mutation Operators

ﬁ%@% ;

) Insert AST (b) Delete AST (c) Swap AST

novq 8(%rdx) , Yrdi movq 8(%rdx) , Yrdi novq 8(rdx) , '/m movq 8(%rdx) , %rdi novq 8(%rdx) , %rdi movq 8(%rdx) , %rdi
xorl Yeax, %eax xorl Yeax, Yeax Yieax, % xorl Yeax, Yeax xorl Yeax, fieax xorl Yeax, Yeax
addl $1, %ri4d movq -80(%rbp), %rdx
addl $1, %ri4d addl $1, %ri4d call atoi addl $1, %ri4d addl $1, %ri4d
i —% call atoi call atoi —> movq %rdx, -80(%rbp) call atoi —> call atoi
novq Yrdx, -80 (4rbp) novq 80(/rbp) /xdx novl Yeax, (%r15) novq -80(%rbp) , rdx

movl %eax, (
novl Yeax, (4r1s) addq $4, %r15
addq $4, %r15

(d) Insert ASM (e) Delete ASM (f) Swap ASM

addq $4, %r15

novl Yeax, (4r15)
addq $4, %r15

(ELF level mutation operators not shown)

12/28
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Benchmarks
Real Programs
bzip2 1.0.2 (& alt. suite)
Siemens ccrypt 1.2 (& alt. suite)
. imagemagick 6.5.2
Sorting Benchmark PR
Programs grep leukocyte
bubble pr|hnt(’;o:<ens lighttpd 1.4.15
insertion zg de uie nullhttpd 0.5.0
quick oggenc 1.0.1 (& alt. suite)
space potion 40b5f03
tcas redis 1.3.4
tiff 3.8.2
vyquon 335426d
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Preliminary Results

Average Mutational Robustness of 36.75%.

100 I I I I I I I I I
c %
A ASM &
80 -
A
n A A
£ 4
2 a0 L * i
: 60 *
Y L * i
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- I KAk Kohok %k
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2 A *
0 | | | | | | | | |

0 10 20 30 40 50 60 70 80 90 100
% Test Suite Statement or Instruction Coverage
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Level: Source VS. Compiled

Hypothesis: Compilation and linking increase software robustness.

Biological Software

(Base Pair] Genotyee (Source Code

if
Phenotype | Executable

‘Assembly
Protein|

16/28



Dissertation Proposal: The Evolution of Robust Software Further Research

m, s, Chy wt \=b
Y ST N G S

Causes of Mutational Robustness o iy
Level: Source VS. Compiled
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Biological Software
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Causes of Mutational Robustness o,y
Level: Source VS. Compiled

Hypothesis: Compilation and linking increase software robustness.

Biological Software

(Base Pair] Genotyee (Source Code

compilation

translation &

‘Assembly

linking

transcription

Phenotype ‘ EXGCUta ble ’
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Causes of Mutational Robustness e
Provenance: Evolved VS. Engineered

Hypothesis: Evolution increases mutational robustness and
evolvability.

Compare three classes of software

1 Those programmed entirely by human engineers.

2 Those programmed initially by human engineers and then
incrementally evolved.

3 Those programmed entirely through an evolutionary process.

Test for

e mutational robustness

e evolvability
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Correlates of Mutational Robustness " “ aas™ 7y,
Evolvability

Are mutational robustness and evolvability correlated in software?
Requirements

e metric of evolvability

e metric of mutational robustness

Examples

e what level of mutational robustness is desirable in software
e when beneficial (e.g., maintaining critical behavior)

e when detrimental (e.g., rapidly changing specification)
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Environmental Robustness

Are mutational and environmental robustness correlated in software?

Definitions

mutational robustness robustness to genotypic variation

environmental robustness robustness to environmental variation

Requirements

e metric of mutational robustness

¢ metric of environmental robustness (fuzz testing)
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Compilers and Linkers

Software Diversity:

e increases security and reliability gee -Ofast

[Williams et al., 2009]

e proactively fixes bugs
(Zak Fry in Schulte et al. [2012])

Multiple Compilation:

Population

e Jump-start population diversity

Evolutionary

e Increase library of genetic material :
Computation

e Mix and match optimization
between compilers
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New Program Representation 0y 5

Program Atavism using Version Control

| 8ae460 | | 9d2bd0 || 898b98 |

Version Control
Repository [caser | [ sav6ca |

HEAD

| 8496¢cd | | fcd88f |

Individual

| 898098 H 9d2bd0 || 8ae460

Population

Evolutionary Computation
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Software Optimization 5 Dy

Components

e extant program with existing test suite
e system emulator

e multi-objective fitness function combining

e existing test suite
e performance metrics

Benefits

e flexibility through unsound transformations
e explicit priorities through multi-objective fitness functions

e optimization of hard-a-priori features

o hardware specific and multi-threaded issues
e performance trade-offs (e.g., memory/cpu), etc. ..
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Neutral Space

Program 1 [Program 2} [Program 3}

Benefits

e transfer optimization between projects
e transfer functionality between projects

e source of implementation diversity
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® Genprog
e ASM Rep. bubble.s
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Summary of Preliminary Work 5 W

® Genprog
ASM Rep. .
: ELF RepF.) Structure of an ELF Binary
e elf — Lisp | “ELE |
b .
o rweelf>-C ELF Header

Program Header Table

Sections

Section Header Table

2 http://gitweb.adaptive.cs.unm.edu/elf.git

b http://gitweb.adaptive.cs.unm.edu/rw-elf.git
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Summary of Preliminary Work 5 W

e Genprog

e ASM Rep.
e ELF Rep.

e elf® - Lisp Fault Localization Overview
o rw-elfb—C

Sample Raw Sample Smoothed Sample
Program Counter Counts Counts

movq 8(frdx), Yrdi
xorl Yeax, Yeax
movl Yeax, (ri5)
addl $1, %ridd

call atoi

movq -80(%rbp), Yrdx

e Fault Localization

memory addr.

to instruction

movl Yeax, (4ris)
addl $1, %ri4d

Machine-code
Instructions

2 http://gitweb.adaptive.cs.unm.edu/elf.git

b http://gitweb.adaptive.cs.unm.edu/rw-elf git
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Summary of Preliminary Work 5 W

e Genprog

e ASM Rep.
e ELF Rep.

e elf —Lisp
o rw-elft—C

e Fault Localization

e Mutational Robustness

2 http://gitweb.adaptive.cs.unm.edu/elf.git

b http://gitweb.adaptive.cs.unm.edu/rw-elf.git
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Summary of Preliminary Work 5 W

e Genprog
e ASM Rep. Software Mutational Robustness
e ELF Rep.
e elf" — Lisp 100 I 'c %
o rw-elf®~ ¢ 4 ASM a4
. . 80 _
e Fault Localization a
z N N N A
e Mutational Robustness R H ]
= * A
. . B *
e Experimentation I oot . A k% .
= I * XKk kodok %k
A A a A A o
20 F a * A
0 | | | | | | | |

1
0 10 20 30 40 50 60 70 80 90 100

9% Tost Suite St structi Tovers
a http://gitweb.adaptive.cs.unm.edu/elf.git % Test Suite Statement or Instruction Coverage

b http://gitweb.adaptive.cs.unm.edu/rw-elf.git
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Summary of Preliminary Work

e Genprog

e ASM Rep.
e ELF Rep.

e elf —Lisp
o rw-elf’—

e Fault Localization

e Mutational Robustness

e Experimentation
e Random walks

2 http://gitweb.adaptive.cs.unm.edu/elf.git

b http://gitweb.adaptive.cs.unm.edu/rw-elf.git
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Ma,

Summary of Preliminary Work

e Genprog

e ASM Rep.

e ELF Rep.
e elf —Lisp
o rw-elf’~ ¢

e Fault Localization

&9 N
7 g g

4, *
%, s

nt a

Robustness Across Multiple Languages

C CH++ Haskell OCaml Avg.
; bubble | 25.7 28.2 276 167 | 24.6
° MUtatlonal RObUStness insertion 26.0 42.0 35.6 23.7 31.8
. i merge | 21.2  46.0 24.9 227 | 287
e Experimentation quick | 255  42.0 26.3 11.4 | 26.3
Avg. | 246 395 28.6 18.6
e Random walks StdDev. | 23 78 a8 5.7

e Multiple languages

2 http://gitweb.adaptive.cs.unm.edu/elf.git

b http://gitweb.adaptive.cs.unm.edu/rw-elf.git
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Conclusion

Summary of Preliminary Work
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® Genprog
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e ASM Rep.
e ELF Rep.

e elf —Lisp
o rw-elf’— ¢

Physical Evolutionary Computation
e Fault Localization

Real Time Genetic Hardware Tile
Operator Timelines .7l
Mutation RPN Evaluation
Crommer E]
e Mutational Robustness

RM7TDMI MCU
1, 16KB EEPROM
pre ta st

e Experimentation

e Random walks

e Multiple languages
® Robust Hardware

2 http://gitweb.adaptive.cs.unm.edu/elf.git

b http://gitweb.adaptive.cs.unm.edu/rw-elf.git
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Dissertation Work Plan

2010 2011 2012 2013

Assembly Repair

ASE Short Paper

ELF Representation
Mautational Robustness —] }
Embedded Repair } F;.
v

Repres

tation Comparison ] —
Engineered /Evolved Rb. s I
.

Diversity

Optimal Robustness
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Software is a product of natural selection

Software is not fragile

Software robustness can be used to build new tools

Software may provide general insight into evolution and
robustness.

26/28



Dissertation Proposal: The Evolution of Robust Software Conclusion

Thank You

Eric Schulte

office
email
homepage
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FEC309

eschulte@cs.unm. edu
http://cs.unm.edu/"eschulte
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